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COMBATING  THE  PROLIFERATION  OF  WEAPONS  OF 
MASS  DESTRUCTION 


House  of  Representatives, 
Committee  on  Armed  Services, 
Washington,  DC,  Wednesday,  March  17,  2004. 
The  committee  met,  pursuant  to  call,  at  10  a.m.,  in  room  2118 
Rayburn,  Hon.  Duncan  Hunter  (chairman  of  the  committee)  presid- 
ing. 

OPENING  STATEMENT  OF  HON.  CURT  WELDON,  A 
REPRESENTATIVE  FROM  PENNSYLVANIA 

Mr.  Weldon  [presiding].  Good  morning.  Chairman  Hunter  is  in 
conference,  so  I  will  begin  the  hearing. 

This  morning  the  committee  meets  to  examine  what  steps  the 
United  States  should  take  to  combat  the  spread  of  weapons  of  mass 
destruction  (WMD). 

Our  witnesses  are  Gary  Milhollin,  Director  of  the  Wisconsin 
Project  on  Nuclear  Arms  Control;  Dr.  Larry  Wortzel,  Vice  President 
and  Director  of  the  Heritage  Foundation  Davis  Institute  for  Inter- 
national Policy  Studies;  and  the  Honorable  Ashton  Carter,  Direc- 
tor, Preventive  Defense  Project,  Harvard  University. 

Welcome  to  the  committee,  gentlemen.  We  all  look  forward  to 
your  testimony  and  appreciate  your  willingness  to  appear  before 
the  committee. 

Since  September  11,  the  Administration  has  identified  the  nexus 
of  terrorism  and  weapons  of  mass  destruction  as  the  key  threat  fac- 
ing this  counti-y  in  the  21st  Century.  That  threat  arises  from  the 
intersection  of  two  trends.  First,  terrorists  are  increasingly  ambi- 
tious in  their  tactics,  seeking  ever  higher  numbers  of  casualties  to 
dramatize  their  cause. 

Second,  technology  and  globalization  are  making  it  easier  for 
weak  states  and  terrorist  groups  to  acquire  the  means  of  inflicting 
mass  casualties.  Therefore,  the  question  before  us  is  this:  What 
should  we  do  as  a  nation  to  prevent  these  two  trends  from  result- 
ing in  a  horrendous  attack  on  innocent  men,  women  and  children. 

For  a  long  time,  this  committee  has  focused  its  efforts  on  the  Co- 
operative Threat  Reduction  and  Nuclear  Nonproliferation  Programs 
of  the  Departments  of  Defense  and  Energy.  While  those  programs 
have  a  role  to  play,  the  country  needs  an  approach  that  employs 
every  tool  at  its  disposal. 

The  Administration  has  developed  just  such  a  comprehensive 
strategy.  Announced  in  December  of  2002,  it  has  3  pillars: 
Counterproliferation  to  deter  and  defend  against  the  use  of  weap- 
ons of  mass  destruction;   strengthen  nonproliferation  regimes  to 

(1) 


prevent  their  spread;  and  consequence  management  to  respond  to 
their  use. 

Almost  immediately,  the  Administration  began  fleshing  out  that 
strategy.  It  initiated  multi-pronged  diplomatic  initiatives  to  con- 
strain the  North  Korean  and  Iranian  nuclear  programs.  It  took  ac- 
tion to  eliminate  a  regime  with  a  history  of  using  chemical  weap- 
ons. It  brought  initiatives  before  the  United  Nations  (U.N.)  calling 
on  states  to  improve  their  domestic  controls  on  exports  of  sensitive 
technologies  and  sought  to  criminalize  the  international  trafficking 
in  weapons  of  mass  destruction  and  their  technologies.  Finally,  it 
launched  the  multilateral  Proliferation  Security  Initiative  (PSI)  to 
increase  international  cooperation  and  interdict  shipments  of  weap- 
ons of  mass  destruction  and  associated  technologies. 

Clearly,  the  increased  attention  to  weapons  of  mass  destruction 
got  the  attention  of  some  traditional  rogue  states.  This  past  winter, 
Libya  renounced  its  pursuit  of  weapons  of  mass  destruction  and 
began  cooperating  with  American  and  British  personnel  to  end  its 
nuclear  and  chemical  weapons  capabilities.  Facing  American  diplo- 
matic and  economic  pressure  backed  by  a  willingness  to  use  mili- 
tary might  against  rogue  dictators,  Khadafi  realized  that  his  coun- 
try would  be  safer  and  more  prosperous  if  it  gave  up  its  WMD  pro- 
grams. 

With  Libya's  decision  to  begin  the  process  of  rejoining  the  civ- 
ilized world,  the  Bush  Administration's  strategy  is  paying  off,  re- 
sulting in  a  safer  planet  and  a  safer  United  States.  Success  in 
Libya  proves  that  our  strategy  must  be  comprehensive  and  combine 
diplomatic,  political,  economic  and  military  means  to  combat  the 
spread  of  weapons  of  mass  destruction. 

However,  while  the  progress  in  Libya  is  an  encouraging  first 
step,  we  still  face  monumental  challenges  in  applying  every  policy 
tool  at  our  disposal  if  we  are  to  succeed  in  denying  this  dangerous 
capability  to  our  adversaries.  I  look  forward  to  hearing  our  wit- 
nesses' thoughts  on  where  we  are  today  in  this  effort  as  well  as 
what  further  steps  should  be  taken  to  achieve  this  goal. 

First,  let  me  recognize  the  committee's  distinguished  ranking 
Democrat,  Mr.  Ike  Skelton  for  any  remarks  he  may  wish  to  make. 

[The  prepared  statement  of  Mr.  Hunter  can  be  found  in  the  Ap- 
pendix on  page  43.] 

STATEMENT  OF  HON.  IKE  SKELTON,  A  REPRESENTATIVE 
FROM  MISSOURI,  RANKING  MEMBER,  COMMITTEE  ON 
ARMED  SERVICES 

Mr.  Skelton.  Mr.  Chairman,  thank  you  very  much  and  I  join 
you  in  welcoming  our  outstanding  witnesses  today,  and  let  me  com- 
mend you  for  this  hearing,  because  it  is  a  very  important  topic. 

The  proliferation  of  weapons  of  mass  destruction  is  a  critical 
challenge  to  our  national  security,  no  question  about  it.  The  chal- 
lenges in  this  area  dominate  headlines,  and  the  question  of  Iraq's 
missing  weapons,  to  the  network  run  by  A.Q.  lOian  of  Pakistan 
that  seems  to  have  spread  their  nuclear  knowledge  to  several  re- 
gions, to  Libya's  recent  decision  to  give  up  its  weapons,  to  the  ongo- 
ing potential  dangers  posed  by  North  Korea  and,  of  course,  Iran. 
It  is  clear  that  our  security  depends  on  figuring  out  how  to  deal 
with  these  challenges. 


It  is  also  clear  that  dealing  with  them  successfully  will  require 
a  multi-faceted  strategy.  Some  elements  of  this  strategy,  like  the 
Nunn-Lugar  programs,  have  a  decade  of  achievement  under  their 
belt.  This  committee  showed  our  confidence  in  these  programs  last 
year  by  voting  to  expand  their  authority  to  take  some  actions  be- 
yond the  former  Soviet  Union. 

The  Administration's  new  Proliferation  Security  Initiative  is 
bringing  together  new  partners  to  share  intelligence  and  interdict 
weapons  when  nonproliferation  fails,  a  critical  component  of  any 
strategy.  The  President's  recent  speech  on  combating  proliferation 
laid  out  excellent  goals,  but  the  effects  of  these  goals  must  be 
matched  by  sustained  action.  Effective  nonproliferation  programs 
must  be  expanded  and  diplomacy  must  be  consistent  to  ensure  that 
our  allies  and  friends  are  with  us  in  this  cause. 

Mr.  Chairman,  thank  you. 

[The  prepared  statement  of  Mr.  Skelton  can  be  found  in  the  Ap- 
pendix on  page  48.] 

STATEMENT  OF  HON.  DUNCAN  HUNTER,  A  REPRESENTATIVE 
FROM  CALIFORNIA,  CHAIRMAN,  COMMITTEE  ON  ARMED 
SERVICES 

The  Chairman  [presiding].  I  thank  the  gentleman. 

I  thank  the  gentleman  from  Pennsylvania  for  running  the  show 
here. 

And  Mr.  Milhollin,  great  to  have  you  back  again.  You  have 
helped  us  many  times  in  the  past.  Floor  is  yours,  sir. 

STATEMENT  OF  GARY  MILHOLLIN,  DIRECTOR,  WISCONSIN 
PROJECT  ON  NUCLEAR  ARMS  CONTROL  AND  PROFESSOR 
EMERITUS,  UNIVERSITY  OF  WISCONSIN  LAW  SCHOOL 

Mr.  Milhollin.  Thank  you  very  much,  Mr.  Chairman.  I,  of 
course,  am  very  honored  and  pleased  to  appear  before  the  commit- 
tee. 

I  would  like  to  ask  a  recent  article  written  by  my  organization 
be  included  in  the  record  before  I  begin. 

[The  information  referred  to  can  be  found  in  the  Appendix  on 
page  108.] 

The  Chairman.  Without  objection.  In  fact,  all  of  the  statements 
will  be  taken  into  the  record. 

Mr.  Milhollin.  Thank  you,  Mr.  Chairman. 

The  committee  has  asked  me  today  to  discuss  three  subjects: 
First,  the  status  of  worldwide  export  controls;  second,  the  proposals 
on  nonproliferation  made  by  President  Bush  in  his  speech  on  Feb- 
ruary 11;  and  third,  the  effort  my  organization  is  making  to  help 
countries  improve  their  performance  in  export  control  in  Eastern 
Europe  and  the  former  Soviet  Union. 

I  would  like  to  start  by  just  pointing  to  the  amazing  nuclear 
smuggling  network  that  we  have  been  reading  about  in  the  news- 
papers. The  network,  as  we  know,  supplied  the  means  to  make  en- 
riched uranium  to  Iran,  Libya  and  North  Korea  for  more  than  a 
decade.  It  gave  Libya  a  tested  bomb  design  and  may  have  given  the 
same  to  other  countries. 


The  most  important  thing  about  this  network  is  that  it  suc- 
ceeded. United  States — our  failure  to  stop  it  or  detect  it  should  be 
considered  as  a  great  national  security  disaster,  in  my  opinion. 

Let  us  look  at  the  timetable.  President  Musharraf  of  Pakistan 
says  that  he  did  not  learn  the  details  of  this  network  from  U.S.  in- 
telligence until  last  October.  North  Korea  was  not  confronted  until 
2002,  and  Iran's  centrifuge  factory  did  not  become  a  public  issue 
until  the  Uranium  Resistance  published  it  in  2002. 

This  means  that  we,  the  West,  we're  about  a  decade  late  in  con- 
fronting both  Pakistan  and  Iran — and  several  years  later,  in  con- 
fronting North  Korea — if  we  measure  the  time  from  when  this  net- 
work began  doing  its  nefarious  work.  I  think  we  ought  to  ask  the 
question,  what  our  government  was  doing,  what  other  Western  gov- 
ernments were  doing  during  this  time. 

Either  we  did  not  detect  this  network  or  we  did  not  do  anything 
effective  to  thwart  it.  And  this  is  not  a  partisan  subject.  This  period 
spans  three  U.S.  administrations.  I  think  the  country  and  certainly 
the  Congress  deserve  to  know  why  this  network  succeeded  so  well 
for  so  long  without  being  interrupted. 

So  I  guess  my  first  point  is,  I  think  there  is  some  work  to  do, 
perhaps  for  this  committee,  perhaps  for  Congress. 

Second  point  I  would  like  to  make  is  that  the  actors  in  this  black 
market  operated  pretty  much  outside  of  the  worldwide  export  con- 
trol system.  The  network  was  overseen  by  a  Pakistani.  It  was  oper- 
ated from  Dubai,  and  it  ordered  parts  to  be  made  in  Malaysia. 
None  of  these  countries  belong  to  the  world's  export  control  re- 
gimes. 

It  is  perfectly  legal  to  ship  centrifuge  parts  from  any  of  these 
countries  to  Iran  or  Libya  without  any  restriction.  This  is  true  even 
though  Malaysia  and  the  United  Arab  Emirates  (UAE)  belong  to 
the  Nonproliferation  Treaty  (NPT).  In  my  opinion,  this  is  a  serious 
loophole. 

The  Chairman.  Which  countries,  Mr.  Milhollin,  is  it  legal  to  ship 
the  centrifuge  parts  from? 

Mr.  Milhollin.  From  just  about  anjrwhere,  unfortunately,  but 
certainly  from  Malaysia  and  the  UAE  as  long  as  the  recipient  is 
a  member  of  the  NPT.  And  that  is  the  case  for  both  Iran  and  Libya. 

So  what  we  have  is  a  system  that  isn't  really  adequate  to  stop 
this  sort  of  traffic.  And  we  need  to  do  something  about  that. 

The  second  thing  I  would  like  to  talk  about — the  committee 
asked  me  to  talk  about — are  the  President's  proposals.  The  Presi- 
dent's proposals  unfortunately  don't  close  this  loophole.  The  Presi- 
dent's proposal  made  on  February  11  is  addressed  to  what  is  called 
the  Nuclear  Suppliers  Group.  It  is  a  group  of  40  countries  that 
agree  to  restrict  their  nuclear  exports. 

Under  the  President's  proposal,  these  countries  could  not  sell  the 
means  to  make  plutonium  or  enriched  uranium  to  any  country  that 
could  not  already  do  so.  It  turns  out  that  Israel,  India,  Pakistan 
and  North  Korea — these  are  the  most  recent  members — recently 
joined  members  of  the  nuclear  club — can  all  do  that  already.  So  it 
is  not  clear  what  impact  this  proposal  would  have  on  any  of  them. 

The  proposal  also  bars  nuclear  exports  to  any  country  that  has 
not  adopted  what  is  called  the  Additional  Protocol.  That  is  a  proto- 


col  that  is  attached  to  the  inspection  arrangements  of  the  Inter- 
national Atomic  Energy  Agency. 

This  would  be  a  step  forward,  but  unfortunately,  the  United 
States  does  not  adhere  to  the  protocol  yet  and  neither — and  that 
is  also  true  of  many  other  countries.  So  I  would  say  that  the  Presi- 
dent's proposals  are  all  good  as  far  as  they  go,  but  I  don't  think 
they  will  stop  the  kind  of  nuclear  black  market  we  have  just  read 
about  in  the  newspapers.  In  particular,  they  would  not  stop  the 
sale  of  centrifuge  parts  to  Iran,  Libya  or  Syria  from  places  like  Ma- 
laysia or  Dubai  or  a  number  of  other  places. 

So  how  do  we  close  this  loophole?  One  way  to  do  it  would  be  to 
get  all  nations  to  adopt  the  Protocol.  That  protocol  says  that,  if  a 
country  exports  such  things  as  centrifuge  parts,  it  must  tell  the 
International  Atomic  Energy  Agency  about  it  and  then  the  agency 
can  inspect  those  parts  after  they  arrive. 

A  second  step  that  I  recommend  is  to  put  more  pressure  on  re- 
transfer  points  such  as  Dubai.  In  the  article  I  submitted  for  the 
record,  there  is  a  long  list  of  retransfers  that  have  occurred 
through  Dubai,  going  back  to  about  20  years.  Instead  of  just  focus- 
ing on  rogue  regimes,  we  are  going  to  have  to  put  pressure  on 
places  that  allow  those  regimes  to  buy  what  they  need. 

A  third  way  to  strengthen  export  controls  is  to  help  other  coun- 
tries improve  their  export  control  performance,  and  that  is  what 
my  organization  has  been  doing  for  the  last  four  years.  We  have 
visited  18  countries  in  Europe  and  the  former  Soviet  Union,  and  we 
have  trained  about  250  of  their  officials. 

These  countries  are  all  faced  with  a  number  of  problems.  They 
are  trying  to  construct  good  export  control  systems  on  the  ruins  of 
what  they  got  when  they  were  members  of  the  East  Bloc.  They  are 
basically  starting  with  antiquated  systems  and  tr5ring  to  build 
something  modern.  Second,  they  are  facing  a  lot  of  pressure  from 
illicit  exports  coming  across  their  borders  from  Russia  and  other 
places. 

Despite  all  that,  they  are  our  first  line  of  defense.  Whether  we 
like  it  or  not,  homeland  security  now  begins  abroad.  These  export 
control  officials,  border  guards  and  licensing  offices  in  the  countries 
that  we  are  trjdng  to  help  are  really  our  front  line  of  defense 
against  proliferation  and  against  terrorism,  and  we  have  no  choice 
but  to  help  them  do  their  jobs  better. 

They  are  now  receiving  our  database,  which  lists  about  3,700 
dangerous  buyers  in  the  world  linked  to  proliferation  and  to  terror- 
ism. And  the  database  also  describes  the  sensitive  products  that 
are  controlled  for  export.  Our  hope  is  that  by  using  the  database, 
our  friends  around  the  world  will  have  a  better  chance  of  keeping 
dangerous  goods  out  of  the  wrong  hands.  In  the  years  to  come,  we 
hope  to  bring  our  database  to  even  more  countries. 

Thank  you  very  much,  Mr.  Chairman. 

[The  prepared  statement  of  Mr.  Milhollin  can  be  found  in  the  Ap- 
pendix on  page  69.] 

The  Chairman.  Mr.  Milhollin,  thank  you.  And  thanks  for  the 
years  that  you  have  devoted  to  this  real  critical  issue  and  you  have 
spent  working  with  us  in  tr3ring  to  put  together  some  safeguards, 
watching  the  controls  go  up  and  then  down. 


And  I  remember  very  well  when  you  brought  the  post  mortem 
after  Desert  Storm  I,  and  you  had  the  analysis,  I  think  the  only 
one  that  was  published  in  the  U.S.  that  showed  the  wherewithal 
or  showed  the  genesis  of  Saddam  Hussein's  weapon  systems  and 
how  most  of  it  came  from  the  West,  some  of  it  from  U.S.  compa- 
nies. 

You  have  been  a  great  voice.  Thanks  for  being  with  us  today.  We 
are  going  to  have  a  lot  of  questions  for  you. 

Dr.  Wortzel,  thank  you  for  being  with  us  today. 

STATEMENT  OF  LARRY  M.  WORTZEL,  PH.D.,  VICE  PRESIDENT 
AND  DIRECTOR,  THE  KATHRYN  AND  SHELBY  CULLOM  DAVIS 
INSTITUTE  FOR  INTERNATIONAL  STUDIES,  THE  HERITAGE 
FOUNDATION 

Dr.  Wortzel.  Thank  you,  Mr.  Chairman  and  distinguished  mem- 
bers of  the  committee. 

The  dangers  posed  to  the  American  people  and  our  allies  by 
weapons  of  mass  destruction  have  multiplied  significantly  in  the 
past  few  years.  Military  measures,  such  as  deterrence,  and  political 
means,  like  arms  control,  which  have  proved  effective  during  the 
Cold  War,  are  more  difficult  in  a  world  with  multiple  actors  that 
have  or  seek  such  weapons. 

The  existence  of  non-state  actors,  such  as  al  Qaeda,  that  may 
gain  access  to  weapons  of  mass  destruction  significantly  changes 
the  calculus  of  deterrence. 

For  the  terrorists,  neither  regime  survival  nor  the  survival  of  the 
state  is  involved  in  their  decisions.  Even  personal  survival  is  often 
not  a  consideration.  Diplomatic  measures  in  nonproliferation  re- 
gimes alone  will  never  be  sufficient  to  curb  these  dangers.  They 
lack  the  threat  of  force. 

The  approach  taken  by  President  Bush  in  the  Proliferation  Secu- 
rity Initiative  is  a  new  and  important  tool.  A  successful  policy  for 
combating  the  spread  of  weapons  of  mass  destruction,  however,  de- 
pends on  a  combination  of  deterrence,  defense,  offensive  operations 
and  arms  control,  including  export  controls. 

The  Proliferation  Security  Initiative  has  been  quite  successful  in 
encouraging  international  cooperation  on  interdicting  illicit  traffick- 
ing of  weapons.  It  is  a  creative  approach  that  develops  cooperation 
among  states  in  a  manner  that  allows  each  to  enforce  its  own  secu- 
rity programs  within  its  own  sovereign  territory. 

Moreover,  the  PSI  has  the  attraction  of  being  an  international  re- 
gime that  does  not  attempt  to  create  a  new  bureaucracy  that  limits 
national  sovereignty  or  subordinates  it  to  a  supra-national  organi- 
zation. 

Deterrence  has  been  the  principal  means  of  dissuading  an  adver- 
sary from  attacking.  The  strategy  of  mutually  assured  destruction 
was  an  effective  way  to  deter  the  Soviet  Union  during  the  Cold 
War,  and  nuclear  weapons  continue  to  be  a  necessary  tool  to  deter 
potential  adversaries.  China  understands  that  a  nuclear  strike 
against  U.S.  forces  in  East  Asia,  American  allies  or  the  United 
States  will  invite  swift  retaliation. 

But  that  deterrence  works  in  cases  where  leaders  value  the  sur- 
vival of  a  nation,  its  population  and  institutions,  if  not  their  own 
survival.  North  Korea  has  been  effectively  deterred  since  the  Ko- 
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rean  armistice  was  signed  in  1953,  which  is  why  President  Bush 
is  able  to  address  the  threat  from  Pyongyang  in  a  patient  manner 
with  the  cooperation  of  four  other  nations  with  an  interest  in  peace 
and  security  in  Northeast  Asia. 

It  is  imperative  that  the  United  states  develop  effective  ballistic 
missile  defenses  and  deploy  them  as  quickly  as  possible.  Defense 
minimizes  the  effects  of  the  use  of  weapons  of  mass  destruction  and 
makes  the  threat  of  their  delivery  by  enemies  with  minimal  means 
less  credible. 

The  other  measures  that  the  Department  of  Homeland  Security 
is  putting  in  place  are  equally  important  means  of  defense.  Border 
protection,  ensuring  that  we  know  what  foreign  persons  are  in  our 
country  and  why,  and  the  Container  Security  Initiative  are  all  de- 
fensive measures  that  make  America  safer. 

Consequence  management  is  also  an  important  defensive  meas- 
ure that  helps  minimize  the  effects  of  any  weapons  of  mass  de- 
struction. 

Preemption  has  always  been  an  option  for  addressing  a  cir- 
cumstance whether  a  certain  knowledge  that  a  weapon  of  mass  de- 
struction may  be  used  or  that  an  attack  is  imminent.  The  right  to 
do  so  is  not  a  new  principle  in  international  law.  It  has  been  an 
inherent  right  for  centuries  that  nations  need  not  suffer  an  attack 
before  they  can  lawfully  defend  themselves. 

I  think  making  this  explicit  policy  highlights  this  option  to  deter 
unique  threats  posed  by  rogue  states  or  terrorists.  Imagine,  if  you 
will,  December  6,  1941  and  the  United  States  Forces  observed  the 
assembled  Japanese  fleet  preparing  to  launch  armed  aircraft  off  of 
the  shores  of  Hawaii.  No  rational  person  would  argue  that  attack- 
ing those  Japanese  aircraft  and  ships  would  have  violated  inter- 
national law. 

A  policy  of  preemption,  though,  is  dependent  on  accurate  intel- 
ligence. Today,  the  international  community  will  question  the  legit- 
imacy of  any  future  preemptive  action  unless  we  have  a  credible  in- 
telligence community. 

But  I  think  the  explicit  statement  of  this  policy  serves  a  notice 
to  terrorists  and  rogue  states  that  they  cannot  prepare  an  attack 
against  America  with  impunity. 

Other  offensive  measures  include  the  development  of  new  war- 
heads that  will  penetrate  hardened  facilities  and  special  warheads 
that  may  be  effective  in  wiping  out  stocks  of  biological  agents.  It 
would  be  ideal  to  develop  such  new  weapons  without  testing,  but 
most  of  the  experts  don't  believe  it  is  possible  to  build  a  new  nu- 
clear weapon  otherwise. 

If  testing  is  required  at  some  future  time,  the  President  should 
not  hesitate  to  do  so. 

Arms  control  shrinks  the  universe  of  threats.  International  arms 
control  treaties  obtain  their  legitimacy  from  a  record  of  contribut- 
ing to  the  realization  of  nonproliferation  or  disarmament  goals. 

But  the  weakness  of  depending  too  heavily  on  arms  control  is 
that  an  unbalanced  policy  will  weaken  the  other  tools  for  combat- 
ing the  spread  of  weapons. 

Export  controls  for  technologies  with  application  for  WMD  are 
also  important  arms  control  measures,  and  the  United  States 
should  continue  to  pursue  such  controls  with  friends  and  allies. 
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Cooperative  Threat  Reduction  is  also  an  important  component  of 
arms  control.  The  Cooperative  Threat  Reduction  Program  is  a  rea- 
sonably successful  set  of  measures  that  are  effective  in  eliminating 
threats  in  the  former  Soviet  republics  at  a  reasonable  cost  to  the 
American  people. 

In  the  end,  arms  control  measures  must  be  verifiable,  and  they 
can't  be  part  of  a  guessing  game.  The  lesson  of  this  cooperation 
should  not  be  lost  on  North  Korea.  Pyongyang  faces  serious  choices. 
It  can  continue  to  be  a  failed  state  or  it  can  integrate  itself  into 
the  international  system. 

The  multilateral  approach  to  North  Korea  taken  by  President 
Bush  based  on  patient  diplomacy  and  the  withholding  of  fuel  and 
financial  aid  until  North  Korea  agrees  to  a  complete,  verifiable  and 
irreversible  dismantlement  of  its  nuclear  programs  is  a  correct  ap- 
proach. 

The  United  States  seeks  to  promote  democracy,  economic  free- 
dom and  human  rights  around  the  world.  Seeking  regime  change 
and  dictatorships  or  state  sponsors  of  terrorism  is  a  positive  thing, 
and  that  regime  change  can  come  in  a  variety  of  ways:  Popular  ac- 
tion by  citizens,  sanctions,  covert  actions,  public  diplomacy  and 
moral  suasion. 

It  does  not  mean  that  a  regime  change  must  be  immediate,  nor 
does  it  have  to  be  a  policy  dependent  on  military  means.  But  the 
mere  threat  of  regime  change  may  lead  to  positive  outcomes  in  the 
nonproliferation  area. 

Mr.  Chairman,  thank  you  for  holding  this  hearing.  The  threat  of 
WMD  cannot  be  addressed  with  one  simple  approach.  The  United 
States  has  a  number  of  tools  available  in  the  form  of  verifiable  Co- 
operative Threat  Reduction,  export  controls,  arms  control  regimes, 
deterrence,  active  and  passive  defenses,  offensive  action  when  an 
attack  is  imminent,  working  to  change  hostile  regimes  and  ballistic 
missile  defense.  Your  attention  to  the  subject,  your  support  for 
such  a  process  and  your  active  oversight  of  these  matters  makes 
America  a  safer  place. 

[The  prepared  statement  of  Dr.  Wortzel  can  be  found  in  the  Ap- 
pendix on  page  75. J 

The  Chairman.  Thank  you,  Dr.  Wortzel. 

Dr.  Carter,  thank  you  for  being  with  us  today. 

STATEMENT  OF  ASHTON  B.  CARTER,  CO-DIRECTOR,  PREVEN- 
TIVE DEFENSE  PROJECT,  JOHN  F.  KENNEDY  SCHOOL  OF 
GOVERNMENT,  HARVARD  UNIVERSITY 

Dr.  Carter.  Thank  you,  Mr.  Chairman  and  members,  for  having 
me  here  today  and  being  here  yourselves. 

I  am  going  to  step  back  in  this  statement,  as  I  did  last  week  be- 
fore the  Senate,  from  the  hot  spots  of  weapons  of  mass  destruction 
today,  the  North  Koreas,  the  Irans,  the  A.Q.  Khan  network,  the  so- 
called  missing  WMD  in  Iraq  to  the  underljdng  programs  and  poli- 
cies of  the  United  states  for  countering  proliferation,  including 
some  that  are  the  special  province  of  this  committee. 

I  was,  as  you  may  know,  very  involved  in  launching  the 
Counterproliferation  Initiative  in  the  Department  of  Defense  (DOD) 
about  ten  years  ago  when  there  were  few  hawks  on  this  subject. 
You  have  framed  this  hearing,  I  think,  very  constructively  to  be 


broad  and  not  just  to  focus  on  the  rogues,  but  the  underlying  pro- 
grams. 

DeaHng  with  the  rogues  is  vitally  important,  but  it  is  not  the  to- 
tality of  the  kind  of  counterproliferation  policy  that  we  need.  And 
a  clear  indication  that  that  is  the  case,  that  is  that  our  approach 
to  counterproliferation  can't  begin  and  end  with  the  rogues,  I  al- 
ways remind  people  is  the  following:  Of  the  almost  200  nations  on 
earth,  almost  all  of  them  have  not,  in  fact,  resorted  to  weapons  of 
mass  destruction.  Now,  there  is  Arthur  Conan  Doyle's  novel  in 
which  Sherlock  Holmes  finds  a  vital  clue  to  a  murder  in  the  fact 
that  the  dog  at  the  scene  of  the  crime  didn't  bark  and  in  a  similar 
way — and  I  will  start  on  this  note — I  think  we  should  see  a  clue 
to  one  aspect  of  a  successful  counterproliferation  policy  in  the  fact 
that  countries  such  as  Germany,  Japan,  Turkey,  South  Korea  and 
Taiwan  have  not  resorted  to  weapons  of  mass  destruction,  and  they 
have  not  done  so  because  they  were  dissuaded  from  doing  so  by  a 
stable  alliance  relationship  with  the  United  states  that  offered 
them  greater  security  than  did  weapons  of  mass  destruction. 

This  is  something  the  United  states  has  been  doing  right,  and  we 
need  to  keep  doing  right.  And  I  mention  that  because,  as  I  will  say 
little  bit  later,  I  have  some  concerns  today  about  the  health  of  our 
alliances  and  security  partnerships. 

Now,  other  nations  have  foregone  weapons  of  mass  destruction  as 
part  of  a  disarmament  agreement,  like  the  Nuclear  Nonprolifera- 
tion  Treaty,  which  ensures  them  if  they  forego  weapons  of  mass  de- 
struction, their  neighbors  will  also.  Disarmament  regimes  need  to 
be  updated  and  strengthened — I  will  say  a  little  bit  more  about 
that  later — so  that  they  offer  credible  protection. 

But  if  they  can  be  updated  in  that  way,  they  are  also  part  of  the 
counterproliferation  strategy.  And  when  dissuasion  and  disar- 
mament fail  and  a  nation  heads  down  the  road  to  weapons  of  mass 
destruction  acquisition,  focused  diplomacy  by  the  United  States  can 
sometimes  reverse  its  course. 

Recent  decades  give  lots  of  examples  of  this:  Ukraine, 
Kazakhstan,  Belarus  after  the  collapse  of  the  Soviet  Union;  South 
Korea  and  Taiwan  in  the  1980's;  Argentina  and  Brazil  in  the 
1990's;  and  we  believe  Libya  today. 

But  some  proliferators  can't  be  turned  back,  and  at  that  point, 
our  approach  must  be  to  deny  them  the  means  to  get  weapons  of 
mass  destruction,  that  is,  keeping  the  worst  weapons  out  of  the 
hands  of  the  worst  people,  to  paraphrase  President  Bush.  That  is 
where  export  controls,  covert  action,  the  new  Proliferation  Security 
Initiative  and  the  highly  successful  Nunn-Lugar  program  all  con- 
tribute to  a  strategy  of  denial. 

Sometimes  dissuasion,  disarmament,  diplomacy  and  denial  don't 
work,  and  despite  our  best  efforts,  proliferation  occurs.  It  was  im- 
portant to  me  when  I  was  in  the  Department  of  Defense  that  U.S. 
efforts  to  counter  weapons  of  mass  destruction  not  end  when  non- 
proliferation  had  failed.  And  that  is  why  we  coined  the  word 
counterproliferation. 

At  that  point  when  nonproliferation  has  failed,  we  need  to  offer 
protection  to  our  forces,  people  and  allies  against  weapons  of  mass 
destruction.  Accidental  and  unauthorized  use  can  be  prevented 
through  so-called  diffusing  measures,  elimination  of  hair-trigger 
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alert  postures  and  improved  permissive  action  link  technology  and 
so  forth  if  you  are  worried  about  unauthorized  use  in  Russia,  for 
example,  or  between  India  and  Pakistan. 

And  with  respect  to  deliberate  use,  the  United  States  should,  in 
my  judgment,  continue  its  current  policy  of  threatening  overwhelm- 
ing and  devastating  retaliation  against  anyone  who  uses  nuclear, 
chemical  or  biological  weapons  against  us,  since,  at  least  in  some 
cases,  deterrence  of  this  kind  might  be  effective. 

Where  deterrence  fails,  defenses  ranging  from  chemical  suits,  in- 
halation masks  and  vaccines  to  ballistic  missile  defenses  are  need- 
ed. 

And  finally,  where  the  risk  of  use  of  weapons  of  mass  destruction 
is  imminent,  preemptive  destruction  of  hostile  weapons  of  mass  de- 
struction might  be  a  necessary  last  resort. 

So,  Mr.  Chairman  and  members  of  the  committee,  dissuasion, 
disarmament,  diplomacy,  denial,  diffusing,  deterrence,  defenses,  de- 
struction— what  the  Department  of  Defense  calls  the  eight  Ds — are 
the  tools  of  the  comprehensive  counterproliferation  policy. 

And  besides  being  an  easy  jog  to  the  memory,  the  eight  Ds  are 
a  reminder  that  there  is  no  silver  bullet  in  this  game;  not  preemp- 
tion, not  arms  control,  not  any  other  single  tool.  From  listening  to 
the  public  debate,  one  might  come  to  believe  that  one  of  these  tools 
holds  the  key  to  protection  against  proliferation.  But  the  dynamics 
driving  proliferation  in  different  countries  are  different  enough  that 
no  single  label,  no  single  doctrine  can  cover  them  all. 

One  might  also  infer  from  the  public  debate  that  the  eight  Ds  are 
competing  alternative  doctrines  when,  in  fact,  we  need  them  all.  So 
what  would  today's  counterproliferation  hawk  be  trying  to  do?  Not 
choose  among  the  Ds,  but  strengthen  all  of  the  Ds,  all  of  the  tools 
in  our  tool  box,  and  many  of  them  are  in  need  of  fundamental  over- 
haul, not  in  good  shape. 

One  reason  for  that  is  that  we  have  not,  I  don't  believe,  fully 
heeded  one  of  the  lessons  of  9/11,  which  is  that  counterproliferation 
and  counterterrorism  are  deeply  linked  in  the  21st  century.  Those 
of  us  who  have  had  the  experience  in  travelling  to  North  Korea — 
and  I  know  that  includes  a  number  of  members  here  in  addition 
to  myself — have  to  be  concerned  not  only  about  what  Kim  Jong  II 
might  do  with  nuclear  weapons  he  obtains  from  the  plutonium  he 
is  processing,  but  also  about  the  other  hands  into  which  North  Ko- 
rea's nukes  might  someday  fall,  either  through  sale  or  in  the  chaos 
of  collapse  of  the  North  Korean  regime. 

The  half-life  of  plutonium  239  is  24,400  years.  Now,  I  don't  know 
how  long  the  North  Korean  regime  is  going  to  last,  but  I  seriously 
doubt  it  is  that  long.  And  therefore,  you  have  to  ask,  what  after 
Kim  Jong  II,  because  the  material  will  still  be  there. 

Today's  proliferation  threat  is  tomorrow's  catastrophic  terrorism 
threat.  Who  among  us  would  not  now  give  a  great  deal  to  turn  back 
the  clock  to  the  1980's  and  stop  the  Pakistani  nuclear  program, 
which  poses  us  everyday  with  the  danger  of  Talibanization,  which 
would  be  a  nightmare  scenario?  Who  would  not  turn  back  the  clock 
to  do  that  if  we  could? 

9/11  should  have  caused  us  to  overhaul  our  approach  to 
counterproliferation  as  fundamentally  we  have  overhauled  our  ap- 
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proach  to  counterterrorism.  But  so  far,  the  worst  people  have  got- 
ten all  of  the  attention,  and  the  worst  weapons  have  not. 

I  would  like  to  close,  Mr.  Chairman,  by  recommending  to  you,  as 
my  statement  does,  seven  areas  of  overhaul  of  the 
counterproliferation  tool  box,  seven  things  we  should  be  doing  to 
fight  the  war  against  proliferation  as  vigorously  as  we  are  fighting 
the  war  against  terrorism.  The  statement  elaborates  on  each.  I  will 
simply  enumerate  them  in  the  interest  of  time. 

The  first  is  to  shore  up  our  alliances,  particularly  our  military  al- 
liances and  our  partnerships.  I  mentioned  that  before  in  connection 
with  dissuasion. 

The  second  is  to  expand  the  scale  and  scope  of  Nunn-Lugar, 
which  is  now  recognized  to  be  not  just  the  DOD  program  as  it 
began — and  I  was  involved  in  that  program  for  dealing  with  the 
former  Soviet  Union — but  an  entire  methodology  for  approaching 
weapons  of  mass  destruction,  powerful  tool. 

I  believe  at  the  time  that  the  United  States  formed  a  coalition 
against  al  Qaeda  after  9/11,  we  should  have  formed  a  global  coali- 
tion against  weapons  of  mass  destruction  via  an  expansion  of  the 
Nunn-Lugar  program.  Nunn-Lugar  is  much  praised  but  little  sup- 
ported in  Washington  and  other  capitals,  for  that  matter.  Here, 
there  are  tenacious  opponents  in  the  Congi'ess  and  even  in  the  Ad- 
ministration, 2.5  years  after  9/1 1's  unmistakable  wake-up  call  and 
despite  the  fact  that  President  Bush  has  repeatedly  voiced  his  own 
support  for  the  program. 

Third,  update  and  upgrade  the  Nuclear  Nonproliferation  Treaty. 
Recently,  Brent  Scowcroft,  former  Secretary  of  Defense  Bill  Perry, 
Arnold  Kantor  and  I  published  an  op-ed  in  the  New  York  Times, 
which  I  have  appended  to  my  statement,  which  made  a  proposal 
for  the  fundamental  updating  of  the  Nuclear  Nonproliferation  Trea- 
ty- 

Dr.  Carter.  And  I  am  pleased  to  say,  in  President  Bush's  Na- 
tional Defense  University  speech,  he  paralleled  the  ideas  in  that 
op-ed.  I  commend  them  to  your  attention,  and  I  hope  they  are  im- 
plemented vigorously. 

Fourth,  and  something  of  particular  interest  to  this  committee, 
I  think,  make  counterproliferation  an  integral  part  of  Pentagon 
transformation.  We  talk  about  transformation,  and  transformation 
is  terribly  important,  but  if  you  look  at  what  we  do,  it  is  mostly 
conventional  warfare.  It  is  perfecting  joint  operations — excellent 
thing  to  do — precisions  strike,  application  of  command,  control, 
communications,  computers,  intelligence,  surveillance  and  recon- 
naissance (C4ISR)  to  warfare — all  excellent  stuff 

My  own  belief  is  that  we  should  also  be  as  vigorously  trying  to 
transform  our  capacities  for  dealing  with  weapons  of  mass  destruc- 
tion in  the  battlefield  and  in  other  areas.  I  was  involved  in  the  es- 
tablishment of  several  programs  in  that  connection,  and  I  look  at 
them  today,  and  they  are  as  fragmented,  poorly  supported  and 
managed  now  as  they  were  then.  And  so  if  we  talk  about  trans- 
forming the  Pentagon  and  weapons  of  mass  destruction  are  our 
principal  threat,  where  is  the  part  of  transformation  that  deals 
with  weapons  of  mass  destruction? 

Fifth  and  next,  same  statement  applied  to  homeland  security. 
Big  homeland  security  program.  If  weapons  of  mass  destruction 
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terrorism  is  as  it  is,  the  worst  kind  of  terrorism,  where  in  our 
homeland  security  system  is  a  new,  broad  and  vigorous  effort  spe- 
cifically targeted  at  weapons  of  mass  destruction?  You  can  find  it, 
but  you  have  to  dig,  and  it  is  not  broad  and  vigorous. 

Sixth,  weigh  carefully  the  pros  and  cons  of  further  innovations 
in  the  U.S.  nuclear  arsenal.  I  can  say  more  about  that  in  discus- 
sion. But  that  is  a  matter  of  a  balancing  act  that  I  am  not  sure 
we  have  done  well  recently. 

Seventh  and  finally,  on  this  note,  I  will  close,  overhaul  weapons 
of  mass  destruction  intelligence.  I  was  one  of  the  people  who  be- 
lieved— and  I  don't  think  I  had  any  alternative  to  believe — last 
year  that  the  war  in  Iraq  was  necessary  because  of  the  weapons 
of  mass  destruction  issue.  And  I  told  my  wife — I  was  telling  one  of 
my  co-witnesses  earlier  today,  that  we  would  find  the  goods  in  the 
aftermath  of  the  war  that  would  vindicate  my  support.  And  she  is 
still  after  me,  and  I  don't  want  to  revisit  that  issue  here. 

There  are  a  number  of  responsible  people  looking  into  that.  And 
I  am  making  a  larger  point,  weapons  of  mass  destruction  are  dif- 
ficult to  find.  They  are  a  difficult  intelligence  target,  and  it  is  cru- 
cial we  not  live  in  a  missile  gap  in  the  future  where  our  unknowns 
outweigh  our  knowns  in  the  subject  matter  of  our  security  that  is 
of  the  most  fundamental  importance  to  us. 

And  again,  I  have  some  recommendations  in  here  about  how  to 
approach  that  general  problem.  Just  get  beyond  Iraq,  pick  our- 
selves up,  move  on  and  try  to  be  constructive  about  that  issue. 

Mr.  Chairman,  members  of  the  committee,  the  war  on  terrorism 
and  the  war  on  proliferation  are  linked,  but  they  are  not  the  same 
thing.  They  are  not  identical.  So  far,  we  are  waging  a  war  on  ter- 
rorism; we  are  not  waging,  yet,  a  war  on  weapons  of  mass  destruc- 
tion. We  are  attacking  the  worst  people  much  more  than  we  are  at- 
tacking the  worst  weapons.  And  I  hope  this  hearing  contributes  to 
a  launch  of  a  war  on  weapons  of  mass  destruction  and  an  overhaul 
of  our  counterproliferation  policies  that  is  as  far  reaching  as  the 
one  we  have  undertaken  of  our  counterterrorism  policies  and  that 
the  seven  measures  that  I  have  listed  and  elaborated  on  in  my 
statement  provide  an  agenda  of  action.  Thank  you. 

[The  prepared  statement  of  Dr.  Carter  can  be  found  in  the  Ap- 
pendix on  page  50.] 

The  Chairman.  Thank  you.  Dr.  Carter. 

And  I  am  informed  that  Mrs.  Milhollin  and  Gary's  wife  and 
daughter  are  here  in  the  front  row. 

Ladies,  thank  you  for  being  with  us,  sitting  next  to  my  cousin 
here,  Morgan.  Thanks  for  being  here,  and  you  have  to  know  that 
Gary  Milhollin  does  some  of  the  most  important  work  that  anyone 
does  in  this  country  and  has  done  it  for  years,  and  you  have  to  be 
very  proud  of  him. 

Gary,  nice  of  you  to  bring  the  family  in,  and  I  am  sure  that  you 
are  going  to  spring  for  a  big  steak  for  your  wife  and  daughter  here 
as  soon  as  this  is  over. 

Mr.  Milhollin.  I  would  like  for  it  to  be  known  that  I  just  discov- 
ered that  they  planned  to  come.  So  you  were  better  informed  than 
I  was. 

The  Chairman.  Dr.  Carter,  you  mentioned — you  said  that  one 
form  of  counterproliferation  is  the  D  of  dissuading  a  nation  from 
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pursuing  those  programs  partly  in  contemplation  of  the  prospect  of 
a  better  relationship  in  the  community  of  nations  and  with  the 
United  States,  that  that  is  something  that  we  should  be  able  to  do 
well.  Isn't  that  what  we  just  did  with  Libya? 

Dr.  Carter.  I  hope  that,  in  part,  the  thinking  of  Colonel  Khadafi 
was  influenced  by  what  we  did  in  Iraq  and  by  our  clear  determina- 
tion to  be  strong  on  weapons  of  mass  destruction. 

However,  Mr.  Chairman,  I  don't  think  we  yet  know  everything 
that  went  into  Colonel  Khadafi's  thinking.  I  am  loath  to  speculate 
on  all  the  ingredients  of  his  thinking. 

The  Chairman.  That  is  a  pattern  of  the  model  that  we  followed. 
There  were  some  carrots  in  there  as  well  as  the  prospect  of  climb- 
ing out  of  a  spider  hole  at  some  point  that  he  probably  thought 
about  when  he  was  mowing  the  grass  on  the  back  40. 

Dr.  Carter.  I  hope  it  is  a  triumph,  and  I  actually  believe  it  is 
a  triumph  of  our  diplomacy,  but  time  will  tell  whether  he  fully  im- 
plements his  promises. 

The  Chairman.  Another  question  and  then  I  wanted  to  get  to  Mr. 
Milhollin,  but  Nunn-Lugar  is  in  the  big  sense  a  wonderful  thing, 
the  idea  of  us  paying  to  take  the  bullets  out  of  a  gun  of  a  potential 
adversary. 

In  practice,  there  are  always  problems,  as  you  know,  when  some- 
body else  pays  the  bill.  We  receive — many  times  get  the  budget 
from  the  Services,  and  they  will  not  have  funded  something  be- 
cause they  knew  that  Congress  was  going  to  fund  it  and  would  be 
inclined  to  fund  it  if  they  didn't,  so  they  use  their  funds  for  some- 
thing else.  It  is  a  stroke  of  genius  if  you  pay  the  last  dollar  that 
takes  that  44-Magnum  bullet  out  of  your  adversary's  gun.  It  is 
probably  not  being  very  smart  if  you  pay  him  for  the  bullet,  and 
he  goes  down  to  the  hardware  store  and  buys  another  box  of  bul- 
lets. 

And  so  as  I  watch  the  funding  that  is  appropriated  by  the  Rus- 
sians for  weapons  disposal,  you  can  see,  to  some  degree,  the  fact 
that  we  are  paying  for  these  programs  and  are  inclined  to  pay  for 
them  and  worried  about  them — and  not  lost  on  folks  on  whether 
they  have  roads  to  build  and  they  have  public  works  projects  to  do. 

I  am  reminded  of  the  two  projects  at  Votkinsk  and  Krasnoyarsk 
where  we  built,  literally  built  a  heptyl  neutralization  plant  for  $100 
million.  And  at  the  ribbon-cutting,  the  Russians  saddled  up  to  us 
and  said,  "We  forgot  to  tell  you  something.  There  isn't  any  heptyl, 
and  there  hadn't  been  for  a  long  time.  We  spent  it  on  the  space  pro- 
gram, but  thanks  for  the  $100  million  project." 

And  a  short  distance  away  at  Votkinsk,  we  spent  another  $100 
million  for  all  of  the  site  work  to  be  done  at  another  neutralization 
facility,  and  the  Russians  had  saddled  up  to  us  after  the  $100  mil- 
lion had  been  spent  and  said,  "We  forgot  to  tell  you  something,  that 
the  City  of  Votkinsk  decided  they  didn't  want  to  issue  the  nec- 
essary permits  to  build  this  plant."  So  I  think  that  scrutiny  is 
something  that  is  vitally  needed  here. 

One  thing  we  have  injected  into  the  language  last  year  that  just 
drew  all  kinds  of  howls  from  the  proliferation  advocates  was  that 
I  put  in  language  that  says  you  have  to  have  a  site  manager.  When 
you  have  this  massive  construction  project,  the  idea  that  you  don't 
have  any  site  manager  who  knows  how  much  has  been  spent  or  is 
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being  spent  or  whether  you  got  the  permits  in  hand  before  you 
break  ground  is  a  senseless  thing.  If  you  did  that  on  a  project  in 
the  United  States,  we  would  have  them  up  before  every  committee 
in  Congress  asking  what  happened  to  the  taxpayers'  dollars.  Over- 
sight, I  think  is  important. 

And  the  other  troubling  aspect  of  this  that  I  think  needs  scrutiny 
and  needs  Russian  accountability  is  the  fact  that  we  still  have 
places  where  the  father  of  Nunn-Lugar,  Senator  Lugar,  cannot  go, 
which  is  the  new  weapons  facilities  which  may  be  making  biological 
agents. 

So  if  we  look  back  on  this  from  the  perspective  of  history  and  see 
that,  instead  of  taking  that  .357-Magnum  shell  out  of  the  chamber, 
we  ended  up  simply  sending  money,  and  that  money,  in  fact,  was 
used  to  build  more  systems  to  get  rid  of  some  stuff  symbolically  but 
basically  to  make  the  weapons  of  mass  destruction  program,  the 
strategic  progi'ams,  more  vital  and  more  capable,  then  we  will  have 
failed. 

And  I  think  that  is  a  balancing  act  that  doesn't  fit  on  bumper 
strips  and  doesn't  even  fit  in  a  lot  of  the  editorials  that  come  out 
against  anybody  who  doesn't  just  push  money  into  the  Soviet 
Union.  The  $200  million  white  elephants  have  certainly  raised  the 
requirement  that  with  those  kinds  of  dollars  being  absolutely  wast- 
ed that  could  have  been  used  for  good  stuff,  we  have  to  have  more 
scrutiny  in  this  program.  What  do  you  think? 

Dr.  Carter.  I  would  like  to  respond  to  that  with  two  points,  Mr. 
Chairman.  The  first  is  that  the  part  of  the  expansion  of  the  scale 
and  scope  of  the  Nunn-Lugar  program  to  which  I  was  referring  was 
outside  of  Russia.  I  think  this  is  a  technique  that  in  Libya,  in  Iraq 
and,  when  the  time  comes.  North  Korea,  Iran,  Pakistan,  I  hope,  the 
many  countries  where  there  are  supplies  of  highly  enriched  ura- 
nium of  weapons  quality  around  the  world,  this  is  an  approach  that 
can  be  used  very  broadly. 

And  in  the  case  of  nuclear  materials,  that  is  a  finite  problem.  We 
know  that  every  gram  of  plutonium  239  and  highly  enriched  ura- 
nium has  been  made  by  governments  and,  in  principle,  can  be  ac- 
counted by  them.  Even  though  nuclear  terrorism  is  our  most  fear- 
some danger,  it  is  a  bounded  one,  and  the  Nunn-Lugar  approach 
gives  us  the  possibility  of  eliminating  that,  and  it  is  very  powerful. 

Let  me  respond  to  your  points  about  Russia.  Yes,  there  have 
been  problems.  There  always  will  be  in  something  of  that  scale.  I 
believe  that  the  balance  that  you  were  referring  to  is  terribly  im- 
portant. I  don't  think  we  are  striking  that  balance  today.  I  think 
that  the  program  is  laboring  under  too  many  restrictions.  And  the 
analogy  that  I  would  make  is  to  Mr.  Bremer,  excellent  fellow  and 
friend  of  mine  over  in  Iraq.  I  dare  say,  out  of  the  money  he  is 
spending  in  Iraq,  there  will  be  $100  million  here  and  $100  million 
there  that  becomes  a  cropper  also.  And  I  think  that  he  could  come 
back  and  say  to  us 

The  Chairman.  But  he  is  going  to  have  a  site  manager  at  every 
project. 

Dr.  Carter.  He  could  come  back  and  say  to  us,  "Well,  the  Shiites 
are  a  problem  and  the  Sunnis  are  a  problem,"  and  they  say  this 
and  they  say  that,  and  our  answer  to  him,  I  think  rightly,  should 
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be,  we  are  looking  for  a  program  that  is  success-oriented  and  keeps 
moving  forward. 

So  I  would  like  to  see  us  undertake  the  Nunn-Lugar  program  in 
Russia  in  the  same  spirit,  which  is  not  allowing  the  Russians  to 
present  obstacles  we  can't  get  over  and  not  in  constantly  encumber- 
ing our  program  managers.  And  I  think  if  we  did  that,  we  would 
have  a  program  that  was  moving  forward  more  briskly  in  Russia 
and  that  we  would  have  more  confidence  to  expand  outside  of  Rus- 
sia. 

The  Chairman.  Thank  you. 

And  Mr.  Milhollin,  just  briefly,  your  statement  that  we  have 
some  major  inadequacies — I  listened  to  Dr.  Wortzel,  who  felt  there 
are  a  number  of  things  that  we  do  right.  But  clearly,  you  feel  that 
the  uranium  section  in  the  Administration's  proposal  is  inadequate. 
Could  you  simply  explain  that  again  to  us? 

Mr.  Milhollin.  Yes.  The  President's  proposal  is  really  aimed  at 
the  law-abiding  countries  of  the  world.  It  is  aimed  at  the  Nuclear 
Suppliers  Group  and  would  limit  what  they  could  sell  to  countries 
like  Malaysia,  for  example. 

But  the  problem  we  have  seen  with  Malaysia  is  what  Malaysia 
is  selling  to  Libya,  that  is  the  problem;  that  is,  if  we  restrict  what 
the  United  States,  France,  Japan  and  so  forth  sell  to  people,  that 
is,  we  restrict  the  kind  of  nuclear  usable  equipment  or  materials 
that  can  be  sold,  it  doesn't  get  at  this  problem  of  setting  up  a  net- 
work around  the  world. 

The  Chairman.  You  are  sa3dng  we  are  totally  missing  the  pass- 
through? 

Mr.  Milhollin.  We  are  not  aiming  at  the  black  market  target. 
And  that  is  our  problem,  and  we  are  not  going  to  stop  that  until 
we  lean  on  places  like  Dubai  to  stop  being  transfer  points  and  to 
get  rules  in  place  in  the  world,  so  if  you  set  up  a  factory  in  country 
X  that  is  exporting  centrifuge  parts  somewhere,  that  country  x  has 
to  reveal  that  that  is  happening  at  least. 

The  Chairman.  You  think  we  have  to  have  a  new  structure  that 
is  utilized  for  this  new  era  of  terrorists  with  high  technology. 

Mr.  Milhollin.  Yes.  I  think  our  export  control  systems  in  the 
world  are  still  behind.  They  are  Cold  War  products,  and  they  are 
not  designed  to  take  on  the  kind  of  terrorist  networks  that  we  are 
seeing — I  won't  say  terrorists,  but  nuclear  black  market  networks — 
we  are  seeing  crop  up,  and  we  have  to  work  on  that. 

The  Chairman.  Thank  you. 

Dr.  Snyder. 

Dr.  Snyder.  There  were  people  here  before  I  was  here.  Am  I  mis- 
taken? 

The  Chairman.  Mr.  Ortiz,  the  gentleman  from  Texas. 

Mr.  Ortiz.  I  came  in  late,  and  I  agree  my  good  friend  was  here 
before  I  came  in. 

The  Chairman.  Mr.  Taylor,  you  have  inspired  a  lot  of  enthu- 
siasm here. 

Mr.  Taylor.  I  want  to  thank  you,  gentlemen,  for  being  here  and 
sharing  your  valuable  time  with  us.  I  will  pose  two  questions  to 
you  that  on  the  surface  are  almost  totally  opposite,  and  I  want  to 
hear  your  thoughts  on  both  of  them. 
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Number  one,  I  have  listened  to  your  testimony.  I  have  tried  to 
read  each  of  your  statements.  I  don't  see  an3d:hing  in  any  of  them 
that  gives  me  a  high  degree  of  confidence  that  it  does  anything  to 
stop  the  prohferation  of  weapons  of  mass  destruction.  So  I  want  to 
hear  your  thoughts  on  that  even  though  I  am  halfway  through  the 
New  York  Times  editorial. 

Second  thing  is,  we,  our  Nation,  the  majority  of  people  in  this 
Congress  obviously  all  overestimated  the  Iraqi  stockpiles  of  weap- 
ons of  mass  destruction.  Two  or  three  years  ago,  we  were  given 
numbers  of  nations  that  we  thought  had  one  of  the  three  or  pos- 
sibly all  three  of  the  three,  and  it  was  classified  only  to — a  couple 
of  weeks  later — have  it  in  Time  Magazine.  Pretty  open  society  we 
have. 

What  are  the  chances  that  we  are  also  overestimating  the  num- 
ber of  nations  that  might  have  them?  I  realize  there  are  two  very 
different  schools  of  thought.  One  says,  you  can't  stop  and  everybody 
is  going  to  get  it.  And  the  second  one  is,  maybe  we  have  overesti- 
mated how  many  nations  really  have  weapons  of  mass  destruction. 

And  third,  to  that  point,  since  the  Iraqis  have  now  caused  close 
to  600  American  casualties,  most  of  them  with  fairly  nonsophisti- 
cated  weapons,  155  shell  hooked  to  a  blasting  cap,  hooked  to  a  re- 
mote-controlled doorbell,  what  are  the  chances  that  folks  will  look 
back  at  that  and  say,  why  do  we  need  to  spend  all  that  money  if 
they  can  kill  Americans  on  the  cheap? 

Mr.  MiLHOLLlN.  Would  you  like  me  to  go  first,  sir? 

Mr.  Taylor.  Whoever. 

Mr.  MiLHOLLlN.  I  think  maybe  the  first  two  questions  I  can  ad- 
dress at  the  same  time.  Your  question  is,  you  look  at  our  testimony 
and  you  don't  see  anything  in  it  that  really  promises  to  stop  pro- 
liferation. 

Mr.  Taylor.  Gives  me  a  strong  degree  of  confidence. 

Mr.  MiLHOLLlN.  And  on  the  other  hand,  maybe  we  are  over- 
estimating the  problem,  that  is  your  second  question.  I  think  if  you 
look  at  where  we  are  today,  you  can  see  some  reasons  for  being  op- 
timistic, and  you  can  see  some  reasons  for  being  pessimistic. 

First  let  me  give  you  the  reasons  for  being  optimistic.  We  have, 
in  Libya,  a  terrific,  positive  example  of  what  you  can  do  if  the 
world  gets  together  and  decides  to  isolate  a  country  and  raise  the 
cost  of  proliferation  and  also  raise  the  cost  of  supporting  terrorism. 
I  mean,  Libya  was  looking  at  a  bleak  future.  As  the  Chairman  said, 
it  is  always  risky  to  speculate  on  what  people  like  Kliadafi  or  Sad- 
dam Hussein  might  be  thinking,  but  still  it  seems  from  what  we 
know,  he  decided  if  his  country  was  going  to  have  a  future,  it 
couldn't  be  as  an  isolated  country  with  the  whole  world  lined  up 
against  it  economically,  politically  and  diplomatically.  So  he  caved. 
He  decided,  "Okay,  I  can't  fight  the  Americans  and  their  allies,  so 
I  am  going  to  join  up  with  the  West." 

If  we  did  that  in  the  case  of  Iran;  that  is,  if  the  world  could  come 
together  and  force  Iran  to  take  that  same  step,  then  we  would  have 
turned  back  two  serious  proliferators  and  we  would  be  left  only 
with  North  Korea.  Then  I  think  if  that  happened,  we  could  become 
fairly  optimistic. 

If  we  lose  Iran;  that  is,  if  we  lose  Iran  because  we  can't  put  that 
kind  of  a  coalition  and  a  force  together,  then  I  think  it  is  time  for 
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the  pessimistic  assumption,  because  the  Iranians  with  the  bomb 
are  going  to  make  anything  in  the  Middle  East  much  more  difficult, 
and  it  is  going  to  give  countries  in  the  Middle  East  a  reason  to 
think  they  might  go  in  the  same  direction.  So  I  see  us  really  at  a 
crossroads.  If  we  manage  through  successful  diplomacy  and  resolve 
to  turn  around  Iran,  then  I  think  the  road  is  looking  pretty  good. 
If  we  lose  Iran,  then  I  think  the  road  is  looking  pretty  bad. 

Dr.  WORTZEL.  I  think  you  asked  critical  questions.  I  want  to  go 
back  in  time  and  use  China  as  kind  of  a  nexus.  Now,  we  knew  and 
we  watched,  from  the  mid-1980's  forward,  pretty  much  what  was 
going  on  with  Pakistan  and  China,  and  we  had  a  pretty  good  idea 
of  what  was  going  on  with  China,  Iran,  Libya  and  North  Korea  and 
Pakistan  and  North  Korea.  I  don't  think  we  are  overestimating  the 
problem. 

Now,  the  question  is,  why  did  we  ignore  it?  Why,  for  various  po- 
litical reasons,  for  various  other  reasons  of  international  policy,  did 
we  not  take  more  forceful  action  whether  diplomatically  or  covertly 
then?  So  I  don't  think  that  it  is  an  overestimation,  but  I  am  not 
sure  that  that  matters,  because  the  use  of  those  weapons  would  be 
devastating. 

So  I  would,  in  this  case,  rather  overestimate  and  have  all  of  the 
other  defensive  measures  and  consequence  mitigation  procedures 
that  Dr.  Carter  talked  about  in  place  here  in  case  that  happens 
and  have  our  troops  trained  to  respond. 

Dr.  WORTZEL.  With  respect  to  stopping  it,  we  will  never  do  that 
by  ourselves.  As  long  as  other  nations  do  not  feel  threatened  by 
this  proliferation,  whether  it  is  Europe  that  says,  "Well,  we  are  not 
worrying,  the  Germans  aren't  worrying,  because  America  is  the  tar- 
get," or  the  French  may  not  worry  or  the  Japanese  or  the  Chinese 
may  not  worry,  because  they  are  pretty  convinced  that  they  would 
never  be  the  target  of  those  weapons,  you  are  not  going  to  have  as 
much  success  and  progress  as  you  could  have  in  stopping  prolifera- 
tion. 

Finally,  on  doing  it  on  the  cheap,  there  are  a  lot  of  ways  to  kill 
people,  some  more  effective  than  others.  But,  I  think  that,  particu- 
larly with  respect  to  nuclear  weapons,  a  lot  of  these  countries  sim- 
ply believe  that  it  is  such  an  important  political  tool,  political  objec- 
tive and  political  attainment  as  a  means  of  deterrence  that  they 
are  going  to  go  for  it  anyway  unless  they  can  be  dissuaded. 

Dr.  Carter.  I  will  be  very  brief.  The  questions  are  profound.  And 
as  to  the  first  one,  you  said  there  was  nothing — no  thing  in  here 
that  gives  you  confidence.  There  is  no  one  thing  that  ought  to  give 
you  confidence.  This  is  a  multifaceted  problem.  And  it  is  a 
multipronged  strategy,  and  that  is  the  best  that  you  can  do.  You 
try  to  match  each  of  those  eight  Ds  to  the  situation  you  face. 

There  is  no  silver  bullet.  That  is  in  the  nature  of  things.  The 
good  news  is  that  there  are  eight  of  these  different  approaches,  and 
a  wide-ranging  strategy  has  some  hope  of  delivering  results. 

If  you  want  a  little  glimmer  of  hope,  I  think  on  the  nuclear  front, 
the  glimmer  of  hope  is  the  following:  There  are  only  two  ways  to 
make  nuclear  weapons,  plutonium  and  highly  enriched  uranium. 
Well,  I  am  a  physicist,  so  there  are  a  couple  of  others,  but  never 
mind. 


18 

And  God  has  been  kind  to  us  in  that  those  materials  don't  occur 
in  nature.  And  he  has  been  kind  to  us  in  that  they  are  a  hassle 
to  make.  And  that  means  that,  up  until  this  point  in  human  his- 
tory, only  governments,  not  al  Qaeda,  have  made  those  materials. 
And  therefore,  it  is  within  the  kin  of  man  to  entirely  bound  the  nu- 
clear terrorism  threat  by  policing  up  every  gram  of  plutonium  and 
highly  enriched  uranium.  That  is  a  finite  project.  You  can  imagine 
accomplishing  it.  And  I  think  that  ought  to  be  our  objective  of  this 
expanded  program  that  I  spoke  of. 

I  don't  think  we  are  underestimating  the  number  of  nations  that 
have  weapons  of  mass  destruction.  If  you  are  suggesting  that  there 
may  be  other  Saddam  Husseins  around,  a  rogue  is  someone  who 
is  up  to  more  than  he  lets  on.  I  don't  know  what  you  call  somebody 
who  is  up  to  less  than  he  lets  on,  but  that  was  Saddam  Hussein. 

And  I  don't  believe,  and  I  certainly  am  not  familiar  with,  any  evi- 
dence that  suggests  that  there  are  others  like  him. 

Mr.  Taylor.  Thank  you,  Mr.  Chairman. 

The  Chairman.  The  gentleman  from  Pennsylvania,  Mr.  Weldon. 

Mr.  Weldon.  Thank  you,  Mr.  Chairman. 

Thank  you  all  for  being  here. 

Mr.  Chairman,  four  members  of  this  committee  were  sitting  in 
the  room  when  Khadafi  gave  his  90-minute  speech,  as  we  sat  with 
our  mouths  open,  listening  to  this  symbol  of  terrorism  renounce 
weapons  of  mass  destruction  and  telling  us,  in  front  of  his  own  peo- 
ple on  national  TV,  after  we  had  addressed  the  same  assembly, 
that  they  were  going  to  give  up  all  of  their  weapons. 

And  this  same  delegation  has  had  briefings  with  the  intelligence 
community  and  the  State  Department.  And  the  feeling  on  our  part 
as  a  country  is  overwhelmingly  positive  with  the  response  that  we 
are  getting.  Unlike  the  former  Soviet  states,  where  we  have  had  to 
pull  out  the  material,  Libya  has  been  pushing  the  material  out  to 
us,  which  is  a  very  good  sign. 

Obviously  it  is  not  the  end  of  the  game,  it  is  only  the  beginning, 
and  we  will  continue  to  verify,  as  opposed  to  taking  the  substance 
of  the  comments.  But  it  was  an  unbelievable  experience. 

Mr.  Chairman,  my  frustration,  having  worked  18  years  on  the 
issue  of  proliferation  as  a  member  of  this  committee,  is  that  I  don't 
think  we  set  a  very  good  example  in  America.  And  I  am  going  to 
talk  about  that  for  a  moment. 

We  have  a  number  of  arms  control  agreements,  but  our  record 
of  enforcing  arms  control  agreements,  I  think,  is  dismal.  And  I 
think,  when  we  look  to  blame  other  people  for  proliferation,  we 
should  start  with  ourselves.  In  fact,  I  would  ask,  Mr.  Chairman,  if 
you  would  give  me  unanimous  consent  to  put  in  the  record  two  doc- 
uments that  I  had  the  Congressional  Research  Service  produce  in 
1998,  I  am  asking  to  update  these  at  this  point  in  time  to  today. 

The  Chairman.  Without  objection. 

[The  information  referred  to  can  be  found  in  the  Appendix  on 
pages  91  and  96.] 

Mr.  Weldon.  These  documents  are  a  chronology  of  weapons-re- 
lated transfers  by  Russia  and  China  from  1990  until  1998  when  I 
put  them  in  the  record.  I  have  put  them  in  four  or  five  times  since. 

We  had  evidence,  according  to  the  Congressional  Research  Serv- 
ice, which  my  colleagues  will  admit  is  nonpartisan  evidence,  that 
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16  times  we  caught  the  Russians  transferring  technology  to  five 
countries:  Iran,  Iraq,  Syria,  Libya  and  North  Korea. 

Twenty-one  times,  we  caught  the  Chinese  transferring  weapons 
of  mass  destruction  to  five  countries:  Iran,  Iraq,  Syria,  Libya, 
North  Korea.  Of  the  16  times  we  caught  Russia  in  violation  of  ex- 
isting arms  control  treaties,  we  imposed  the  full  and  required  sanc- 
tions one  time.  We  imposed  partial  sanctions  two  times. 

Of  the  21  times  that  we  caught  China  transferring  weapons  of 
mass  destruction  technology  in  violation  of  arms  control  treaties, 
we  imposed  full  sanctions  one  time  and  partial  sanctions  two  times. 

Now,  the  Congressional  Research  Service  has  no  reason  to  be 
partisan  in  their  analysis.  And  obviously,  there  is  a  problem  here. 
In  fact,  one  of  those  cited  was  a  case  in  1995,  when  we  had  evi- 
dence that  Russia  had  been  transferring  guidance  systems  for  its 
missiles  to  Iraq. 

I  was  in  Moscow  in  January  at  that  time,  so  I  went  to  meet  with 
Ambassador  Pickering.  I  said,  "Mr.  Ambassador,  what  was  the 
Russian  response  when  you  asked  them?  That  is  a  violation  of  the 
Missile  Technology  Control  Regime  (MTCR)." 

He  said,  "I  haven't  asked  them.  Congressman.  That  has  to  come 
from  the  White  House." 

So  I  came  back  and  I  wrote  to  the  President.  He  wrote  me  back 
in  March  and  said,  "Dear  Congressman  Weldon,  we  share  your  con- 
cern. If  this  transfer  alleged  by  The  Washington  Post  did  occur,  it 
would  be  a  serious  violation  of  the  MTCR.  And  I  assure  you,  we 
are  using  every  bit  of  capability  that  we  have  to  determine  whether 
or  not  it  is  true.  And  if  we  do,  we  will  impose  the  required  sanc- 
tions. But,  Congressman,  we  have  no  evidence." 

Well,  I  have  probably  taken  these  devices  to  a  thousand  meet- 
ings. This  is  my — and  all  of  my  Members  are  laughing  at  me.  This 
a  Soviet  gyroscope;  this  is  a  Soviet  accelerometer.  These  are  the 
heart  of  a  missile  guidance  system,  as  all  of  my  friends  here  know. 
These  systems  were  taken  off  of  SSN-19  Soviet  missiles  and  should 
have  been  destroyed.  We  caught  them  being  transferred  to  Iraq 
three  times,  and  we  never  imposed  sanctions.  Never  imposed  the 
sanctions. 

What  kind  of  a  signal  does  that  send  to  Russia?  What  kind  of  sig- 
nal does  that  send  to  those  retired  generals  and  admirals  when  Al- 
exander Levitt  told  my  delegation  about,  in  May  of  1997  in  Moscow 
and  here  before  this  committee  in  1998,  how  their  selling  off  tech- 
nology to  our  enemies  to  raise  money  to  support  their  families? 

My  point  is  a  simple  one.  We  better  start  looking  at  the  way  that 
we  enforce  treaties  if  we  are  going  to  be  seriously  effective  in  con- 
trolling proliferation. 

In  fact,  Mr.  Chairman,  it  was  the  U.S.  in  the  1990's — I  was  on 
the  Cox  Committee — who  basically  gave  China  every  bit  of  tech- 
nology they  desired,  from  separation-stage  technology  to  advanced 
high-speed  super  computers  to  technology  associated— and  the  vote 
on  the  committee  was  nine  to  zero  on  that.  Our  security  was  se- 
verely harmed. 

My  point  is  that  proliferation  cannot  be  successful  unless  we  in 
this  country  take  it  seriously.  And  so,  my  question  to  our  col- 
leagues is,  first  of  all,  people  say,  "Well,  you  can't  always  impose 
the  required  conditions  of  a  treaty." 
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Well,  then  maybe  we  should  do  what  Henry  Sokolski  proposed 
back  six  years  ago  and  have  a  phased-in  process.  I  went  to  the 
Clinton  Administration  and  said,  "If  you  don't  want  to  enforce  the 
full  terms  of  a  treaty,  then  maybe  we  should  give  you  conditional 
efforts  that  you  can  impose."  and  they  said,  "We  don't  need  that." 

Well,  the  point  is,  you  can't  have  it  every  way.  If  you  have  a  vio- 
lation of  a  treaty,  as  documented  38  times — that  is  just  up  until 
1998.  From  1998  to  2004,  it  is  going  to  be  a  lot  more.  And  I  will 
have  those  all  for  the  Congressional  Record  in  a  short  period  of 
time.  But,  if  you  are  not  going  to  impose  the  requirements  of  the 
treaty,  my  question  is,  what  good  is  the  treaty? 

And  if  the  Administration  says,  "Well,  we  want  flexibility  so  that 
we  can  get  some  other  kind  of  compliance,"  which  was  what  was 
argued  to  us  back  in  1997  when  we  caught  Russia  helping  the  Ira- 
nians build  the  Shahab-3  missile  system,  we  were  told,  "Don't 
worry,  Yeltsin  is  making  good  efforts;  he  has  issued  this  Presi- 
dential decree,"  which  wasn't  worth  a  hill  of  beans,  because  now 
the  Shahab-3  system  is  built.  It  is  deployed. 

And  it  was  built  and  deployed  with  Russian  help.  So  my  point 
is,  should  we  change  treaties  to  give  flexibility  to  administrations 
to  impose  partial  sanctions,  or  should  we  just  not  worry  about  how 
we  enforce  treaties,  because  it  really  doesn't  matter  as  it  was  in  the 
38  times  that  I  mentioned  here  and  numerous  other  times  since, 
where  we  have  not  imposed — even  when  the  U.N.  from  time  to 
time  has  imposed  sanctions,  we  didn't  as  a  nation? 

My  second  point  is  that  the  Cooperative  Threat  Reduction  Pro- 
gram is  a  good  program.  And  I  have  supported  it,  as  has  my  Chair- 
man. But,  we  want  more  transparency.  The  Russians  maintain 
that  there  is  a  minimum  of  30  percent  abuse  in  the  money — U.S. 
taxpayers'  money  going  into  Russia.  I  will  place  on  the  record  in 
the  next  several  months  a  number  of  additional  examples  besides 
the  ones  that  Chairman  Hunter  has  referred  to,  where  Russian 
generals  have  been  caught  diverting  money  to  their  subordinate 
relatives  who  are  running  plants,  buying  material  that  is  sitting  in 
warehouses  paid  for  with  U.S.  tax  dollars. 

And  I  will  put  evidence  on  the  record  of  quick  fix  systems  that 
were  paid  for  by  the  Defense  Threat  Reduction  Agency  (DTRA),  a 
lack  of  coordination  of  DOD  and  DTRA  money  with  the  12th  Main 
Directorate.  These  stories  aren't  coming  from  the  U.S.  Inspector 
General;  these  stories  are  coming  from  my  Russian  friends  who 
have  told  me  that  this  is  significant  waste  caused  by  the  U.S.  over- 
sight of  this  program. 

So  what  we  have  to  do  is  look  for  ways  to  create  new  paradigms 
in  the  way  that  we  get  access  to  sites.  We  have  never  got  into 
Sergiyev  Posad.  Sergiyev  Posad  is  a  site  that  we  have  to  get  into. 
And  if  we  can't  get  access  to  that  system,  then  why  are  we  spend- 
ing a  billion  dollars  a  year  on  Russia?  We  have  never  had  a  human 
being  set  foot  in  the  underground  huge  complex  at  Yamantau 
Mountain.  If  we  are  going  to  spend  a  billion  dollars  a  year  in  Rus- 
sian, we  ought  to  get  access  to  Yamantau  Mountain. 

Now,  last  August,  two  of  my  colleagues  went  with  me  to 
Krasnoyarsk-26  to  Zheleznogorsk.  We  were  the  first  officials  to  be 
admitted  to  the  mountain  where  the  Soviets  built  three  of  the  larg- 
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est  plutonium  producing  reactors,  have  shut  down  two  and  have 
pledged  to  shut  down  the  third. 

But,  while  we  were  there,  and  my  friends  Mr.  Reyes  and  Mr. 
Ortiz  were  with  me,  they  will  tell  you  the  story — what  did  the  Rus- 
sians say  to  us?  And  we  had  no  State  Department  officials  with  us, 
no  DOE  officials,  because  they  couldn't  get  into  Krasnoyarsk-26, 
but  we  were  there.  We  had  an  O&R  official  with  us.  What  did  they 
tell  us?  "our  weapons  grade  plutonium  stored  in  this  mountain  we 
don't  think  is  safe,  because  the  guard,  the  military  guards,  have 
been  replaced  by  civilians."  Mr.  Reyes,  you  were  there. 

They  told  us  the  storage  units  weren't  capable  of  protecting 
against  the  Chechen  terrorists  that  might  invade  that  site.  And  so 
I  would  say  to  you  in  the  discussion  of  programs  like  Cooperative 
Threat  Reduction,  it  is  not  just  enough  to  say  they  are  good;  they 
are  good.  It  is  not  just  enough  to  say  that  they  are  effective;  they 
are  effective. 

But,  it  is  time  to  go  beyond  that.  It  is  time  to  challenge  the  Rus- 
sians at  the  highest  level  to  give  us  access  to  sites  we  can't  get  ac- 
cess to.  And  it  is  time  to  have  the  Russians  create  with  us  a  trans- 
parent system  of  dollars  so  that  no  American  money  flows  into 
Russia  until  the  terms  of  a  contractual  relationship  have  been  com- 
pleted on  the  Russian  side,  and  then  the  money  flows  over. 

Some  would  say  that  is  impossible.  Well,  we  have  already  briefed 
the  Vice  President's  Office,  Linton  Brooks,  the  head  of  DTRA,  and 
Richard  Armitage  down  at  State,  that  it  is  possible.  And  in  my 
opinion,  that  is  the  direction  that  we  should  be  going  for,  total  and 
complete  transparency,  so  that  we  don't  spend  a  dime  of  U.S. 
money  in  Russia  unless  and  until  the  contractual  part  of  the  Rus- 
sian side  has  been  totally  and  completely  met.  Then  the  U.S.  dol- 
lars should  flow  to  reimburse  the  Russian  financial  entity  that 
funded  the  project  at  the  beginning,  on  the  terms  and  conditions 
that  we  agreed  to  upfront. 

So  I  would  ask  you  for  a  response,  and  I  apologize  for  taking 
some  time  overtime,  Mr.  Chairman. 

The  Chairman.  That  is  okay.  Go  ahead. 

Dr.  Carter,  I  know  you  are  aching  to  respond  here. 

Dr.  Carter.  I  am  indeed,  to  the  last  part. 

I  would  like  to  make  a  response  to  what  Congressman  Weldon 
just  said,  if  I  may,  and,  in  effect,  answer  the  question  he  asked.  He 
posed  it  two  ways. 

One  is,  if  we  are  not  going  to  get  into  location  X  or  Y,  why  are 
we  there?  We  are  there  to  eliminate  weapons  of  mass  destruction. 
That  is  our  paramount  objective,  our  paramount  objective.  And  the 
effectiveness  and  momentum  of  the  program  to  accomplish  that 
goal  is  the  paramount  objective. 

And  the  second  thing  you  said  is,  we  should  not  be  spending 
money  there  unless — or  rather  until — all  of  the  conditions  that 
have  been  imposed  are  satisfied.  And  my  concern  about  that  is  that 
that  is  a  recipe  for  the  arresting  of  this  program.  We  saw  this  last 
year  where  we  had  a  six-month  hiatus.  And  my  own  view  is  that 
the  overriding  importance  of  preventing  weapons  of  mass  destruc- 
tion from  arriving  on  our  territory  truly  is  overriding  and  that, 
while  it  is  important  in  a  program  of  this  complexity,  when  you  are 
operating  overseas  and  in  a  society  as  disrupted  and  subject  to 
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opacity  as  the  Soviet — as  Russia  is — it  is  important  that  we  get 
transparency  and  that  we  have  accountabihty. 

I  think  we  have  gotten  to  the  point  in  this  program  where  we 
have  encumbered  it  excessively,  lost  momentum  and  are  sacrificing 
the  effectiveness  which  you  praised.  So  our  Chairman  made — used 
a  very  good  metaphor,  which  is  the  balancing  of  these  objectives, 
which  are  to  make  the  program  effective  at  protecting  us  against 
weapons  of  mass  destruction  while  also  getting  transparency  and 
accountability. 

My  own  judgment  is  that  that  balance  is  askew,  and  that  the 
paramount  objective,  which  is  protecting  us  from  weapons  of  mass 
destruction,  is  not  reflected  in  the  management  of  the  program. 

Mr.  Weldon.  Dr.  Carter,  if  you  might — you  misconstrued  my 
statement.  I  am  not  saying  to  withhold  funds  from  the  existing 
Nunn-Lugar  program.  I  said  we  need  a  new  paradigm.  The  Rus- 
sians have  offered  to  us  a  new  process  that  gives  us  total  access 
to  all  of  their  sites,  sets  up  a  process  where  negotiation  is  held  be- 
tween the  two  parties,  and  they  decide,  and  have  said  publicly,  that 
they  will  fund  the  entire  project  on  the  Russian  side. 

When  the  project  is  done  to  the  original  terms,  the  money  from 
the  U.S.  will  replenish  the  Russian  money  expended.  This  is  a  new 
paradigm.  I  am  not  talking  about  old  programs.  So  don't  put  words 
into  my  mouth  that  somehow  I  am  trying  to  hold  out  money  for  ex- 
isting Nunn-Lugar. 

I  am  offering  a  new  model  that  was  brought  to  me  by  the  Rus- 
sians at  the  highest  level.  What  I  am  saying  is  that  our  problems 
have  been  with  the  bureaucracy  in  both  countries.  They  want  to 
maintain  the  status  quo  that  feeds  off  of  the  existing  system. 

There  is  a  new  process  in  Russia  that  has  been  briefed  to  Linton 
Brooks,  that  has  been  briefed  to  the  head  of  DTRA,  that  has  been 
briefed  to  not  just  Colin  Powell  but  Richard  Armitage,  that  has 
been  briefed  to  Cheney's  National  Security  Advisor,  that  the  Rus- 
sians have  offered,  that  gives  us  access  to  all  of  their  sites,  includ- 
ing locations  like  Krasnoyarsk-26,  Sergiyev  Posad  and  a  whole 
host  of  other  sites  that  we  haven't  been  to  yet,  but  also  has  the 
Russians  pay  the  bill. 

So  my  point  is  not  a  retro  question  about  stopping  monies.  My 
point  is,  should  we  allow  that  kind  of  a  process  to  be  put  in  place 
as  a  new  paradigm  for  the  future?  Would  you  support  that,  if  that 
in  fact  was  an  option? 

Dr.  Carter.  I  think  we  do  need  a  new  process  for  Nunn-Lugar. 
And  let  me  try  to  describe  it  to  you  and  see  if  we  are  thinking 
along  the  same  lines. 

Mr.  Weldon.  But  would  you  also  accept  that  premise,  if  the  Rus- 
sians offered  it  to  us? 

Dr.  Carter.  I  suppose  so,  if  the  Russians  offered  it  to  us.  I  don't 
know  enough  about  what  their  thinking  is  to  understand  how  likely 
it  is  that  that  will  be  offered. 

But,  you  are  absolutely  right.  The  bureaucracy  on  both  sides  has 
hindered  the  program  right  from  its  inception.  My  own  view  is  that 
the  restrictions  give  extra  opportunities  to  those  bureaucrats  to 
slow  things  down  and  to  stop  the  accomplishment  of  the  objectives 
of  the  program.  What  I  would  like  to  see  in  the  way  of  a  new  para- 
digm is,  first  of  all,  on  the  U.S.  side  in  the  Executive  Branch — a 
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number  people  have  said  this  over  the  years — more  top-level  mana- 
gerial attention  to  getting  the  job  done. 

This  is  still  a  program,  even  though  it  is  arguable,  that  addresses 
one  of  our  most  important  national  priorities,  that  is  run  from  the 
middle  levels.  It  wasn't  true  when  my  boss.  Bill  Perry,  was  Sec- 
retary of  Defense,  fortunately,  but — and  he  always  helped  us  out 
with  the  program.  But  it  is  run  by  mid-levels.  I  have  always 
thought  that  there  should  be  somebody  in  the  Administration,  like 
Bremer  is  with  Iraq,  who  is  tasked  with  making  this  program  suc- 
ceed. 

And  if  there  were  such  a  person,  I  would  hope  that  Congress 
would  have  enough  confidence  in  that  individual  and  that  process 
to  give  him  or  her  the  latitude  to  make  the  program  a  success. 
That  is  the  model  that  I  would  like  to  see. 

And  if  I  may  also,  Congressman  Weldon — if  I  may  say  a  word 
about  the  earlier  part  of  your  statement  also  having  to  do  with  in- 
telligence, which  I  think  made  a  very  exceedingly  important  point, 
and  it  was  a  point  that  Gary  Milhollin  touched  on  also,  having  to 
do  with  export  controls. 

I  think  it  is  important  that  we  all  remember  that — and  the  drug 
trade  teaches  us — that  rules  and  laws  are  only  part  of  the  battle. 
Then  you  have  to  have  enforcement.  That  was  the  word  you  used, 
Congressman  Weldon,  enforcement. 

And  we  can  get  everybody  in  the  world  to  adopt  the  most  won- 
drous export  control  system.  If  we  do  not  have  intelligence  that 
finds  people  who  are  violating  the  law  and  we  don't  have  govern- 
ments that  are  willing  internally  to  enforce  the  law,  then  all  of  this 
is  just  paper. 

And  that  is  what  the  A.Q.  Khan  network,  I  think,  teaches  me: 
Above  all,  it  is  intelligence  and  enforcement  much  more  than  the 
written  rules  that  matter. 

Thank  you. 

Dr.  WoRTZEL.  Congressman,  I  have  the  greatest  difficulty  with 
the  claims,  particularly  in  China  but  also  in  Russia,  now  we  see  it 
in  Pakistan,  that  these  transfers,  these  illegal  sorts  of  component 
sales  and  WMD  sales,  are  the  private  action  by  an  individual  or  a 
company  and  ought  to  be  treated  that  way.  And  the  willingness  of 
the  Executive  Branch  of  the  United  States  Government  to  accept 
that. 

When  you  have  21  violations  over  the  course  of  9  years,  16  viola- 
tions over  the  course  of  9  years,  a  program  that  was  so  under  the 
control  and  the  microscope  of  first  the  Army  commander  and  now 
the  President,  these  violations  are  conscious  government  actions. 
And  they  must  be  treated  as  such. 

The  United  States  government  has  to  respond  and  handle  it  as 
such.  And  whatever  sanctions  or  measures  are  put  in  place  to  re- 
spond, must  deal  with  the  government  level.  We  cannot  accept 
these  excuses. 

I  do  not  believe  that  Musharaff  had  no  idea  what  A.Q.  Khan  was 
doing.  And  I  don't  believe  that  the  Communist  Party  for  the  Peo- 
ples Republic  of  China  or  the  Central  Military  Commission  had  no 
idea  what  China  Precision  Machinery  was  doing.  So  that  is  part  of 
a  response. 
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Actually,  I  don't  like  the  idea  of  a  treaty  phase-in.  I  accept  that 
there  may  be  some  cheating.  I  accept  that  there  may  be  hesitancy 
to  go  right  along  with  the  treaty.  But,  I  am  afraid  a  treaty  phase- 
in,  if  negotiated  like  that,  is  going  to  lead  to  the  front-end  loading 
of  whatever  proliferation  you  are  going  to  do.  Say,  if  I  can  sell  this 
much  in  the  first  year,  I  am  going  to  get  it  sold.  That  is  the  end 
of  it. 

And,  finally,  I  think  that  much  of  the  discussion  here  goes  right 
back  to  the  Chairman's  discussion  of  the  need  for  oversight,  on-site 
oversight,  real  senior  leadership  in  a  program  and  then  knowing 
you  have  the  people  out  there  that  will  conduct  oversight  so  that 
you  know  what  programs  you  have  are  running  right. 

Mr.  MiLHOLLlN.  Mr.  Weldon,  you  have  asked  some  very  good 
questions.  As  you  know,  over  the  years,  you  and  I  have  pretty 
much  agreed  on  the  deplorable  record  of  the  United  States  in  en- 
forcing our  sanctions  laws  against  proliferating  countries  such  as 
Russia  and  China.  We  have — our  organization  has  its  own  list  of 
Chinese  and  Russian  export  violations. 

And  we  also  both  know  that  the  people  who  are  in  charge  of 
doing  the  enforcing  usually  think  that  something  else  is  more  im- 
portant than  enforcing  the  sanction.  In  fact,  usually  is  probably  too 
weak  a  word.  Almost  always  they  decide  that  something  else,  what- 
ever happens  to  be  for  the  moment,  is  more  important  than  that. 
And  I  think  that  opinion  will  continue  to  exist  until  the  first  nu- 
clear weapon  goes  off  in  the  United  States. 

At  that  point,  we  will  decide  that  it  is  truly  important  to  stop 
proliferation.  Of  course,  it  will  be  like  9/11.  When  we  decide  that, 
the  harm  will  already  have  happened. 

But,  you  know,  you  asked  about  transparency  in  your  second 
question.  I  think  that  transparency — I  mean,  I  have  done  this,  as 
you  know,  for  a  while;  I  think  that  both  for  our  government  and 
foreign  governments,  public  humiliation  is  the  strongest  single 
force. 

So  I  would  urge  Congress  to  think  of  a  way  to  require  that  these 
violations  be  public,  that  is,  the  whole  world  ought  to  know  that 
the  Russians  are  exporting  X,  Y  and  Z  as  soon  as  it  happens.  And 
so  if  that  were  true,  it  is  going  to  be  harder  for  our  government 
to  push  it  under  the  rug,  and  it  is  going  to  be  harder  for  the  Rus- 
sians to  push  it  under  the  rug.  It  is  going  to  have  ramifications  in 
lots  of  ways. 

And  I  think  that  is  also  true  of  the  Cooperative  Threat  Reduction 
Program.  I  heartily  endorse  the  idea  that  there  ought  to  be  trans- 
parency in  that  program.  I  would  say,  though,  that  in  that  pro- 
gram, I  am  afraid  that  we  are  not  keying  our  eye  always  on  the 
main  risk. 

Dr.  Carter  has  said  that  it  is  theoretically  possible  to  know  how 
many  grams  of  plutonium  and  highly  enriched  uranium  there  are 
in  the  world,  because  they  are  made  by  governments;  they  don't 
occur  in  nature.  I  don't  think  even  the  Russians  know  how  many 
grams  there  are  in  Russia. 

And  I  think  that  our  efforts  there  ought  to  be  pointed  primarily 
at  figuring  that  out  first.  I  am  not  sure  that  they  are.  Before  you 
can  know  how  safe  the  most  insecure  fuel  element  in  Russia  is,  you 
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have  to  know  how  many  fuel  elements  there  are  and  where  they 
all  are. 

I  am  not  an  expert  on  that  program,  but  I  am  afraid  that  we 
have  made  excellent  progress  in  some  sites,  but  there  are  so  many 
sites  we  haven't  touched  and  we  don't  even  understand.  So  it  is — 
in  a  way,  it  is  sort  of  like  building  a  bridge  halfway  across  a  river. 
As  you  say,  there  is  a  lot  to  be  worried  about.  That  doesn't  mean 
that  we  need  to  stop  building  the  bridge.  But,  I  think  we  can  do 
a  much  better  job  of  implementation. 

The  Chairman.  I  thank  the  gentleman. 

The  gentleman  from  Texas,  Mr.  Reyes. 

Mr.  Reyes.  Thank  you  very  much,  Mr.  Chairman. 

And  thank  you  gentlemen  for  offering  your  perspectives  here. 

And  I  wanted  to  thank  Chairman  Weldon  for  including  me  on  a 
lot  of  really  interesting  trips  into  some  of  these  areas,  North  Korea, 
Siberia  and  Russia,  Libya. 

But,  you  know,  I  would  like  to  approach  this  from  kind  of  a  little 
different  perspective,  because,  you  know,  it  seems  to  me  that  there 
are  double  standards  in  terms  of  what  we  require  and  what  we  do 
as  a  government.  And  I  will  give  you  a  couple  of  examples. 

First  of  all,  when  we  talk  about  whether  or  not  a  site  manager 
will  be  beneficial  in  having  oversight  and  compliance  and  all  of 
those  kinds  of  things,  the  thought  occurs  to  me  that  we  had  a  site 
manager  recently  in  Iraq,  and  Halliburton  fleeced  us  to  the  tune 
of  $27  million  in  terms  of  the  overcharges  for  everything  from 
meals  to  gasoline. 

We  recently  went  to  Libya.  And  we  were  shown  the  great  project 
of  the  man-made  river  by  Khadafi.  And  when  I  asked  them  how 
were  these  giant  12-foot  concrete  pipelines  constructed,  where  were 
they  constructed  and  by  whom,  they  said  they  were  constructed  in 
Libya  by  Brown  &  Root  using  a  French  company  to  do  business  in 
Libya  where  we  had  sanctions  and  where  we  had  them  basically 
isolated. 

So  it  occurs  to  me  that,  as  a  government,  it  is  a  lot  like  being 
a  little  bit  pregnant.  If  we  can't  enforce  the  compliance  of  American 
companies  that  are  providing  services  to  the  United  States  military 
and  we  can't  enforce  compliance  to  United  States  companies  that 
are  providing  this  massive — and  I  will  tell  you  it  is  a  very  impres- 
sive project — but  that  are  working  through  other  foreign  companies 
and  are  using  offshore  corporation  addresses  and  all  of  those  kinds 
of  things,  it  is  very  hypocritical  of  us  to  talk  about  Russia  and  to 
talk  about  China  and  all  of  those  other  things  that  are  going  on. 

And  a  lot  of  these  things — for  instance,  the  issue  in  Libya  hap- 
pened in  the  1980's  and  the  early  1990's.  The  Chinese  issue  hap- 
pened in  the  1990's  with  the  Clinton  Administration.  So  we  have 
the  Reagan  Administration,  the  first  Bush  Administration;  we  have 
the  Clinton  Administration,  and  now  with  Halliburton  in  Iraq,  we 
have  the  second  Bush  Administration. 

So  I  guess  my  question  to  you,  gentlemen,  is,  am  I  seeing  this 
correctly  that  in  order  for  us  to  do  a  good  job  in  the  big  things,  we 
have  to  do  a  good  job  in  the  little  things?  And  my  dad  always  told 
us,  take  care  of  the  little  things  and  the  big  things  normally  take 
care  of  themselves. 
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So  do  you  agree  that  in  terms  of  seeing  it  the  way  that  I  am  see- 
ing it,  that  it  doesn't  make  any  difference  whether  there  is  a  Re- 
pubHcan  or  Democrat  in  the  White  House,  it  gets  down  to  making 
sure  that  Congress  does  the  necessary  oversight  in  terms  of  comph- 
ance,  whether  it  is  Halhburton  or  Brown  &  Root  or  SiUcon  Valley 
or  whoever,  there  has  to  be  a  standard  to  be  followed  by  everybody? 

And  if  I  can  get  you  to  comment,  I  had  some  other  questions,  but 
I  appreciate  the  way  that  my  colleague,  Chairman  Weldon,  led  us 
into  this  issue,  because  I  think  it  addresses  a  bigger  issue  that  we 
as  Congress  have  failed  to  do  adequate  oversight  on  these  many 
things,  and  there  is  probably  a  hundred  other  examples,  but  these 
are  the  ones  that  come  to  my  mind  at  this  point. 

So  if  you  can  give  me  the  benefit  of  your  perspective  on  that,  I 
would  appreciate  it. 

Mr.  MiLHOLLlN.  Sir,  I  would  say  that  you  are  absolutely  right. 
I  remember,  just  after  the  first  Gulf  War,  pointing  out  that  Iraq 
had  received  a  tremendous  amount  of  foreign  equipment,  specifi- 
cally designed  to  make  nuclear  weapons,  chemical  weapons  and 
missiles  from  the  West,  that  most  of  what  we  were  bombing  were 
our  own  exports  in  Iraq  and  that  there  was  no,  I  repeat,  no  Con- 
gressional oversight  of  U.S.  exports  to  Iraq  before  that  war. 

And  since  that  war,  there  has  been,  I  would  have  to  say,  only 
spotty  oversight.  And  even  today,  there  is  no  systematic  mecha- 
nism in  place  for  Congress  to  oversee  what  the  Commerce  Depart- 
ment actually  approves  for  in  the  way  of  dual-use  items  for  nuclear 
use  or  missile  use  or  chemical  weapon  use. 

And  I  don't  know  whether  there  is — I  happen  to  know  that.  I  am 
not  sure  whether  Congress  has  any  oversight  mechanism  for  look- 
ing at  munitions  exports.  My  suspicion  is  that  it  does  not. 

So  I  wholeheartedly  agree  that  the  Congress  and  the  American 
Government  is  certainly  not  innocent  in  this  matter.  But  I  would 
like  to  make  a  comment  about  your  experience  in  Libya.  I  think  it 
is  not  the  same  to  build — I  don't  think  it  is  a  good  thing  to  build 
the  components  for  a  man-made  river  project  if  the  activities  of  the 
foreign  companies  violate  the  embargo. 

Obviously,  it  is  important  not  to  violate  the  embargo.  That  ap- 
plies also  to  the  companies  that  have  violated  the  embargo  against 
Iraq.  A  lot  of  Chinese  and  Russian  companies  violated  the  embargo. 

But  it  is  not  the  same  as  selling  centrifuge  components.  I  mean, 
making  a  large  concrete  pipe  in  the  ground  is  not  same  thing  as 
helping  someone  make  a  bomb. 

Mr.  Reyes.  But,  my  point  was,  it  is  like  being  a  little  bit  preg- 
nant. You  are  either  very  pregnant  or  you  are  not  pregnant.  The 
point  is  that  we  have  a  history  as  a  Congress,  that  we  don't  do  ei- 
ther enough  or  any  oversight  on  these  kinds  of  issues,  whether  it 
is  building  these  concrete  water  delivery  systems  or  whether  it  is 
centrifuges  or  whatever.  That  was  my  point. 

Mr.  MiLHOLLlN.  That  is  a  very  fair  point.  And  I  agree  with  it. 

Dr.  WORTZEL.  Mr.  Reyes,  I  appreciate  being  able  to  address  that. 

The  Chairman.  Dr.  Wortzel,  I  think  we  have  about  60  seconds 
left,  Silvestre,  on  this  vote.  If  you  want  to,  will  you  have  time  to 
continue  when  you  come  back? 

Keep  on  charging,  Dr.  Wortzel. 
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Dr.  WORTZEL.  The  Export  Administration  Act,  which  would  give 
oversight  over  the  export  of  dual-use  technologies  with  military  and 
civilian  use,  hasn't  been  revised  by  the  United  States  Congress 
since  1979. 

You  can  bet  technologies  have  been  revised.  You  really  are  touch- 
ing, when  you  talked  about  I  guess  KBR,  Kelly,  Brown  &  Root,  on 
the  issue  of  globalization,  foreign  subsidiaries,  how  we  work,  how 
we  deal  through  them. 

The  Export  Administration  Act  was  written  in  1979  and  doesn't 
even  think  about  embedded  military  use  technologies,  dual-use 
technologies  that  may  be  sold  by  foreign  subsidiaries.  The  Euro- 
pean Union  is  about  to  consider,  on  the  25th  and  26th,  whether  to 
lift  its  owns  arms  embargo  to  China.  We  are  doing  defense  coopera- 
tion on  a  number  of  highly  advanced  defense  projects  with  Euro- 
pean countries  as  part  of  the  North  Atlantic  Treaty  Organization 
(NATO). 

The  Arms  Export  Control  Act,  which  would  regulate  what  de- 
fense items  and  weapons  and  embedded  technologies  are  sold,  has 
no  provisions  for  really  dealing  with  embedded  technologies  that 
may  go  out  through  subsidiaries  that  were  developed  in  cooperative 
research  and  development.  We  are  just  behind.  So  I  would  encour- 
age the  Congress  to  revisit  these  things. 

Dr.  Carter.  My  response,  Congressman — I  hope  this  is  helpful — 
is  to  make  some  suggestions  about  other  places  where  I  would  like 
to  see  more  congressional  oversight.  I  mentioned  three  of  them  in 
my  testimony.  Arid  I  will  just  repeat  them  again. 

The  first,  particularly  pertinent  for  this  committee,  is  the  Depart- 
ment of  Defense's  counterproliferation  programs,  which,  as  I  said, 
are  fragmented,  poorly  funded  and  not  getting  the  priority  they  re- 
quire and  just  as  vital  as  export  controls,  one  of  the  tools  in  the 
tool  box,  very  vital,  also. 

The  second  is  in  our  homeland  security  effort  now,  which  is  sev- 
eral tens  of  billions  of  dollars;  a  considerable  fraction  of  that  is  new 
money.  And  while  it  is  very  important  to  deal  with  airline  security 
better  and  all  of  the  other  things  that  are  in  there,  at  the  end  of 
the  day,  weapons  of  mass  destruction  terrorism  is  the  worst  kind 
of  terrorism,  and  there  is  really  remarkably  little  in  this  whole  new 
program  that  deals  specifically  with  weapons  of  mass  destruction 
terrorism. 

And  the  third  thing  is  intelligence.  And  you  said,  little  things 
matter.  In  proliferation,  little  things  matter.  Congressman  Weldon 
held  up  little  things  that  matter  a  great  deal.  And  the  devil  of  in- 
telligence for  weapons  of  mass  destruction  is  that  they  come  in 
small  packages  and  can  be  made  by  small  groups.  And  they  are  in- 
herently difficult  intelligence  targets.  And  we  need  to  get  materi- 
ally better  at  weapons  of  mass  destruction  intelligence,  in  general. 

I  made  some  suggestions  in  my  written  statement  about  how  we 
can  do  that  because,  as  I  said  in  my  oral  statement,  the  alternative 
is  to  live  in  a  missile  gap  world,  like  we  did  in  the  1950's  where 
we  knew  what  our  problem  was,  but  we  didn't  know  its  size  and 
shape. 

And  we  can't  stand  that,  in  the  21st  Century,  to  know  that  weap- 
ons of  mass  destruction  are  our  biggest  problem  but  not  know  the 
size  and  shape  of  the  problem.  We  have  to  get  better  at  that. 
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So  those  are  areas  where  I  think  greater  involvement  by  the 
Congress  and  the  thinking  of  you  here  and  the  action  by  you,  in- 
cluding on  this  committee,  would  also  make  great  contributions  to 
counterproliferation. 

Mr.  Reyes.  Well,  thank  you  very  much,  gentlemen. 

The  Chairman.  I  thank  the  gentleman.  And,  Gary,  we  dissolved 
the  Committee  on  Multilateral  Export  Controls  (COCOM)  after  the 
demise  of  the  Soviet  empire.  We  really  haven't  established  a  suc- 
cessor to  deal  with  this  era  of  terrorists  with  high  technology. 

Indeed,  it  was  kind  of  interesting,  during  the  old  COCOM  days, 
when  Toshiba  sold  the  nine  access  milling  machines  to  the  KGB  in 
Japan,  we  ended  up  with  the  President  of  Toshiba  resigning  in 
shame  and  some  sanctions  being  levied.  That  was  a  COCOM  pen- 
alty, a  COCOM-controlled  action  or  a  COCOM  environment  that 
we  lived  in. 

And  yet  we  would  see  terrorist  countries,  countries  that  were 
clearly  terrorist  countries;  they  weren't  under  the  Warsaw  Pact,  so 
they  weren't  within  the  jurisdiction,  if  you  will,  of  COCOM.  And 
now  we  have  dissolved  COCOM.  We  haven't  constructed  any  suc- 
cessor. And  you  really  have,  I  think,  a  series  of  unilateral  institu- 
tions as  well  as  some  multilateral  institutions,  but  unilateral  insti- 
tutions and  unilateral  actions  expected  under  this  new  construct  of 
the  Wassenaar  regime  that  really  doesn't  take  the  place  of  having 
a  multilateral  instrument,  like  COCOM,  with  some  teeth,  perhaps 
not  the  sharpest  teeth  in  the  world,  but  with  some  teeth  and  the 
capability  to  act. 

So,  I  guess  my  question  to  you  is,  do  you  think  we  need  to  have 
a  new  successor  to  COCOM  to  address  this  new  era,  not  of  Soviet 
states,  but  of  the  terrorist  states  and  individual  groups  of  terror- 
ists? 

Mr.  MiLHOLLlN.  I  think  we  do  need  to  invent  some  kind  of  a  new 
export  control  system  for  the  world.  The  threat  that  COCOM  was 
aimed  at  was  the  threat  from  the  Soviet  Union,  which  included  a 
nuclear  threat.  That  threat  was,  in  its  worst  form,  the  possibility 
that  we  could  destroy  the  world. 

The  threat  we  are  facing  today  is  that  one  or  two  or  three  bombs 
will  go  off  in  various  places,  yet  to  be  determined,  made  with  prod- 
ucts that  could  be  controlled  for  export. 

So  the  threat  is — perhaps  you  could  say  the  threat  is  smaller,  but 
it  is  certainly  no  different  if  you  are  living  at  Ground  Zero  from  the 
old  threat.  So  it  is  only  logical  that  we  have  some  system  specifi- 
cally aimed  at  this  new  threat. 

And  a  new  kind  of  COCOM  would  be  a  good  thing.  I  think  you 
have  to  think  through,  however,  how  it  would  work  and  what  the 
political  support  for  it  would  be.  COCOM  was  a  denial  regime. 
That  is,  the  countries  agreed  that  they  were  going  to  deny  exports 
of  things  on  the  list.  Today,  the  regimes  are  approval  regimes.  That 
is,  we  have  lists,  but  the  things  can  be  approved  as  long  as  they 
meet  certain  standards. 

We  don't  have — I  think  the  network  shows  us  we  don't  have 
enough  countries  in  the  present  export  control  system.  That  is, 
whether  it  is  a  Nuclear  Suppliers  Group,  whether  it  is  the  MTCR, 
whatever  it  is,  there  are  too  few  countries  to  which  these  rules 
apply. 
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Maybe  the  way  to  do  this  is  to,  first,  come  up  with  the  rules  you 
think  would  suffice,  and  then,  figure  out  a  way  to  make  everybody 
abide  by  them. 

In  my  testimony,  I  have  recommended  a  U.N.  resolution.  That 
would  have  at  least  some  force  on  every  country  in  the  world.  But 
we  need  to  think  of  a  mechanism  so  that  we  can  reach  the  kind 
of  fabrication  of  centrifuge  parts  that  happened  in  Malaysia,  for  ex- 
ample, and  the  kind  of  retransfers  that  are  going  on  in  Dubai. 

We  have  to  get  to  that  activity.  And  if  we  just  stick  with  the  re- 
gimes we  have  now,  as  I  said  before,  they  only  affect  what  the  good 
guys  are  doing.  They  don't  get  to  the  problem  points  in  the  world. 
So  we  do  have  to  basically  rethink  where  we  are  and  come  up  with 
a  new  system. 

The  Chairman.  Thank  you. 

Gentlemen,  any  other  comments  on  that. 

Dr.  WORTZEL.  I  do  agree  with  you.  I  think  that  Wassenaar  is 
nothing  but  a  reporting  system.  I  am  not  certain  that  an  alliance- 
based  multilateral  regime  like  COCOM  is  going  to  be  broad  enough 
for  what  we  need,  but  it  is  certainly  a  place  to  start,  with  your  al- 
lies. 

The  Chairman.  So  we  need  a  war  on  terrorism,  counter-prolifera- 
tion regime? 

Dr.  Wortzel.  And  I  think  you'd  get  buy-in  from  a  number  of 
countries.  And  it  would  be  a  very  useful  mechanism. 

The  Chairman.  Okay. 

Dr.  Carter. 

Dr.  Carter.  Only  to  say  that  I  agree  with  what  you  just  said, 
Mr.  Chairman,  which  is  a  counterproliferation  effort  that  is  as  vig- 
orous in  parallel  to  our  counterterrorism  effort — as  is  our 
counterterrorism  effort — and  to  repeat  something  I  said  earlier, 
which  is  that  enforcement  and  intelligence  are  just  as  important  as 
the  rules. 

I  know  you  said  that  yourself  earlier.  I  don't  believe  that  the  peo- 
ple in  Malaysia  and  Dubai  didn't  know  that  they  weren't  doing  the 
wrong  thing.  They  knew  full  well  that  they  were  doing  the  wrong 
thing.  And  it  is  not  like,  if  they  thought  that  they  were  violating 
the  law,  they  wouldn't  have  done  it. 

And  so,  the  issue  is  whether  the  government  is  concerned,  have 
laws  on  the  books  and  have  the  incentive  to  mount  the  enforcement 
and  intelligence  effort  required  to  make  sure  that  those  laws  are 
abided  by.  That  is  just  as  important  as  the  law.  I  am  just  repeating 
something  you  yourself  said  earlier,  Mr.  Chairman. 

The  Chairman.  Thank  you.  Dr.  Snyder.  Incidentally,  Vic,  do  we 
have  a  couple  of  more  votes  coming  up? 

Dr.  Snyder.  I  think  it  is  going  to  be  a  motion  to  adjourn  auid 
then  a  speech  on  each  side  on  the  rule  and  then  a  15-minute  vote 
and  then  a  5-minute  vote. 

The  Chairman.  We  will  keep  wading  through  it. 

Dr.  Snyder.  There  was  a  little  confusion,  Mr.  Chairman.  I 
thought  we  were  going  to  shut  down,  and  then  I  left.  And  then  I 
came  back  and  apparently  missed  15  minutes  or  so  of  this  discus- 
sion, which  I  frankly  think  that  members  ought  to  not  be  put  in 
the  position  of  missing  votes  or  missing  a  hearing. 
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I  know  it  is  a  struggle  for  you  trying  to  get  the  schedule  done, 
but,  I  thank  you,  Mr.  Chairman,  for  holding  this  hearing.  I  think 
it  has  been  a  good  discussion  with  three  good  people.  And  I  appre- 
ciate you  setting  it  up. 

It  does  point — I  think  it  was  Dr.  Wortzel  that  talked  about  the 
need  for  congressional  oversight  in  this  kind  of  program.  It  is  not 
only  an  expensive  program,  and  Mr.  Weldon's  and  Mr.  Hunter's 
concerns  about  waste  are  always  important  to  everyone,  especially 
taxpayers,  but  it  is  also  so  crucial  to  our  national  security.  There 
just  has  to  be — I  think.  Dr.  Carter,  you  talked  about  this — has  to 
be  elevated  within  the  Administration  in  importance.  Well,  we  need 
to  have  it  elevated,  I  think,  attention  here,  so  that  we  give  it  the 
importance  that  it  deserves. 

I  appreciate.  Dr.  Carter,  your  discussion  of  the  Nunn-Lugar  pro- 
gram. If  I  understand  what  you  said  here  in  the  written  statement, 
you  mentioned  you  feel  like  there  are  too  many  restrictions,  that 
this  program  needs — we  need  to  push  ahead  with  it,  recognizing 
that  there  will  be  some  problems  in  these  kind  of  complex  pro- 
grams. 

But  as  I  heard  Mr.  Weldon's  comments,  he  was  really  concentrat- 
ing on  Russia.  But  in  your  written  statement,  you  are  very  clear. 
You  think  this  thing  needs — it  is  an  opportunity  to  do  things  in 
other  countries. 

We  talk  about  the  sites  of  where  there  is  highly  enriched  ura- 
nium. I  keep  hearing  about  a  list  of  24  sites  of  highly  enriched  ura- 
nium, but  I  don't  ever  get  to  see  the  list.  But  those  are  in  a  lot  of 
different  places,  I  think,  not  just  in  Russia. 

And  the — one  of  the  unfortunate  things,  I  think,  and  I  am  not 
sure  how  it  has  occurred,  but  I  think  some  personalities  get  in- 
volved, I  think,  if  you  have  Senate  versus  House  leadership  on  this 
topic  of  Nunn-Lugar.  But  I  appreciate  your  comments. 

I  think  my  question — I  would  like  to  ask  Dr.  Carter  would  be, 
would  you  amplify  on  what  you  see  as  ways  that  we  can  expand 
the  Nunn-Lugar  program  in  areas  beyond  Russia? 

And  if  I  might  make  one  final  comment.  Somewhere  the  state- 
ment was  made,  I  think,  that  the  budget  for  the  program  is,  I 
think,  $50  million  less  than  what  it  was  last  year.  And  the  saying 
was,  maybe  because  the  program  can't  absorb  that  much  money 
when  things  are  going  on.  To  me,  that  is  like  gardening.  If  I  am 
the  gardener,  I  can't  really  say  that  my  garden  doesn't  need  water 
if  I  don't  plant  seeds. 

As  I  read  your  statement,  you  are  saying  that  there  are  a  whole 
lot  of  other  opportunities  out  there  to  plant  seeds  that  would  re- 
quire a  lot  more  water,  which  is  money,  but  it  would  all  be  in  the 
interest  of  our  national  security. 

So  would  you  amplify  on  our  one  paragraph  or  one  long  sentence 
of  other  opportunity  for  expanding  Nunn-Lugar  outside  of  Russia? 

Dr.  Carter.  Yes,  I  will.  And  I  think  your  metaphor  of  seeds  is 
entirely  apt.  I,  too,  have  been  told  by  my  former  colleagues  in  the 
program,  this  program  or  that  program  holds  all  of  the  money  it 
can  take  right  now.  And  within  the  framework  they  are  discussing, 
that  can  be  true.  But,  the  problem  is  that  the  framework  is  much 
too  constraining.  It  is,  first  of  all,  Russia  only.  And  that  is  the  main 
point  you  wanted  me  to  address  myself  to. 
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And  second,  within  Russia,  within  a  program  that  has  become 
not  success-oriented,  not  getting-the-job-done  oriented,  but  a  level 
of  effort — I  was  present  the  very  first  year  that  Nunn-Lugar  was 
appropriated.  And  incredibly,  it  was  about  $400  million. 

And  now,  all  of  these  years  later  you  say,  how  big  is  the  Nunn- 
Lugar  program  in  DOD?  It  is  $400  million.  Now,  is  there  some  law 
of  nature  or  magic  that  keeps  it  at  that  level?  No.  It  is  a  level-of- 
effort  program  rather  than  an  accomplish-the-job  program.  And  I 
think  we  need  more  of  the  accomplish-the-job  mindset  and  less  of 
the  level-of-effort  mindset,  which  gives  you  the  answers  that  you 
elicited  from  the  bureaucracy. 

On  your  larger  point,  which  is  terribly  important,  what  can  we 
do  outside  of  Russia?  Let  me  give  some  examples.  I  hope  that  the 
Nunn-Lugar  methodology  and,  as  far  as  I  am  concerned,  the  Nunn- 
Lugar  funding  are  applied  to  Libya,  to  the  entire  rooting  out  of  ev- 
erything that  they  have  and  making  sure  that  no  residue  of  it  per- 
sists in  Libya  or  gets  outside  of  Libya  somewhere  else. 

I  would  like  to  see  the  Nunn-Lugar  methodology  applied  to  the 
safeguarding  of  what  Pakistan  has  because,  as  I  said,  the 
Talibanization  of  Pakistan  is  a  nightmare  scenario. 

I  would  like  to  see  the  Nunn-Lugar  methodology  on  offer  to 
North  Korea.  If  they  are  willing  to  go  the  path  of  Libya — or 
Ukraine  or  you  pick  your  model — and  forswear  weapons  of  mass 
destruction,  then  it  seems  to  me  it  is  in  our  interest  to  get  in  there 
and  get  it  all  and  dismantle  it  with  our  own  hands. 

I  would  like  to  see  us  do  the  same  thing  in  Iran  if  and  when  we 
are  able  to  accomplish  the  same  objective  with  Iran. 

You  mentioned,  absolutely  rightly,  the  presence  of  highly  en- 
riched uranium  scattered  around  the  world.  This  goes  back  to  re- 
search reactor  programs  of  the  past.  Each  one  of  those  is  a  sleeper 
cell  of  nuclear  terrorism  and  should  be  rooted  out  as  they  were,  for 
example,  in  Vinca,  Serbia,  a  few  years  ago.  And  then  there  are  also 
the  other  non-Russian  former  Soviet  states  where  there  is  still 
work  to  do. 

So  there  is  a  whole  world  out  there.  And  I  would  like  to  see  the 
individual,  that  the  Chairman  and  I  were  discussing  earlier,  in  the 
Administration,  a  high-level  person,  charged  with  the  imaginative 
management  of  this  program  the  way  that  Bremer  is  charged  with 
the  imaginative  management  of  postwar  Iraq.  I  would  like  to  see 
that  person  put  this  whole  program  out  there,  say  this  is  what  we 
will  do,  this  is  our  objective,  this  is  our  vision  how  to  get  this  entire 
job  done  worldwide,  I  have  designed  the  programs  to  accomplish 
that. 

Some  of  them  will  await,  yes,  the  diplomatic  success,  which  we 
hope  that  we  have  with  North  Korea,  with  Iran  and  so  forth.  The 
model,  the  diplomatic  success  of  Libya.  But  that  is  the  larger  vision 
for  Nunn-Lugar.  And  the  system,  the  program  now  is  in  this  pro- 
tective crouch.  And  it  is  not  getting  the  job  done. 

Dr.  WORTZEL.  I  think  that,  perhaps,  one  of  the  greatest  potential 
threats  running  around  out  there  is  what  Dr.  Carter  referred  to  as 
the  Talibanization  of  Pakistan.  That,  the  potential  for  that  and 
President  Musharaff s — there  have  been  two  recent  attempts  to  as- 
sassinate him — lost  control  there,  puts  that  entire  nuclear  capabil- 
ity really  at  risk  in  the  hands  of  we  don't  know  who. 
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So  the  idea  of  safeguards,  I  think,  is  an  important  one.  I  think 
the  idea  of  working  there — I  would  prefer  to  see  them  get  rid  of 
their  weapons.  But  the  abihty  of  the  eyes-on  there  would  probably, 
perhaps,  preclude  what  may  have  to  be  preemptive  action  in  that 
case  just  to  prevent  a  disaster.  I  think  it  is  very  important. 

With  respect  to  North  Korea,  they  are  quite  aware  of  what  could 
be  on  the  table  with  Nunn-Lugar  programs.  They  had — I  was  down 
at  the  Nunn  Center  at  Georgia  Tech  with  Li  Gun  and  some  other 
people,  I  think,  three  years  ago,  where  people  discussed  this  in  sort 
of  an  academic  setting.  So  they  are  aware  of  it. 

I  said  in  my  testimony,  they  have  some  serious  decisions  to 
make.  I  think  they  know  that  there  is  will  certainly  in  Europe,  in 
the  United  States  and  in  Australia,  if  we  are  not  playing  guessing 
games  about  what  weapons  programs  they  still  may  have,  to  help 
them  out.  So  I  appreciate  the  idea,  and  I  thank  you  for  it. 

Mr.  MiLHOLLiN.  I  would  say  that,  perhaps,  we  ought  might  be 
cautious  about  the  portability  of  the  Nunn-Lugar  idea.  The  Nunn- 
Lugar  program  is  being  implemented  in  a  country  that  has  nuclear 
weapons  and  a  lot  of  them,  the  means  to  deliver  them,  has  an  ex- 
pensive infrastructure  for  maintaining  them  and  is  not  about  to 
give  them  up.  For  the  United  States  to  fund  activities  in  such  a 
place  designed  to  reduce  the  risk  of  proliferation  from  such  a  state 
is  really  an  extraordinary  thing. 

If  you  start  thinking  about  transporting  that  elsewhere,  you  im- 
mediately run  into  the  problem  that  the  countries  we  are  talking 
about,  Iran,  North  Korea,  Libya,  wouldn't  get  that  kind  of  support 
unless  they  agreed  to  give  up  their  nuclear  weapons. 

So  we  are  looking  at  really  a  different  problem.  We  are  looking 
at  the  challenge  of  making  sure  that  when  they  agreed  to  give  up 
their  nuclear  weapons,  they  really  did  so.  And  we  are  looking  at 
the  problem  of  rewarding  them  in  some  way  for  that.  We  are  not 
looking  at  the  problem  of  making  an  existing  arsenal,  which  is 
going  to  continue  to  exist,  more  safe  from  proliferation. 

So  I  would  just  suggest  to  you  that  there  is  a  limit  in  the  ability 
to  transport  the  model  to  other  places.  It  remains  true  that  there 
are  lots  of  locations  in  the  world  that  have  material  that  could  be 
used  to  make  nuclear  weapons.  And  those  all  need  to  be  better  pro- 
tected. They  need  to  be  reduced  in  number;  that  is,  the  material 
needs  to  be  moved  out  of  them.  And  it  is  in  our  interest  to  pay  for 
that. 

Whether  you  want  to  call  it  Nunn-Lugar  or  whether  you  want  to 
call  it  something  else  is  really  not  that  important.  But  the  job 
needs  to  be  done,  and  it  is  a  very  important  job. 

Dr.  Carter.  Congressman,  if  I  may  just  touch  on  that,  because 
I  don't  want  to  let  stand  something  that  I  don't  agree  with.  And 
I  am  not  exactly  sure  what  Mr.  Milhollin  means.  But  Kazakhstan 
and  Ukraine  and  Belarus  were  recipients  of  Nunn-Lugar  assistance 
in  becoming  non-nuclear  States. 

So  he  is  saying — I  don't  know  exactly  what  he  means  by  that — 
but,  that  Russia — that  Nunn-Lugar  has  been  applied  to  a  state 
that  retains  nuclear  weapons.  That  is  not  accurate.  It  has  been  ap- 
plied to  Ukraine,  Kazakhstan  and  Belarus,  which  were  countries  in 
the  process  entirely  of  denuclearizing.  So  that  is  not  a  reason  to 
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change  the  model.  There  may  be  other  reasons  to  change  the 
model;  that  is  not  one. 

Mr.  MiLHOLLiN.  If  I  can  just  respond.  I  would  say  that  it  is  per- 
fectly legitimate  and  useful  to  have  Nunn-Lugar  funds  used  to 
achieve  the  status  of  a  non-nuclear  weapons  state,  that  is,  not  hav- 
ing nuclear  weapons. 

Mr.  MiLHOLLlN.  And  if  that  could  help  somewhere  else  in  achiev- 
ing that  goal,  that  would  be  fine  with  me.  So  I  don't  want  to  be 
misinterpreted  here. 

Mr.  Weldon  [presiding.  1  Mr.  Gibbons  is  recognized  for  five  min- 
utes. 

Mr.  Gibbons.  Thank  you  very  much,  Mr.  Chairman  and  gentle- 
men to  each  of  you.  Thank  you  for  taking  time  today  to  help  illu- 
minate us  on  these  very  issues  that  are  so  important.  And  our  dis- 
cussion today  is  combating  the  proliferation  of  weapons  of  mass  de- 
struction. We  talked  a  lot  about  the  policies  and  talked  a  lot  about 
Nunn-Lugar.  And  I  want  to  drum  down  a  little  bit  one  of  the  most 
important  tools  that  we  have  in  combating  the  proliferation  of 
weapons  of  mass  destruction,  which  is  intelligence.  And  you  know, 
we  all  know  that  intelligence  is  an  art,  not  a  science.  But  what  we 
have  today  in  today's  political  atmosphere  is  a  politization  of  the 
intelligence  community,  the  active  intelligence.  And  to  the  degree 
that  what  we  have  before  us  is  always  being  second  guessed.  As 
I  said,  intelligence  is  an  art,  not  a  science. 

Let  me  bring  you  a  point  in  fact.  In  today's  political  world,  we 
consider  the  2002  National  Intelligence  Estimate  as  basis  for  a  lot 
of  criticism  of  our  intelligence  community,  and  it  is  based  primarily 
on  six  little  words.  "Iraq  has  chemical  and  biological  weapons"  list- 
ed in  their  first  paragraph.  However,  that  is  only  the  first  six 
words.  And  if  you  read  all  of  the  paragraph  in  total,  you  would  un- 
derstand that  politics  has  played  a  big  role  in  demonizing  the  na- 
tional intelligence  effort. 

And  let  me  finish  out  by  saying  what  the  other  six  words  are, 
and  then  I  will  get  to  three  very  important  issues  that  I  want  you 
to  address  very  quickly.  The  other  words  that  follow  on  those  very 
important  six  words,  Iraq  has  chemical  and  biologic  weapons  as 
well  as  missiles  with  ranges  in  excess  of  U.N.  restrictions.  If  left 
uncheck,  Iraq  probably  will  have  a  nuclear  weapon  during  this  dec- 
ade. 

Now  it  goes  on  also  to  say  that  we  judge — that  we  are  only  see- 
ing a  portion  of  Iraq's  WMD  efforts  owing  to  Baghdad's  vigorous 
denial  and  deception  efforts.  Now  I  am  concerned  and  I  would  like 
to  get  your  opinion  about  criticism  about  our  intelligence  efforts 
and  the  intelligence  community  as  a  whole,  which  is  doing  more 
than  simply  polarizing  collection  agency  versus  collection  agency 
and  polarizing  intelligence  individuals,  analysts  versus  operations 
in  there.  It  is  leading  to  an  atmosphere  in  my  view,  and  I  would 
like  to  get  your  opinion,  whether  it  is  leading  to  an  atmosphere  of 
risk  aversion  where  analysts  are  not  going  to  be  able  to  completely 
and  fully,  without  hesitation,  give  an  estimate  of  what  they  believe 
those  few  dots  that  we  are  able  to  collect  represent.  It  is  not  a 
question  of  connecting  dots,  as  I  hear  time  and  time  again. 
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Intelligence  is  the  art  of  collecting  dots.  And  the  fewer  dots  you 
have,  the  more  difficult  the  picture  is  to  draw.  So  risk  aversion  in 
our  intelligence  community  I  would  like  your  assessment  on. 

I  also  want  your  assessment,  in  your  candid  answer,  to  the  need 
of  a  preemptive  attack  policy  for  the  United  States.  And  if  you 
could  elaborate  on  the  need  for  a  preemptive  attack  policy  to  en- 
sure security. 

Finally,  one  change  that  no  one  wants  to  talk  about,  but  I  think 
it  is  important,  is  changing  the  international  institutional  belief 
that  innocent  nations  have  the  burden  of  proof  to  require,  or  to 
prove  that  a  nation  has  weapons  of  mass  destruction  versus  chang- 
ing that  burden  of  proof  to  ensuring  that  the  Nation  that  is  being 
alleged  has  the  burden  of  proof  to  show  that  it  has  no  weapons  of 
mass  destruction.  Those  three  questions,  gentlemen,  if  each  of  you 
could  take  a  brief  moment  and  answer  it,  I  would  be  grateful. 

Dr.  Carter.  Congressman,  may  I  volunteer  to  go  first  for  the  fol- 
lowing reason,  and  then  Mr.  Chairman,  if  I  could  beg  your  permis- 
sion. The  airlines  being  what  they  are,  I  need  to  excuse  myself.  I 
need  to  excuse  myself  shortly  after  this  answer.  Three  very  good 
questions,  and  I  hesitate  to  answer,  because  I  believe  you  are  a 
member  of  the  Intelligence  Committee,  so  you  are  more  familiar 
with  many  of  these  matters  than  I  am,  but  let  me  take  your  first 
and  third  together,  and  answer  your  first  and  third  by  sajdng 
something  I  said  in  my  written  statement  here,  which  is  that  we 
need  more  dots  in  the  weapons  of  mass  destruction  area.  And  yes, 
it  has  to  be  the  case  that  people  have  the  freedom  to  fill  in  what 
we  don't  know  as  best  they  can  in  an  intellectually  honest  and  rig- 
orous way. 

But  if  what  we  don't  know  is  so  large  in  comparison  to  what  we 
do  know,  no  amount  of  good  interpretation  is  going  to  lead  to  a 
good  result.  I  made  some  suggestions  about  how  to  improve  intel- 
ligence in  the  area  of  weapons  of  mass  destruction,  and  let  me  just 
say  what  they  are. 

The  first  is  some  avenues  of  technology,  which  happens  to  be  my 
field,  which  are  particularly  fruitful,  some  classified,  but  some  that 
can  be  referred  to  and  which  I  have  referred  to.  The  second  is  pre- 
cisely what  you  said.  We  need  greater — it  is  a  policy  issue,  not  a 
technology  issue.  We  need  to  shift  the  burden  from  those  who 
would  say  you  are  up  to  something  bad  to  those  who  might  be  up 
to  something  bad  to  show  they  are  clean. 

Related  to  that  is  greater  requirements  for  international  trans- 
parency around  the  world.  I  also  am  concerned  about  the  technical 
depth  of  the  intelligence  community  in  these  areas.  This  is  basi- 
cally technical  intelligence  and  I  think  we  need  to  worry  about  the 
technical  qualifications  of  the  workforce  and  their  links  to  the  larg- 
er outside  scientific  and  technological  effort. 

And  finally,  a  point  I  make  in  here,  which  I  think  is  also  terribly 
important  is  to  follow  the  lead  of  counterterrorism.  We  have  made 
counterterrorism  intelligence  more  actionable  in  the  last  few  years 
and  that  has  led  to  a  better  product.  People  working  in  intelligence 
problems  do  it  better.  Their  motivation  is  better  and  the  quality  of 
the  product  is  better.  I  saw  this  again  and  again  in  military  oper- 
ations. If  they  feel  that  they  are  just  not  making  papers  and  filling 
out  stop  light  charts  about  who  is  doing  bad  things,  but  that  their 
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assessments  are  harnessed  to  action,  and  as  we  get  a  kind  of  pro- 
liferation program  that  is  more  action-oriented,  Uke  our 
counterterrorism  program  has  become,  I  think,  the  quahty  of  the 
intelHgence  will  improve. 

Finally,  on  the  matter.  Congressman,  of  the  preemption  policy. 
As  I  said  in  my  statement,  I  think  preemption  is  a  necessary  tool. 
And  if  you  get  there,  you  have  to  use  it,  because  we  can't  tolerate 
being  attacked  first  by  weapons  of  mass  destruction.  And  so,  the 
best  defense  has  to  be  a  good  offense.  To  me  that  is  not  a  doctrine 
in  the  sense  that  it  is  your  first  resort  or  that  it  applies  to  many 
places.  To  me,  it  is  an  option,  but  it  is  an  option  you  have  to  recog- 
nize you  might  need  to  resort  to  in  the  particular  matter  of  weap- 
ons of  mass  destruction,  where  you  can't  tolerate  being  attacked 
first. 

So  it  came  as  my  last  of  my  eight  Ds  in  my  strategy,  and  it  is 
the  last  one  you  get  to.  But  anybody  who  says  that  we  can  sit  back 
when  weapons  of  mass  destruction  threats  are  imminent  and  wait, 
or  even  in  a  situation  of  uncertainty  wait,  I  think  is  imprudent. 
Not  a  doctrine,  not  a  policy,  an  option,  but  for  sure  an  option. 

Mr.  Weldon.  Thank  you,  Dr.  Carter.  We  appreciate  you  being 
with  us  and  I  know  you  have  to  leave.  We  are  going  to  proceed  to 
have  our  witnesses  answer  Mr.  Gibbons'  questions.  Mr.  Bartlett 
has  not  yet  asked  questions,  so  we  will  let  him  ask  and  then  we 
have  to  vacate  the  room  because  there  is  another  hearing  coming 
in.  So  we  will  be  out  of  here  within  ten  minutes  so  we  can  go  vote, 
a  series  of  two  votes  and  we  apologize  for  this  problem,  but  we  will 
submit  other  questions  for  the  record.  If  you  would  answer  them 
for  us,  I  would  appreciate  it.  Either  one  you  can  respond.  And  then 
following  your  answers,  Mr.  Bartlett,  any  questions  you  have. 

Dr.  WORTZEL.  Mr.  Gibbons,  you  asked  a  question  near  and  dear 
to  my  heart.  I  spent  25  years  as  an  Army  intelligence  officer.  I 
have  done  signals  intelligence  collection,  a  lot  of  years  in  human 
intelligence  collection  and  a  few  years  of  counterintelligence,  so  I 
have  been  out  there  in  that  community.  We  used  to  kid  around  in 
the  field  that  policy  is  made  in  spite  of  intelligence.  It  ought  to 
probably  be  made  informed  by  intelligence.  I  think  the  national  in- 
telligence estimates  system,  as  it  has  been  revised,  is  not  a  bad 
one.  I  mean,  it  is  still  community  opinion  of  the  lowest  common  de- 
nominator, but  there  is  room  in  there  for  real  dissenting  opinion 
by  specific  agencies  and  there  is  outside  review.  And  when  you  see 
those  estimates,  you  know  that  very  often,  you  will  see  dissenting 
outside  review. 

So  I  think  you  get  a  reasonably  fair  hearing  of  what  is  available. 
I  think  there  is  some  ability  within  the  different  agencies  for  people 
with  impunity,  without  fear  of  being  punished,  to  come  out  with 
dissenting  opinions  and  raise  them  and  have  them  registered.  The 
ombudsman  system  out  at  the  Central  Intelligence  Agency  (CIA)  is 
one  way  of  doing  that.  But  it  is  a  bureaucracy.  And  if  you  are  al- 
ways the  burr  under  the  saddle  as  a  career  bureaucrat,  at  some 
point  your  managers  are  going  to  say,  there  is  a  great  job  in  Alas- 
ka. One  of  the  finest  budget  analysts  I  have  ever  seen  on  the  Chi- 
nese military  budget  was  a  total  naysayer  and  got  sent  off;  you 
know,  go  to  Harvard  for  a  year. 
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When  you  are  done  there,  go  to  that  fellowship.  So  that  happens. 
And  that  is  what  I  think  begins  to  cause  really  good  policy  analysts 
to  say,  okay,  am  I  going  to  stay  at  GS-11  or  am  I  going  to  move 
ahead  to  a  GS-12.  Now,  I  think  that  the  intelligence  system  hasn't 
been  great.  I  mean,  they  couldn't — we  couldn't  as  a  nation  predict 
the  timing  of  the  Pakistani  and  Indian  nuclear  tests.  And  we  don't 
know  how  many  there  were.  We  didn't  know  exactly  where  they 
were  going  to  be. 

That  is  pretty  bad.  It  is  kind  of  inexcusable.  I  think  we  were  sur- 
prised by  how  far  ahead  Libya  was  and  that  is  a  problem  we 
watched  for  a  very  long  time.  I  think  that  from  the  standpoint  of 
congressional  oversight  on  the  committees,  I  think  the  Uniting  and 
Strengthening  America  by  Providing  Appropriate  Tools  Required  to 
Intercept  and  Obstruct  Terrorism  Act  of  2001  (PATRIOT)  Act  was 
a  very  good  thing  in  removing  some  of  the  restrictions  on  intel- 
ligence action  and  operations  when  it  concerns  domestic  security. 
And  there  is  a  decent  balance  that  was  put  in  there  on  ensuring 
civil  liberties  are  protected.  That  has  not  been  done — that  has  not 
been  done  for  foreign  intelligence  collection.  So  many  of  the  restric- 
tions that  were  put  on  the  intelligence  community  and  on  the  abil- 
ity to  operate — by  the  Church  Commission,  hadn't  been  lifted  for 
foreign  intelligence,  not  in  the  Director  of  Central  Intelligence 
(DCI)  directives  or  legislation. 

That  is  something  to  look  at.  If  I  were  king  for  a  day,  the  Direc- 
tor of  Central  Intelligence  would  not  be  the  Director  of  the  Central 
Intelligence  Agency.  We  would  have  a  National  Director  of  Central 
Intelligence  who  would  have  the  opportunity  to  make  judgments 
about  collection  objectives,  about  management  in  the  community 
and  the  apportionment  of  funds  within  the  community. 

And  it  would  be  a  DCI  that  rewards  success  and  penalizes  fail- 
ure. And  the  institutionalized  bureaucracy  and  the  need  to  worry 
about  the  rice  bowl  and  the  people  you  work  with  everyday,  I  think 
somehow  limits  what  the  CIA  director,  who  is  also  the  DCI,  may 
be  willing  to  do.  So  that  is  a  change  I  would  make. 

And  finally,  I  think  the  management  culture  in  the  system  has 
to  reward  a  certain  amount  of  risk  taking,  whether  it  is  in  conduct- 
ing unilateral  operations  or  in  certain  types  of  clandestine  activity. 

Now  with  respect  to  preemption,  I  think  the  operative  words  are 
imminent  threat,  certain  knowledge,  and  then  you  can  begin  to  act 
and  should  act.  And  the  other  principle  that  I  would  suggest  in  a 
policy  that  includes  preemption  as  an  option  is  that  covert  unilat- 
eral action,  if  you  are  not  getting  cooperation  from  a  third  country, 
particularly  a  third  country  that  is  a  base  for  terrorists,  has  to  be 
a  potential  option. 

Mr.  MiLHOLLIN.  I  think  these  three  questions  are  good  questions, 
but  they  are  difficult  to  answer.  I  will  take  the  last  one  first. 
Should  we  change  the  burden  of  proof  on  countries  to  prove  that 
they  are  not  harboring  weapons  of  mass  destruction?  I  think  in  a 
world — it  might  be  a  good  idea  theoretically,  but  in  a  world  we  live 
in,  I  think  it  is  probably  not  going  to  happen.  If  someone  alleges 
a  country  has  weapons  of  mass  destruction  and  the  country  takes 
the  official  position  that  it  doesn't,  then  the  burden  of  proof  is  going 
to  be  on  whomever  says  that  it  does  have  to  prove  that.  I  think  it 
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would  be  very  difficult  to  have  a  system  that  operates  the  other 
way,  maybe  because  my  bias  is  as  a  lawyer. 

If  the  question  is,  if  a  farmer  went  to  town,  the  person  who  usu- 
ally has  the  burden  of  proof  is — if  the  farmer  says,  I  never  went 
to  town,  how  does  the  farmer  prove  that?  The  person  normally  who 
has  the  burden  of  proof  is  the  person  who  alleges  that  the  farmer 
did  go  to  town.  You  have  a  problem  with  the  burden  of  proof  there. 

Second,  your  second  question  is,  when  do  we  need  a  preemptive 
attack  policy?  I  think  the  principal  emphasis  ought  to  be  on  the 
word  policy.  I  am  not  sure  that  such  a  policy  helps,  because  if  the 
United  States  is  going  to  go  to  war  with  somebody,  that  decision 
is  going  to  be  driven  by  the  events  of  the  moment  inevitably.  So 
having  a  policy  in  advance  that  says  you  are  going  to  do  it,  or  you 
are  not  going  to  do  it,  I  think  is  just  going  to  be  subject  to  whatever 
the  circumstances  really  are  and  how  imminent  you  think  the 
threat  is  at  the  time. 

So  having  such  a  policy,  I  am  not  sure  what  it  would  get  you. 
North  Korea  certainly  could  be  seen  as  an  imminent  threat.  It  is 
making  warhead  material.  It  has  announced  it  is  going  to  sell  the 
material,  or  could.  Iran  may  get  nuclear  weapons  capability  in  a 
year  or  so,  but  I  don't  hear  anybody  saying  we  are  going  to  go  to 
war  with  those  countries  any  time  soon.  Maybe  that  is  wrong. 
Maybe  they  will  change  their  mind.  But  if  we  do,  it  seems  it  will 
be  driven  by  events  on  the  ground,  something  that  happens.  So 
having  a  policy  in  advance,  again,  I  am  not  sure  it  tells  what  you 
what  we  are  going  to  do. 

Your  first  question  is,  are  we  demonizing  intelligence  services  by 
criticizing  them.  I  guess  I  agree  with  Mr.  Wortzel,  that  they 
haven't  been  doing  a  very  good  job  or  at  least  producing  what  we 
need.  Our  intelligence  services  missed  the  Iraqi  nuclear  program 
before  the  first  Gulf  War.  We  didn't  know  about  the  calutrons, 
which  were  the  most  important  part  of  the  program.  After  the  war, 
we  seemed  to  have  misapprehended  the  existence  of  actual  weapon 
agent  in  Iraq.  So  a  critic  of  our  intelligence  system  says  we  missed 
it  twice  in  Iraq;  it  is  true  we  didn't  know  about,  didn't  anticipate 
the  Indian  and  Pakistani  nuclear  tests  in  1998. 

We  just  need  to  do  better.  I  am  not  saying  it  is  not  an  easy  tar- 
get. Prohferation  is  difficult.  It  is  not  an  easy  thing  to  ferret  out. 
For  our  policies  to  be  successful,  we  have  to  do  a  better  job.  And 
I  think  that  the  intelligence  agencies  are  just  going  to  inevitably 
get  criticized  if  they  don't  produce  better  results.  And  it  may  be 
that  the  result  will  be  that  risk  aversion  is  created  or  not,  but  I 
don't  think  we  are  going  to  be  in  a  position  so  we  can  avoid  making 
criticism.  I  just  don't  think  that  is  going  to  happen.  I  think  they 
are  going  to  continue  to  be  criticized. 

Mr.  Weldon.  Gentlemen,  I  want  to  thank  you  both,  and  I  apolo- 
gize for  this  abrupt  ending.  As  we  go  to  vote,  we  have  two  minutes 
left.  But  we  appreciate  the  excellent  work  you  are  doing.  I  particu- 
larly read  all  the  material  you  put  out  and  it  helps  me,  as  a  mem- 
ber of  this  committee,  understand  what  is  going  on.  Your  work  is 
very  valuable,  we  appreciate  that  and  thank  you  for  not  just  for 
being  here,  but  more  importantly,  for  the  ongoing  work  you  do  for 
the  country  and  for  the  proliferation — better  understanding  of  pro- 
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liferation  around  the  world.  And  any  follow-up  questions,  we  will 
give  you  for  the  record.  This  hearing  now  stands  adjourned. 
[Whereupon,  at  12:15  p.m.,  the  committee  was  adjourned.] 
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OPENING  REMARKS  OF  CHAIRMAN  HUNTER 

Hearing  on  Combating  tbe  Proliferation  of 
Weapons  of  Mass  Destruction 

March  17,  2004 

This  morning  the  committee  meets  to  examine  what  steps 
that  the  United  States  should  take  to  combat  the  spread  of  weapons 
of  mass  destruction.  Our  witnesses  are: 


Gary  Miihollin 

Director 

Wisconsin  Project  on  Nuclear  Arms  Control 

Dr.  Larry  Wortzel 

Vice  President  and  Director 

The  Heritage  Foundation  Davis  Institute  for 

International  Policy  Studies 

Honorable  Ashton  B.  Carter 
Director,  Preventive  Defense  Project 
Harvard  University 


Welcome  to  the  Committee  gentlemen.  We  all  look  forward 
to  your  testimony  and  appreciate  your  willingness  to  appear  before 
the  committee. 
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Since  September  1 1,  the  Administration  has  identified  the 
nexus  of  terrorism  and  weapons  of  mass  destruction  as  they  key 
threat  facing  this  country  in  the  21"  century.  That  threat  arises 
from  the  intersection  of  two  trends.  First,  terrorists  are 
increasingly  ambitious  in  their  tactics,  seeking  ever-higher  number 
of  casualties  to  dramatize  their  cause.  Second,  technology  and 
globalization  are  making  it  easier  for  weak  states  and  terrorist 
groups  to  acquire  the  means  of  inflicting  mass  casualties. 

Therefore,  the  question  before  us  is:  what  should  we  do  as  a 
nation  to  prevent  these  two  trends  from  resulting  in  a  horrendous 
attack  on  innocent  men,  women,  and  children? 

For  a  long  time,  this  committee  has  focused  its  efforts  on  the 
Cooperative  Threat  Reduction  and  Nuclear  Nonproliferation 
programs  of  the  Departments  of  Defense  and  Energy.  While  those 
programs  have  a  role  to  play,  the  country  needs  an  approach  that 
employs  every  tool  at  its  disposal. 
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The  administration  has  developed  just  such  a  comprehensive 
strategy.  Announced  in  December,  2002,  it  has  three  pillars: 

•  counterproliferation  to  deter  and  defense  against  the  use  of 
weapons  of  mass  destruction; 

•  strengthening  nonproliferation  regimes  to  prevent  their 
spread;  and  '  ''  '- 

•  consequence  management  to  respond  to  their  use. 

Almost  immediately,  the  administration  began  fleshing  out  that 
strategy.  It  initiated  multi-pronged  diplomatic  initiatives  to 
constrain  the  North  Korean  and  Iranian  nuclear  programs.  It  took 
action  to  eliminate  a  regime  with  a  history  of  using  chemical 
weapons.  It  brought  initiatives  before  the  United  Nations  calling 
on  states  to  improve  their  domestic  controls  on  exports  of  sensitive 
technologies;  and,  it  sought  to  criminalize  the  international 
trafficking  in  weapons  of  mass  destruction  and  their  technologies. 
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Finally,  it  launched  the  multilateral  proliferation  security  initiative 
to  increase  international  cooperation  and  interdict  shipments  of  c 
weapons  of  mass  destruction  and  associated  technologies. 

Clearly,  the  increased  attention  to  weapons  of  mass 
destruction  got  the  attention  of  some  traditional  rogue  states.  This 
winter,  Libya  renounced  its  pursuit  of  weapons  of  mass  destruction 
and  began  cooperating  with  American  and  British  personnel  to  end 
its  nuclear  and  chemical  weapons  capabilities.  Facing  American 
diplomatic  and  economic  pressure,  backed  by  a  willingness  to  use 
military  might  against  rogue  dictators,  Khadafi  realized  that  his 
country  would  be  safer,  and  more  prosperous,  if  it  gave  up  its 
WMD  programs.  With  Libya's  decision  to  begin  the  process  of 
rejoining  the  civilized  world,  the  Bush  Administration's  strategy  is 
paying  off,  resulting  in  a  safer  planet,  and  a  safer  United  States. 

Success  in  Libya  proves  that  our  strategy  must  be       -      < 
comprehensive  and  combine  diplomatic,  political,  economic,  and 
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military  means  to  combat  the  spread  of  weapons  of  mass 
destruction.  However,  while  the  progress  in  Libya  is  an 
encouraging  first  step,  we  still  face  monumental  challenges  in 
applying  every  policy  tool  at  our  disposal  if  we  are  to  succeed  in 
denying  this  dangerous  capability  to  our  adversaries. 

I  look  forward  to  hearing  our  witnesses'  thoughts  on  where 
we  are  today  in  this  effort  as  well  as  what  further  steps  should  be 
taken  to  achieve  this  goal.  < 

But  first,  let  me  recognize  the  committee's  ranking 
Democrat,  Mr.  Skelton,  for  any  remarks  he  may  wish  to  make. 

The  entirety  of  our  witnesses'  prepared  statements  will  be 
entered  into  the  record. 


Mr.  MilhoUin,  the  floor  is  yours. 


r  ,■     -■  ~.'i  :  ■\i 
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Opening  Statement  for  The  Honorable  Ike  Skelton  (D-MO),  Full 
Committee  Hearing  on  Combating  the  Proliferation  of  Weapons  of 

Mass  Destruction 
March  17,  2004 


Thank  you,  Mr.  Chairman.  I'd  like  to  welcome  the  witnesses — Dr. 
Carter  and  Dr.  Milhollin,  welcome  back,  and  Dr.  Wortzel,  thank  you  for 
joining  us. 

Mr.  Chairman,  I  commend  you  for  holding  this  hearing  on  an 
important  topic.  The  proliferation  of  weapons  of  mass  destruction  is  a 
critical  challenge  to  our  national  security.  The  challenges  in  this  area 
dominate  the  headlines — from  the  question  of  Iraq's  missing  weapons; 
to  the  network  run  by  A.Q.  Khan  that  seems  to  have  spread  nuclear 
knowledge  to  several  regions;  to  Libya's  recent  decision  to  give  up  its 
weapons;  to  the  ongoing  potential  dangers  posed  by  North  Korea  and 
Iran. 

It  is  clear  that  our  security  depends  on  figuring  out  how  to  deal 
with  these  challenges.  It  is  also  clear  that  dealing  with  them  successfully 
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will  require  a  multifaceted  strategy.  Some  elements  of  this  strategy  like 
the  Nunn-Lugar  programs  have  a  decade  of  achievement  under  their 
belt.  This  committee  showed  our  confidence  in  these  programs  last  year 
by  voting  to  expand  their  authority  to  take  some  actions  beyond  the 
former  Soviet  Union.  The  administration's  new  Proliferation  Security 
Initiative  is  bringing  together  new  partners  to  share  intelligence  and 
interdict  weapons  when  nonproliferation  fails — a  critical  component  of 
any  strategy. 

The  President's  recent  speech  on  combating  proliferation  laid  out 
excellent  goals,  but  to  be  effective  these  goals  must  be  matched  by 
sustained  action.  Effective  nonproliferation  programs  must  be  expanded 
and  diplomacy  must  be  consistent  to  ensure  that  our  allies  and  friends 
are  with  us  in  this  cause. 

I  hope  the  witnesses  will  address  what  programs  should  be 
expanded  and  what  we  need  to  do  next  to  build  an  effective  strategy. 
Thank  you,  Mr.  Chairman. 
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Mr.  Chairman  and  Members  of  the  Armed  Services  Committee,  thank  you  for 
inviting  me  to  appear  before  you  today.  Today  I  would  like  to  step  back  a  bit  and  look 
beyond  today's  proliferation  hotspots  -  North  Korea,  Iran,  the  A.Q.  Khan  network,  the 
"missing"  \VMD  in  Iraq  -  to  the  underlying  policies  and  programs  of  the  United  States 
for  counterproliferation  (CP).  I  was  deeply  involved  in  launching  the  Pentagon's  CP 
Initiative  almost  ten  years  ago,  when  there  were  few  of  us  hawks  on  this  subject.  The 
way  you  have  framed  this  hearing  is  a  reminder  that  dealing  with  the  so-called  "rogues," 
though  vitally  important,  is  not  the  totality  of  the  CP  policy  we  need. 

No  Silver  Bullets:  A  Comprehensive  .Approach  to  Counterproliferation 

A  clear  indication  that  our  approach  to  countering  proliferation  should  not  begin 
and  end  with  the  rogues  is  that  most  of  the  nearly  200  nations  on  earth  have  not,  m  fact, 
resorted  to  weapons  of  mass  destmction  (WMD).  There  are  but  a  few-  rogues,  fortunately. 
In  one  of  Arthur  Conan  Doyle's  famous  novels,  Sherlock  Holmes  sees  a  vital  clue  in  the 
fact  that  a  dog  at  the  scene  of  the  crime  did  not  bark.  In  a  similar  way,  we  should  see  a 
clue  to  one  aspect  of  a  successful  CP  policy  m  the  fact  that  such  countries  as  Germany, 
Japan,  Turkey,  South  Korea,  and  Taiwan  have  not  resorted  to  WMD.  They  have  not 
because  they  were  dissuaded  from  doing  so  by  a  stable  alliance  relationship  with  the 
United  States  that  offered  better  security  for  them  than  WMD.  This  is  something  the 
United  States  has  been  doing  right  and  should  keep  doing  right;  later  I  will  return  to  this 
point,  because  I  have  some  concerns  about  the  health  of  our  alliances  and  partnerships. 

Other  nations  have  foregone  WMD  as  part  of  a  disarmament  agreement  like  the    . 
Nuclear  Nonproliferation  Treaty  that  ensures  them  that  if  they  forego  WTVID,  their 
neighbors  will  also.  If  disannament  regimes  can  be  strengthened  and  updated  so  they 
offer  credible  protection,  they  too  can  play  a  vital  role  in  CP. 
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When  dissuasion  and  disarmament  fail  and  a  nation  heads  down  the  road  to  WMD 
acquisition,  focused  diplomacy  by  the  United  States  can  sometime  reverse  its  course. 
Recent  decades  give  many  examples:  Ukrame,  Kazakhstan,  and  Belaiiis  after  the 
collapse  of  the  Soviet  Union;  South  Korea  and  Taiwan  in  the  1980s;  Argentina  and  Brazil 
in  the  1 990s;  perhaps  Libya  in  recent  years. 

Some  pioliferators  cannot  be  turned  back.  At  that  point  our  approach  must  be  to 
deny  them  the  means  to  make  WMD:  keeping  the  worst  weapons  out  of  the  hands  of  the 
worst  people,  to  paraphrase  President  Bush.  Export  controls,  covert  action,  the  new 
Proliferation  Security  Initiative  (PSI),  and  the  highly  successful  Nunn-Lugar  program  all 
contribute  to  the  strategy  of  denial. 

Sometimes  dissuasion,  disannament,  diplomacy,  and  denial  don't  work,  and 
despite  our  best  efforts  proliferation  occurs.  It  was  important  to  me  during  the  time  I 
served  in  the  Defense  Department  that  U.S.  efforts  to  counter  WMD  not  end  when 
nonproliferation  had  failed,  and  that  is  one  reason  we  coined  the  word 
"counterproliferation".    At  that  point  we  need  to  offer  protection  to  our  forces,  people, 
and  allies  against  use  of  WMD.  Elimination  of  hair-trigger  alert  postures,  improved 
permissive  action  link  (PAL)  type  technology,  and  other  defusing  measures  can  reduce 
the  chances  of  accidental  or  unauthorized  use  of  WMD  -  from  Russia,  for  example,  or 
between  India  and  Pakistan.  With  respect  to  deliberate  use,  the  LInited  States  should 
continue  its  current  policy  of  threatening  "overwhelming  and  devastating"  retaliation 
against  anyone  who  uses  nuclear,  chemical,  or  biological  weapons  against  us,  since  in  at 
least  some  cases  deterrence  might  he  effective.  Where  deterrence  fails,  defenses  - 
ranging  from  chemical  suits,  inhalation  masks,  and  vaccines  to  ballistic  missile  defense 
(BMD)  -  are  needed.  Finally,  where  the  risk  of  use  of  WMD  is  imminent,  preemptive 
destruction  of  hostile  WMD  might  be  a  necessary  last  resort. 

Mr.  Chainnan  and  Members  of  the  Committee:  dissuasion,  disannament, 
diplomacy,  denial,  defusing,  deterrence,  defenses,  destruction  -  what  the  Department  of 
Defense  calls  the  "8  D's,"  are  the  tools  of  a  comprehensive  counterproliferation  policy. 
Besides  being  an  easy  jog  to  the  memory,  the  8  D's  are  a  reminder  that  there  is  no  silver 
bullet  for  counterproliferation  -  not  preemption  (destruction),  not  arms  control 
(disannament),  nor  any  other  single  tool.  From  listening  to  the  public  debate  one  might 
come  to  believe  that  one  of  these  tools  holds  the  key  to  protection  against  proliferation. 
But  the  dynamics  driving  proliferation  in  different  countries  are  different  enough  that  no 
single  label  or  doctrine  can  cover  them  all.  One  might  also  infer  from  the  public  debate    • 
that  the  8  D's  are  competing,  alternative  "doctrines."  In  fact  we  need  tliem  all. 

Ingredients  of  a  Needed  Overhaul  of  Counterproliferation 

Today  a  CP  "hawk"  should  be  trying  to  strengthen  all  tools  in  the  toolbox  -  all  8 
D's.  Many  of  them  are  in  need  of  fundamental  overhaul.  One  problem  is  that  some  date 
to  the  Cold  War,  when  counterproliferation  was  a  "B  list"  problem  compared  to  the  "A 
list"  confrontation  with  the  Soviet  Union.  Another  problem  is  that  we  have  not  heeded  a 
lesson  of  the  attacks  of  9/11:  counterproliferation  and  counterterrorism  are  inseparable  in 
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the  21*'  century.  We  must  be  concerned  not  only  about  what  Kim  Jong  II  might  do  with 
nuclear  weapons  he  obtains  from  the  plutonium  he  is  reprocessmg,  but  also  about  the 
other  hands  into  which  North  Korea's  nukes  might  some  day  fall  -  either  through  sale  or 
in  the  chaos  of  a  collapse  of  the  North  Korean  regime.  The  half-life  of  plutonium  239  is 
24,400  years;  surely  the  North  Korean  regime  will  not  last  that  long.  Today's 
proliferation  threat  is  tomorrow's  catastrophic  teirorism  threat.  V,Tio  among  us  would  not 
give  a  great  deal  now  to  return  to  the  1980s  and  stop  the  Pakistani  nuclear  program, 
which  might  be  "talibanized"  sometime  m  the  future  -  truly  a  nightmare  scenario? 

9/1 1  should  have  caused  us  to  overhaul  our  approach  to  counteiproliferation  as 
fundamentally  as  our  approach  to  counterteirorism.     But  so  far  the  "worst  people"  have 
gotten  more  attention  than  the  "worst  weapons." 

The  counterproliferation  hawk's  agenda  would  have  seven  priorities,  which 
together  cover  all  of  the  "8  D's." 

1 .  Strengthen  alliances  and  partnerships.  I  indicated  earlier  that  the  prospect  of 
being  embedded  in  a  stable  security  relationship  with  the  United  States  has  been  critical 
to  preventing  proliferation  in  such  countries  as  South  Korea,  Turkey,  Taiwan,  and 
Ukraine.  This  underappreciated  benefit  of  America's  security  partnerships  is  another 
reason  to  avoid  the  temptation  to  make  a  virtue  of  an  Iraq  war  necessity,  the  so-called 
"coalition  of  the  willing."  Compared  to  standing  partnerships  and  alliances,  such 
coalitions  do  not  ser\'e  U.S.  interests  well.  Alliance  partners  train  together  to 
interoperate,  so  when  they  go  to  war  they  are  not  only  willing  but  able  to  make  a 
contribution  to  combined  operations.  Alliance  partners  routinely  exchange  threat 
assessments,  making  them  more  likely  -  not  certain,  to  be  sure,  but  more  likely  -  to  share 
our  view  when  we  believe  use  of  force  is  necessary.  And  finally,  alliance  partners  stably 
tied  to  the  U.S.  for  their  defense  are  unlikely  to  adopt  a  drastic,  purely  national  approach 
to  their  defense  like  acquisition  of  WTMD.  For  all  these  reasons,  we  should  reject  the 
notion  that  the  United  States  can  operate  effectively  through  "coalitions  of  the  willing" 
and  use  that  concept  only  as  a  last  resort  when  we  have  no  success  in  leading  our  allies  in 
our  direction. 

2.  Expand  the  scale  and  scope  of  Nunn-Lugar.    Nunn-Lugar  is  now  recognized  to 
be  not  just  a  DOD  program  focused  on  the  fonner  Soviet  Union,  the  way  it  began  a  dozen 
years  ago.  but  a  novel  approach  to  eliminating  WMD  of  wide  applicability.  At  the  time 
the  United  States  formed  a  coalition  against  al  Qaeda  after  9/1 1,  it  should  have  formed  a 
parallel  coalition  against  'WMD  based  on  the  Nunn-Lugar  approach.  In  fact,  such  a 
Coalition  Against  WMD  Terrorism  was  proposed  at  the  time  by  none  other  than  Senators 
Lugar  and  Nunn.  The  United  States  missed  a  major  opportunity  to  transform 
counterproliferation  while  it  had  the  attention  and  sympathies  of  the  world. 

It  is  not  too  late  to  expand  the  scale  and  scope  of  Nunn-Lugar.  The  expansion 
would  plan  for  and  fund;  the  final  and  complete  safeguarding  of  all  former  Soviet  fissile 
materials,  in  weapons  and  non-weapons  forms;  bolder  inroads  into  former  Soviet 
biological  and  chemical  stockpiles  and  facilities;  collection  of  all  significant  caches  of    •. 
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highly  enriched  uranium  worldwide,  eliminating  these  "sleeper  cells"  of  nuclear 
terrorism;  complete  and  verifiable  elimination  of  WMD  programs  in  Iraq,  Libya,  Iran, 
and  North  Korea  as  and  when  circumstances  permit;  promulgation  and  adoption  of 
world-class  standards  for  inventory  control,  safety,  and  security  for  all  weapons  and 
weapons-usable  materials;  strengthening  border  and  export  controls;  and  devising 
cooperative  international  responses  (NEST  teams,  radiological  public  health  measures, 
forensics,  and  so  on)  in  the  event  of  an  incident  of  nuclear  terrorism. 

Nunn-Lugar  is  much  praised  but  little  funded  in  Washington  and  other  capitals. 
Here  in  Washington  there  are  tenacious  opponents  in  Congiess  and  even  in  the 
administration  -  two  and  a  half  years  after  9/1 1  's  unmistakable  wake-up  call,  and  despite 
the  fact  that  President  Bush  has  voiced  his  support  for  the  program. 

3.  Update  and  upgrade  the  Nuclear  Nonproliferation  Treaty.  The  NPT  is 
sometimes  disparaged  because,  it  is  said,  the  "bad  guys"  can  ignore  it  with  impunity 
(since  it  has  inadequate  verification  and  enforcement  provisions)  and  the  "good  guys" 
would  be  good  with  or  without  an  agreement.  This  contention  is  wrong  for  two  reasons. 

First,  the  world  does  not  divide  neatly  into  "good  guys"  and  "bad  guys"  in  regard 
to  proliferation  behavior:  there  is  a  substantial  "in-between"  category.  This  group  has 
been  represented  over  time  by  Ukraine,  Kazakhstan,  and  Belarus  (which  chose  to  forsake 
the  nuclear  weapons  they  inherited  from  the  Soviet  Union);  Argentina  and  Brazil  (which 
mutually  agreed  to  give  up  nuclear  their  nuclear  programs);  Taiwan  and  South  Korea 
(which  chose  U.S.  protection  over  nuclear  weapons);  and  South  .\frica  (which  changed 
regimes  and  thus  its  sense  of  external  threat).  In  all  these  cases,  the  allure  of  greater 
international  acceptance  if  they  abandoned  their  nuclear  ambitions  and  signed  the  NPT 
was  one  of  the  deciding  factors. 

Secondly,  it  is  important  to  note  that  agreements  like  the  NPT  are,  in  fact,  useful 
even  in  dealing  with  the  "bad  guys,"  in  an  indirect  way.  When  it  becomes  necessary  for 
the  United  States  to  lead  action  against  the  rogues,  the  international  consensus  against 
WMD  embodied  in  arms  control  agreements  provides  a  framework  for  the  United  States 
to  marshal  the  support  of  other  nations. 

While  the  NPT  has  great  value  in  its  current  form,  its  provisions  can  and  should 
be  strengthened.  One  problem  is  that  the  concept  of  a  so-called  "peaceful  atom,"  dating 
to  the  1960s  when  the  NPT  was  negotiated,  constitutes  a  huge  loophole  in  the  regime  that 
must  be  closed.  .A.  short  time  ago,  the  New  York  Times  published  an  op-ed  authored  by 
William  J.  Perry,  Brent  Scowcroft,  .'Vmold  Kanter,  and  myself  proposing  a  way  to  plug 
this  loophole.  I  have  attached  that  op-ed  to  this  statement.  My  co-authors  testified  with 
me  before  the  Senate  Armed  Services  Committee,  and  we  elaborated  our 
recommendation  for  this  policy  change  at  that  time.  I  was  pleased  that  President  Bush 
included  this  concept  in  bis  recent  speech  at  National  Defense  University,  and  I  hope  he 
follows  up  vigorously  to  implement  it.  A  second  problem  with  the  NPT  is  the 
weaknesses  of  its  verification  and  enforcement  provisions,  which  also  need  to  be 
addressed. 
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Arms  control  plays  a  limited  role  in  the  counterproliferation  toolbox.  But  in  this 
it  is  not  different  from  all  the  other  tools.  Each  tool  has  its  limitations,  but  also  its  place. 
The  United  States  should  be  taking  the  lead  in  fixing  the  NPT,  not  in  disparaging  it. 

4.  Make  counterproliferation  an  integral  part  of  Pentagon  Transformation.  In  the 
1990s  the  term  "counteiproliferation"  was  coined  in  the  Pentagon  to  signify  that 
contending  with  WTvlD  was  an  important  DOD  mission  m  the  post-Cold  War  world.  A 
number  of  counterproliferation  programs  were  created  within  DOD  to  tr>'  to  focus 
research,  development,  and  acquisition  on  producing  non-nuclear  counters  to  WTvID  on 
the  battlefield.  Nuclear  retaliation  for  use  of  WMD  against  U.S.  troops  was  always  an 
option,  but  not  all  opponents  will  necessarily  be  deterred  in  this  way,  and  in  the  event  of 
WMD  use  against  us  the  President  deserves  better  options  than  firing  U.S.  nuclear 
weapons. 

Over  time,  the  counterproliferation  programs  were  expanded  to  protecting  rear 
areas  -  ports  and  airfields  in  the  theater  of  war  -  against  chemical  and  biological  weapons 
attack.  Subsequently,  the  technologies  for  protecting  allied  rear  areas  were  recognized  to 
be  applicable  to  protection  of  the  U.S.  homeland  from  WMD  attack.  Thus,  by  9/1 1,  DOD 
was  recognized  as  the  lead  agency  in  the  federal  government  for  developing  and  fielding 
technology  for  countering  WMD  wielded  by  both  state  and  non-state  actors,  both  on 
foreign  battlefields  and  on  U.S.  territoi^.  Examples  of  counterproliferation  programs, 
both  research  and  acquisition,  were  chemical  and  biological  warning  sensors,  improved 
vaccines  against  bioattack,  individual  and  collective  protective  coverings,  special 
munitions  for  attacking  and  neutralizing  enemy  WMD,  radiochemical  forensics,  and 
active  defenses  such  as  ballistic  missile  defense. 

Today  the  Pentagon  is  quite  rightly  devoting  a  portion  of  its  growing  budget  to 
"transfoiming"  the  military  to  anticipate  future  threats  and  field  dramatically  new 
technologies.  But  the  core  of  the  effort  remains  long-range  precision  strike,  close 
integration  of  intelligence  information  with  operations,  and  closer  working  of  Army, 
Navy,  and  Air  Force  units  together  in  "joint"  operations.  These  worthy  transformation 
goals  for  conventional  warfare  have  not  been  matched  by  any  comparable  counter- WMD 
emphasis.  DOD's  counterproliferation  programs  remain  small  and  scattered  among  the 
Services,  OSD,  "joint"  program  offices,  and  the  Defense  Threat  Reduction  Agency. 
Excluding  missile  defense,  these  programs  amount  to  only  a  few  billion  out  of  the  S400 
billion  defense  budget,  far  too  small  a  fraction  given  the  importance  of  the  mission. 
Counterproliferation  needs  more  resources  and  a  clearer  management  structure  in  DOD. 

5.  Increase  focus  on  WMD  terrorism  within  the  Homeland  Security  program.  A 
similar  observation  can  be  made  about  the  priority  given  to  WMD  in  the  new  homeland 
security  agencies  and  budget.  If  the  worst  kind  of  terrorism  imaginable  is  WMD 
terrorism,  why  is  so  small  a  fraction  of  the  new  homeland  security  program  devoted  to 
innovative  efforts  to  prevent  and  respond  to  WMD  terrorism? 
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6.  Weigh  carefully  the  pros  and  cons  of  further  innovations  in  the  U.S.  nuclear 
arsenal.    An  important  question  for  counterproliferation  is  whether  or  not  U.S. 
deployments  and  doctrine  for  its  own  nuclear  arsenal  influence  the  spread  of  WMD 
elsewhere  in  the  world.  For  the  most  part,  the  influence  is  marginal,  both  pro  and  con. 

It  is  unlikely  that  Pyongyang's  or  Teheran's  calculations,  let  alone  al  Qaeda's,  are 
significantly  dependent  on  whether  the  United  States  has  6000,  3500,  or  2200  deployed 
strategic  weapons  (these  are  the  numbers  permitted  under  the  last  three  rounds  of  U.S.- 
Russian nuclear  anns  control),  retains  tactical  nuclear  weapons  deployed  in  Europe, 
researches  or  develops  earth-peneUating  or  other  new  types  of  nuclear  weapons,  or  has  a 
doctrine  that  either  threatens  or  foreswears  nuclear  retaliation  if  chemical  or  biological 
weapons  are  used  against  the  U.S.  or  its  allies. 

On  the  other  hand,  countering  North  Korean  and  Iranian  WMD  ambitions  can  be 
assisted  with  the  support  of  other  nations.  Defeating  al  Qaeda  absolutely  depends  upon 
cooperation  by  foreign  governments  in  intelligence  and  law  enforcement;  in  this  area  a 
unilateral  option  is  not  available.  International  support  for  these  U.S. -led  efforts  against 
WMD  is  influenced,  again  perhaps  only  at  the  margin,  by  U.S.  nuclear  policy.  To  the 
extent  that  the  United  States  suggests  a  growing  reliance  of  its  own  on  nuclear  weapons 
for  security,  it  makes  the  job  of  marshaling  international  cooperation  in  a  coalition 
against  WMD  terrorism  or  an  overhaul  of  WMD  arms  control  more  difficult. 

Also,  as  described  previously,  we  need  to  woit>'  not  only  about  the  "rogues"  but 
about  the  "in-betweens."  Their  decisions  about  nuclear  weapons  are  probably  more 
strongly  influenced  by  their  perception  of  the  nuclear  "order"  that  we  represent  and  lead, 
and  that  is  reflected  in  our  own  conduct. 

The  fear  that  the  United  States  would  or  could  use  nuclear  weapons  is  a  deterrent 
against  use  of  WMD  by  proliferating  governments,  and  a  means  of  destroying  WMD 
before  it  can  be  used  against  us.  But  the  United  States  has  another  tool  of  deteirence  and 
destruction  besides  nuclear  weapons  -  its  unmatched  conventional  military  power. 
Terrorists,  for  their  part,  are  likely  not  deterred  by  threats  of  punishment  at  all. 

The  marginal  costs  of  emphasizing  the  role  of  U.S.  nuclear  weapons  in  its  own 
security  should  therefore  be  weighed  against  the  marginal  benefits  of  modification  of  the 
U.S.  nuclear  posture  to  strengthen  our  capabilities  for  deterrence  and  destruction. 
Recently  the  United  States  has  embarked  on  three  changes  that  do  not  meet  this  test. 

One  adjustment  has  been  to  combine  nuclear  weapons,  missile  defenses,  and 
long-range  conventional  weapons  into  a  "new  Triad,"  replacing  the  traditional  nuclear 
"Triad"  of  land-based  missiles,  submarine-based  missiles,  and  strategic  bombers.  This 
construct  accomplishes  little  in  practice,  but  it  has  the  detnmental  and  misleading  effect 
of  suggesting  to  the  outside  world  that  U.S.  presidents  will  regard  use  of  nuclear  weapons 
and  use  of  conventional  weapons  as  differing  only  in  degree  rather  than  in  kind. 
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Another  change  with  httle  obvious  benefit  is  to  accelerate  the  scliedule  for  the 
resumption  of  underground  nuclear  testing.  The  new  schedule  allows  weapons  scientists 
to  test  at  the  earliest  time  they  can  be  ready  to  gather  useful  data  from  the  detonation. 
Given  the  stakes  involved,  the  primary  driver  of  the  schedule  for  resuming  underground 
testing  should  be  militaiy  necessity,  and  on  this  score,  the  case  for  the  change  has  not 
been  made. 

The  third  imponant  modification  is  to  embark  on  research  and  development  of  a 
new  tjpe  of  earth-penetrating  nuclear  warhead,  ostensibly  to  destroy  deeply  buried  WMD 
facilities.  Again,  the  military  rationale  for  this  move  is  not  strong,  since  the  United  States 
already  has  earth-penetrating  nuclear  weapons  and  the  focus  on  munitions  begs  the  larger 
question  of  finding  such  targets  in  the  first  place.  The  political  enormity  (and  much  of 
the  fallout  contamination)  of  a  decision  to  cross  the  nuclear  divide  would  not  be  much 
reduced  by  changing  the  design  of  the  nuclear  weapon.  The  benefit  of  this  innovation  in 
U.S.  nuclear  programs  is  therefore  modest. 

The  optimal  U.S.  military  strategy  would  be  to  seek  to  widen  and  prolong  the 
huge  gap  between  U.S.  conventional  military  capabilities  and  those  of  any  other  nation, 
to  strengthen  DOD's  counteiproliferation  programs  to  give  the  President  better  non- 
nuclear  counters  to  WMD,  and  to  use  transformational  technology  to  narrow  rather  than 
widen  the  range  of  circumstances  in  which  this  nation  would  have  to  resort  to  use  of 
nuclear  weapons. 

7.  Overhaul  WMD  Intelligence:  The  Specter  of  Policymaking  in  the  Dark.  No 
policy  tool  -  neither  preemptive  destruction,  nor  disarmament  amis  control,  nor  missile 
defense,  nor  denial  ~  can  be  effective  if  the  existence  and  nature  of  WMD  efforts  is 
unknown  or  imprecise. 

Secretary  of  Defense  Donald  Rumsfeld  became  convinced  in  the  course  of  his 
work  on  ballistic  missile  proliferation  before  he  took  office  that  adequate  intelligence  on 
WMD  programs  is  unlikely  to  be  present  in  most  cases.  Given  the  stakes,  he  concluded, 
the  U.S.  must  assume  the  worst  m  formulating  its  policy  responses.  This  logic, 
encapsulated  in  the  maxim  "absence  of  evidence  [of  WMD]  is  not  evidence  of  absence," 
was  the  main  intellectual  argument  in  the  Rumsfeld  Commission  report  leading  to  the 
deployment  of  a  National  Missile  Defense.  According  to  this  ma.\im,  intelligence 
regarding  the  timetable  for  the  development  of  an  intercontinental  ballistic  missile  threat 
originating  in  Iran  or  North  Korea  was  uncertain  enough  that  it  was  deemed  impradent 
for  the  United  States  merely  to  be  prepared  to  deploy  a  missile  defense  within  a  few  years 
(the  Clinton  administration  policy),  but  instead  necessary  to  undertake  deployment 
immediately. 

I  myself  applied  the  same  logic  to  the  need  for  a  preemptive  war  in  Iraq.  I 
believed  it  was  safer  to  assume  Saddam  Hussein  was  tr>'ing  to  fulfill  his  long- 
demonstrated  quest  for  WMD  than  to  interpret  the  scanty  intelligence  available  as 
evidence  of  a  scant>-  WMD  program.  I  still  believe  my  judgment  to  support  the  invasion 
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of  Iraq  was  sound  on  the  basis  of  the  information  available  at  the  time.  But  we  now 
know  that  the  overall  picture  that  information  painted  was  incorrect. 

The  matter  of  pre-war  intelligence  on  Iraq's  WMD  is  the  subject  of  several 
ongoing  inquiries,  and  my  purpose  in  raising  it  is  not  to  anticipate  their  results  but  to 
point  to  the  larger  issue  of  how  to  improve  WMD  intelligence  in  general. 

\\1VfD  activities  are  inherently  difficult  to  monitor.  It  is  comparatively  easy  to 
monitor  the  size  and  disposition  of  armies,  the  numbers  and  types  of  conventional 
weaponty  like  tanks  and  aircraft,  and  even  the  operational  doctrines  and  plans  of  military 
establishments  (since  these  generally  need  to  be  rehearsed  to  be  effective,  and  exercises 
and  traming  can  be  monitored).  By  their  nature,  WMD  concentrate  destructive  power  m 
small  packages  and  tight  gi-oups.  Both  the  manufacturing  of  chemical  and  above  all 
biological  weapons  can  take  place  in  small-scale  facilities.  The  plutonium  route  to 
nuclear  weapons  requires  reactors  and  reprocessing  facilities  that  aie  large  and  relatively 
conspicuous,  but  the  uranium  route  can  be  pursued  in  facilities  that  are  modest  in  size  and 
lack  distinctive  tell-tale  external  features. 

A  profound  question  bearing  upon  all  of  the  8  D's  is  therefore  whether  adequate 
intelligence  is  likely  to  be  available  to  make  any  of  them  effective;  or,  alternatively, 
whether  WMD  spread  is  by  its  nature  too  difficult  to  monitor.  If  the  latter  is  true,  the 
world  is  doomed  to  a  perpetual  situation  reminiscent  of  the  "missile  gap"  of  the  1950s, 
where  uncertainties  outweigh  certainties  and  policymaking  is  forced  into  worst-case 
scenario  mode. 

The  uncertainties  of  the  1950s  missile  gap  were  substantially  dispelled  by  the 
invention  of  satellite  reconnaissance.  The  Soviet  Union's  missile  silo  construction  and 
flight  tests  were  visible  from  space.  Today,  there  are  some  emerging  intelligence 
technologies  that  will  potentially  make  a  substantial  contribution  to  the  collection  of 
quality  intelligence  on  WTVID.  They  are  "close-in"  technologies  as  opposed  to  "from-the- 
outside-looking-in"  like  satellite  photography.  They  are  described  in  rough  outline  in  an 
article  I  ^vrote  for  Technology  in  Society,  which  will  be  published  soon  and  which  I  have 
appended  to  this  statement. 

But  no  technology  in  the  offing  holds  the  promise  of  lifting  the  veil  of  WMD 
activities  completely  the  way  satellite  photography  lifted  the  veil  from  the  Soviet  Union's 
nuclear  missile  and  bomber  progi-ams.  .Accurate  intelligence  on  WIVID  would  therefore 
be  enhanced  by  four  additional  ingredients,  two  that  are  matters  of  policy,  and  two  that 
are  matters  of  intelligence  community  management. 

The  first  ingredient  is  active  cooperation  by  the  parties  under  surveillance.  Just  as 
the  Soviet  Union  allowed  overflight  of  its  territoiy  by  satellites,  governments  around  the 
world  will  have  to  allow  greater  access  to  their  territory,  facilities,  and  scientists  if  there 
is  to  be  any  kind  of  accurate  underpinning  of  counterproliferation.  At  a  minimum, 
governments  that  wish  to  avoid  suspicion  (and  thus  coercion  and  even  preemptive  attack) 
will  need  to  allow  the  kind  of  access  promised  to  U.N.  inspectors  in  Iraq  before  the  2003 
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war.  Access  involves  the  ability  to  inspect  facilities  by  surprise,  take  material  samples 
for  forensic  analysis,  install  monitoring  equipment,  and  other  physical  means.  It  must  be 
complemented  by  required  data  declarations,  document  searches,  and  interviews  of 
scientists.  These  are  tall  orders,  since  they  involve  compromises  with  sovereignty  and 
legitimate  militao'  secrecy  for  the  nations  inspected,  but  they  are  the  only  way  North 
Korea's  WMD  ambitions  will  be  verifiably  eliminated,  or  Iran's  nuclear  power  activities 
fully  safeguarded. 

The  second  ingredient  must  be  the  shifting  of  the  burden  of  proof  from  the 
international  community  to  the  party  under  suspicion.  To  make  an  inspection  system  of 
carefully  managed,  if  not  totally  unfettered,  access  based  on  active  cooperation  succeed, 
it  must  be  the  responsibility  of  the  inspected  party  to  dispel  concerns,  and  not  the 
responsibility  of  the  United  States  or  the  international  community  to  "prove"  that 
dangerous  WMD  activities  are  undei-way. 

Third,  since  proliferation  is  essentially  a  scientific  activity,  we  also  need  to 
increase  the  number  and  level  of  technical  training  of  the  scientists  and  engineers  in  the 
intelligence  community,  as  well  as  the  linkages  between  the  intelligence  community  and 
the  broader  scientific  community.  ^      .   ■ 

Finally,  a  great  spur  to  quality  and  motivation  of  an  intelligence  effort  is  a  clear 
link  to  action.  Since  9/1 1,  as  you  know,  the  countertenorism  intelligence  effort  has 
become  more  "actionable."  To  simplify  somewhat,  the  counterterrorism  effort  has 
moved  from  producing  papers  characterizing  terrorist  groups  to  supporting  operations  to 
interdict  teiTorists.  As  the  countei^poliferation  efforts  gets  more  operational  through 
covert  action,  the  PSI,  expanded  Nunn-Lugar,  and  verifying  "WMD  elimination  in  Iraq, 
Libya,  and  hopefully  elsewhere,  the  demand  for  "actionable"  intelligence  will  increase. 
If  history  is  any  guide,  the  intensity  and  quality  of  collection  and  analysis  by  the 
intelligence  community  will  increase  in  response. 

Taken  together  and  with  urgency,  I  am  optimistic  that  such  steps  to  overhaul  our 
WMD-related  intelligence  effort  can  provide  accurate  intelligence  to  undergird  all  of  the 
8D's. 


Mr.  Chainnan  and  Members  of  the  Committee,  the  war  on  terrorism  and  the  war 
on  proliferation  are  strongly  linked  in  the  21*'  century.  But  they  are  not  identical.  So  far 
we  are  waging  the  war  on  terrorism  much  more  vigorously  than  the  war  on  V^TVID, 
attacking  the  "worst  people"  much  more  than  the  "worst  weapons."  1  hope  this  hearing 
contnbutes  to  an  overhaul  of  counterproliferation  that  is  as  far-reaching  as  the  overhaul 
of  counterteiTorism  that  began  on  9/1 1,  and  that  the  measures  I  have  recommended 
provide  an  agenda  for  action.  .       , 
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THE  HONORABLE  ASMTON  B.  CARTER 

Dr.  Ashlon  Carter  is  Co-Director  (w  ith  former  Secretary  of  Defense  William  J.  Perry)  of  the  Preventive  Defense 
Project,  a  research  collaboration  of  Harvard's  Kennedy  School  of  Government  and  Stanford  University,  and  he  teaches 
national  security  policy  at  the  Kennedy  School  where  he  is  Ford  Foundation  Professor  of  Science  and  Inlemational  Affairs 

Dr.  Carter  served  as  Assistant  Secretary  of  Defense  foi  International  Security  Policy  during  President  Clinton's 
first  term.   His  Pentagon  responsibilities  encompassed;  countering  weapons  of  mass  destruction  worldvside,  oversight  of  the 
U.S.  nuclear  arsenal  and  missile  defense  programs,  arms  control,  controls  of  scnsithc  VS.  exports,  policy  regarding  the 
collapse  of  the  former  Soviet  Union  (including  its  nuclear  weapons  and  other  weapons  of  mass  destruction),  and  chairmanship 
of  NATO's  High  Level  Croup.  He  oversav.  military  plar.nTiig  during  the  1994  crisis  over  North  Korea's  nuclear  weapons  program, 
vi'as  msinmicnial  m  removing  all  nuclear  weapons  from  the  territories  of  Ukrame,  Kazakhsian,  and  Belarus,  directed  the  establishnieni 
of  defense  and  intelligence  relationships  with  the  countries  of  the  fonner  Soviet  Union  when  the  Cold  War  ended,  and  participated  in 
the  negotiations  that  led  to  the  deployment  ofRussian  troops  as  part  of  the  Bosnia  Peace  Plan  Implementation  Force    Dr.  Carter 
oversaw  ihc  multi-bilhon  dollar  Cooperative  Threat  Reduction  (Nunn-Lugar)  program  to  suppon  elimmatron  of  nuclear,  chemical,  and 
biological  weapons  of  the  former  Soviet  Union,  including  the  secret  removal  of  600  kilograms  of  highly  enriched  uranium  from 
Kazakhstan  in  the  operation  code-named  Project  Sapphire.  Dr  Carter  also  directed  the  Nuclear  Posture  Review  and  oversaw  the 
Depanmcnt  of  Defense's  (DOD's)  Counterprolifcration  Initiative    He  directed  the  reform  of  DOD's  national  security  export  controls. 
His  arms  control  responsibilities  included  the  agreement  freezing  North  Korea's  nuclear  weapons  program,  the  exiension  of  the 
Nuclear  Nonproliferalion  Treaty,  the  negotiation  of  the  Comprehensive  Test  Ban  Treaty,  and  matters  involving  the  START  II,  .^BM. 
CFE.  and  other  anns  control  treaties 

Dr.  Carter  was  twice  awarded  the  Department  of  Defense  Distinguished  Service  Medal,  the  highest  award  given  by 
the  Department.  For  his  contributions  to  intelligence,  he  was  awarded  the  Defense  Intelligence  Medal.    In  1987  Carter  was 
named  one  of  Ten  Outstanding  Young  Americans  by  the  United  Slates  Jaycecs    He  received  the  American  Physical  Society's  Forum 
Award  for  his  coiitnbutions  to  physics  and  public  policy 

A  longtime  member  of  the  Defen.se  Science  Board  and  the  Defense  Policv  Board,  the  principal  advisory  bodies  to  the 
Secretary  of  Defense,  Dr.  Carter  continues  to  serve  DOD  as  an  adviser  to  the  Secretary  of  Defense,  a  consultant  to  the  Defense 
Science  Board,  and  a  member  of  the  National  Missile  Defense  While  Team    In  1997  Dr.  Carter  co-chaired  the  Catastrophic 
Terrorism  Study  Group  with  former  CIA  Director  John  M.  Deutch,  which  urged  greater  attention  to  terrorism.  From  1998  to 
2000,  he  was  deputy  to  former  Secretary  of  Defense  William  J.  Perry  in  the  North  Korea  Policy  Review  and  traveled  with  him 
to  Pvongvang.  In  2001-2002,  he  served  on  the  National  Academy  of  Sciences  Committee  on  Science  and  Technology  for 
Countering  Terrorism  and  advised  on  the  creation  of  the  Department  of  Homeland  Security.  In  2003  he  was  a  member  of  the 
National  Security  Advisory  Group  to  the  L.S.  Senate  Democratic  Leadership,  with  William  Perry.  Gen  Wesley  K  Clark. 
Madeleine  Albright,  and  others. 

In  addition  to  his  public  service.  Dr.  Carter  is  currently  a  Senior  Partner  of  Global  Technology  Partners,  Chairman 
of  the  Advisory  Board  of  MIT's  Lincoln  Laboratories,  a  member  of  the  Draper  Laboratory  Corporation,  and  a  member  of  the 
Board  of  Directors  of  Mitretek  Systems.  He  is  a  consultant  to  Goldman,  Sachs  and  the  MITRE  Corporation  un  international 
affairs  and  technology  matters,  and  speaks  frequently  to  business  and  policy  audiences.  Dr.  Carter  is  also  a  member  of  the 
.\spen  Strategy  Group,  the  Council  on  Foreign  Relations,  the  American  Physical  Society,  the  International  Institute  of 
Strategic  Studies,  and  the  National  Committee  on  U.S. -China  Relations.  Dr.  Carter  was  elected  a  Fellow  of  the  American 
Academy  of  Arts  and  Sciences. 

Carter's  research  focuses  on  the  Preventive  Defense  Project,  which  designs  and  promotes  secunty  policies  aimed  at 
preventing  the  emergence  of  major  new  threats  to  the  United  States    Carter  and  former  Secretary  of  Defense  William  J  Perry  co- 
authored  Preventive  Defense:  A  New  Secuiily  Strategy  fof  America,  which  identified  and  prioritized  the  threats  to  U  S  national 
security  in  the  21"  century 

Before  his  latest  government  service,  Dr  Carter  was  Director  of  the  Center  for  Science  and  International  Affairs  at  Harvard 
University's  John  F.  Kennedy  School  of  Government,  and  Chaimian  of  the  Editonal  ^a^xioi  International  Secunty.  Previously,  he 
has  held  positions  at  the  Massachusetts  Institute  of  Technology,  the  Congressional  OfTice  of  Technology  Assessment,  and  Rockefeller 
University. 

Dr.  Carter  received  bachelor's  degrees  in  physics  and  in  medieval  history  from  Yale  University,  summa  cum  laude. 
Phi  Beta  Kappa.  He  received  his  doctorate  in  theoretical  physics  from  Oxford  University,  where  he  was  a  Rhodes  Scholar. 

In  addition  to  authoring  numerous  articles,  scientiFic  publications,  government  studies,  and  Congressional 
testimonies.  Dr.  Carter  co-edited  and  co-authored  eleven  books,  including  Keeping  the  Edge:   Managing  Defense  for  the  Future 
(2001),  Preventive  Defense  (1997).  Cooperative  Denuclearization   From  Pledges  to  Deeds  (1993),/(  .Veiv  Concept  of  Cooperative 
Security  ( 1 992),  Beyond  Spinoff  KiUitaiy  and  Coininercial  Technologies  in  a  Changing  World  ( 1 992).  Soviet  Nuclear  Fission 
Control  of  the  Nuclear  Arsenal  in  a  Disintegrating  Soviet  Union  (1991),  Managing  Nuclear  Operations  fl9S7),  Ballistic  Missile 
Defense  (1984),  and  Directed  Energy  Missile  Defense  m  Space  ( 1 984) 
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Monday  December  22,  2003 

Good  Nukes,  Bad  Nukes 

Bv  ASHTO.N  B.  CARTER,  AR.\OLD  K.ANTER,  WILLIAM  J.  PERRY  and  BRENT 
SCOWCROFT 

1  he  Nuclear  Nonproliferation  Treaty  is  arguably  the  most  popular  treaty  in  history: 
except  for  five  states,  every  nation  in  the  world  is  part  of  it.  For  more  than  three  decades, 
it  has  helped  curb  the  spread  of  nuclear  weapons. 

Smce  9/11,  however,  and  especially  in  the  last  several  months,  the  viability  of  the 
treaty  has  been  called  into  question.  Some  say  it  is  obsolete.  Others  say  it  is  merely 
ineffective.  In  suppoil  of  its  argument  each  side  cites  the  situation  in  Iran,  which  has 
been  able  to  advance  a  nuclear  weapons  program  despite  being  a  member  of  the  treaty. 

The  Iranian  nuclear  progi'am  —  and,  to  a  lesser  extent,  the  activities  of  Libya,  which 
has  also  signed  the  treaty  but  announced  last  week  it  would  give  up  all  illegal  weapons 
programs  —  highlight  both  the  utility  and  the  limitations  of  the  treaty.  It  is  not  obsolete; 
if  the  treaty  did  not  exist,  we  almost  certainly  would  want  to  invent  it.  At  the  same  time, 
it  would  be  a  mistake  to  rely  on  it  exclusively  to  address  the  problem  of  nuclear 
proliferation. 

Those  who  say  the  treaty  is  useless  argue  that  the  bad  guys  either  don't  sign  the  treaty, 
or  they  do  and  then  cheat.  The  good  guys  sign  and  obey,  but  the  treaty  is  irrelevant  for 
these  countries  because  Ihey  have  no  intention  of  becoming  nuclear  proliferators  in  the 
first  place. 

This  all-or-nothing  argument  is  wrong.  First,  it  fails  to  acknowledge  that  there  is  an 
important  category  in  between  good  guys  and  bad  guys.  For  these  in-betweens  — 
countries  like  Ukraine,  Kazakhstan,  South  Africa,  Argentina  or  South  Korea  —  the 
weight  of  international  opinion  against  proliferation  expressed  in  the  treaty  has 
contributed  to  tipping  the  balance  of  decision-making  against  having  nuclear  weapons. 

Second,  the  treaty  does  have  an  impact  even  on  "bad  guys"  like  Iraq,  Iran  and  North 
Korea.  When  the  United  States  moves  against  such  regimes,  it  does  so  with  the  support 
of  the  global  opprobrium  for  nuclear  weapons  that  the  treaty  enshrines. 

This  consensus  undergirds  the  multilateral  approach  that  is  under  way  to  resolve  the 
North  Korean  nuclear  issue,  and  was  at  the  heart  of  the  international  pressure  that 
persuaded  Tehran  to  increase  the  transparency  of  its  nuclear  program.  Even  in  the 
divisive  case  of  Iraq,  no  one  argued  that  Saddam  Hussein  should  be  left  alone  with 
weapons  of  mass  destruction. 

Yet  the  treaty  is  not  perfect.  It  allows,  for  example,  nations  that  forswear  nuclear 
weapons  to  develop  nuclear  power  for  peaceful  purposes.  Signatories  may  build  and 
operate  nuclear  power  reactors,  and  they  are  permitted  to  produce  enriched  uranium  that 
fuels  the  reactors,  to  store  the  radioactive  spent  fuel  from  those  reactors,  and  to  reprocess 
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that  spent  tuel.  The  only  specific  obligations  are  that  signatories  declare  these  plants  to 
the  Internationa!  Atomic  Energy  Agency  and  permit  the  agency  to  inspect  them. 

The  problem  is  that  this  "closed  fuel  cycle"  gives  these  countries  the  inherent  capacity 
to  produce  the  fissile  material  required  for  a  nuclear  weapon.  Facilities  used  to  produce 
enriched  uranium  for  power  reactors  can  also  be  used  to  produce  enriched  uranium  for 
weapons.  Reprocessing  spent  fuel  yields  plutonium  that  can  be  fashioned  into  nuclear 
weapons. 

As  North  Korea  and  Iran  demonstrate,  regimes  that  intend  to  violate  the  treaty's  ban 
on  nuclear  weapons  can  exploit  this  right  to  operate  a  nuclear  power  plant.  Wiile 
seeming  to  remain  within  the  tenns  of  the  treaty,  they  can  gather  all  the  resources 
necessar>'  to  make  nuclear  weapons.  Then  they  can  abrogate  the  treaty  and  proceed  to 
build  a  nuclear  arsenal. 

The  world  should  renew  its  determination  to  curb  the  spread  of  nuclear  weapons  by 
supplementing  the  current  treaty  with  additional  inducements  and  penalties.  The  key  is 
to  draw  a  distinction  between  the  right  to  a  peaceful  civilian  nuclear  power  program  and 
the  right  to  operate  a  closed  fuel  cycle.  The  first  should  be  preserved  —  and  perhaps 
enhanced  —  but  the  second  should  be  seriously  discouraged,  if  not  prohibited. 

How  might  such  a  system  work?  In  addition  to  their  treaty  obligations,  those 
countries  seeking  to  develop  nuclear  power  to  generate  electricity  would  agree  not  to 
manufacture,  store  or  reprocess  nuclear  fuel.  They  also  would  agree  to  submit  to 
inspections  (probably  under  the  atomic  energy  agency)  to  verify  their  compliance. 

Those  countries  that  now  sell  peaceful  nuclear  technology  in  accordance  with  the 
treaty,  meanwhile,  would  agree  not  to  provide  technology,  equipment  or  fuel  for  nuclear 
reactors  and  related  facilities  to  any  country  that  will  not  renounce  its  right  to  enrich  and 
reprocess  nuclear  fuel,  and  agree  not  to  sell  or  transfer  any  equipment  or  technology 
designed  for  the  enrichment  or  reprocessing  of  nuclear  fuel.  At  the  same  time,  these 
countries  would  agree  to  guarantee  the  reliable  supply  of  nuclear  fuel,  and  retrieval  of 
spent  fuel  at  competitive  prices,  to  those  countries  that  do  agree  to  this  new  aiTangement. 

We  might  also  consider  sanctions  on  those  countries  that  nevertheless  choose  to 
pursue  a  closed  fuel  cycle.  Whatever  the  precise  content  and  fonn  of  these  undertakings, 
it  would  probably  be  better  to  treat  them  as  a  companion  to  that  treaty,  rather  than 
embark  on  the  complicated  and  controversial  process  of  amending  it. 

Why  would  any  countries  that  want  to  develop  a  peaceful  nuclear  power  program 
agree  to  such  a  bargain?  One  blunt  answer  is  that  if  these  restrictions  were  put  in  place, 
these  countries  would  have  virtually  no  choice,  because  developing  the  necessary 
technology  from  scratch  is  a  daunting  task.  Refusing  the  aiTangement  would  open  them 
up  to  international  scrutiny  and  pressure.  On  the  other  hand,  any  country  that  was  truly 
interested  in  developing  nuclear  power  for  peaceful  purposes  would  undoubtedly 
welcome  a  guaranteed  supply  of  nuclear  fuel. 

And  why  would  countries  that  now  supply  nuclear  technology  be  interested?  First,  no 
nation  in  this  category  has  any  interest  in  adding  any  country  to  the  roster  of  the  world's 
nuclear  states.  Second,  over  time,  there  probably  is  more  money  to  be  made  in  nuclear 
fuel  services  than  in  nuclear  reactors. 

Iran  provides  an  excellent  opportunity  to  test  this  approach.  Building  on  the  progress 
recently  announced  in  Tehran,  the  United  States  should  propose  that  Russian  plans  to 
help  Iran  build  a  network  of  civilian  nuclear  power  reactors  be  permitted  to  proceed  — 
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provided  that  Iran  enters  into  a  verifiable  ban  on  its  enrichment  and  reprocessing 
abilities,  and  into  an  agreement  to  depend  mstead  on  a  Russian-led  suppliers'  consortium 
for  nuclear  fuel  services. 

The  Russians  would  be  likely  to  embrace  such  a  proposal  for  commercial  and 
political  reasons,  and  the  Iranians  would  be  confronted  with  a  clear  test  of  whether  they 
harbor  nuclear  weapons  ainbitions.  Britain,  France  and  Geimany,  whose  foreign 
ministers  recently  proposed  a  similar  scheme  to  Iran,  would  need  only  to  avoid  the 
temptation  to  undercut  the  Russians  on  behalf  of  their  own  nuclear  industry.  And  the 
United  States  could  reap  the  benefits  of  offering  a  constructive  initiative  to  address  the 
Iranian  nuclear  problem. 

Of  course,  this  new  anangement  would  hardly  be  a  cure-all.  And  making  it  work 
would  be  difficult.  But  at  a  time  when  its  effectiveness  and  relevance  are  being 
questioned,  such  an  approach  would  strengthen  the  treaty  by  furthering  its  goals: 
preventing  the  spread  of  nuclear  weapons  while  promoting  the  development  of  peaceful 
nuclear  energy. 

William  J.  Periy  and  Ashton  B.  Carter  were  secretary  of  defense  and  assistant  secretaty 
of  defense,  respectively,  in  the  Clinton  administration.  Brent  Scowcroft  and  Arnold 
Kanter  were  national  security  adviser  and  under  secretaiy  of  state,  respectively,  in  the 
administration  of  George  H.  W.  Bush. 
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Overhauling  Counlerprolifcration 
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The  Need  for  an  Overhaul  of  Coumcrproliferation 

President  Bush  has  riehily  proclaimed  that  keeping  the  worst  weapons  ~  weapons  of  mass  destruction  -  out  of  the  worst 
hands  -  slate  or  non-stale  actors  inclined  to  use  them  -  is  the  highest  security  priority  of  the  era    The  policy  response  to  this 
imperative,  however,  has  been  feeble  in  both  the  United  States  and  around  the  world.  One  would  have  thought  that  the  sequel  of  9/i  I 
would  have  been  a  comprehensive  overhaul  of  the  world  s  toolbox  of  counters  to  proliferation  of  WMD  to  state  and  non-stale  parties. 
But  no  such  overhaul  was  undertaken 

To  be  sure,  there  have  been  overhauls  of  pans  of  the  U  S  government  in  response  to  9/1 1,  some  of  them  -  though  not  all  - 
constructive,  A  truly  global  coalition  took  the  offensive  against  al  Qaeda  and  other  Islamic  extremist  terrorists,  with  great  effect.  An 
overhaul  of  the  FBI,  intended  to  redirect  it  from  "cracking  the  case"  of  terrorist  crimes  already  committed  to  preventing  future  tenorist 
attacks,  is  ai  least  apparently  underway    The  redirected  FBI  domestic  countcrtenronsm  effort  is,  in  turn,  supposed  to  be  coupled  to  the 
ClA's  foreign  intelligence  m  new  ways  through  the  "Terrorism  Threat  Integration  Center"  announced  in  President  Bush's  State  of  the 
Union  Address  in  January.  2003,  at  last  bridging  ihe  false  divide  between  "domestic"  and  "foreign"  intelligence  m  a  globalized  world. 
A  new  cabinet  Department  of  Homeland  Security  has  been  created,  the  first  mission-onenied  restructuring  of  the  federal  bureaucracy 
smce  Ihe  founding  of  the  Department  of  Energy,  and  the  most  wide-ranging  since  the  reorganization  of  Ihe  national  security 
establishment  following  World  War  II    There  has  been  a  total  overhaul  of  US  jsolicy  towards  the  Middle  East,  the  results  here  are 
not  yet  in.  There  has  beer  a  rcevaluation  by  the  United  Slates  and  its  alhesof  their  alliance  relationships,  mo.stly  to  the  detriment  of 
all.  And  most  of  all.  there  has  been  an  acrimonious  global  debate  over  the  application  of  one  proliferation  tool,  preemption,  to  one 
WMD  concern,  Iraq's  suspected  chemical  and  biological  programs  and  nuclear  ambitions. 

What  IS  remarkable  about  the  post-9/1 1  response  is  how  httle  of  the  overhaul  has  focused  on  WMD.  There  has  been  no 
international  coalition  to  corral  all  the  wherewithal  of  WMD  terrorism  -  most  importantly,  nuclear  weapons  and  fissile  material  -■  akin 
to  the  coalition  against  al  Qaeda    There  has  yet  been  no  reckoning  with  Ihe  evident  fact  that  intelligence  on  Saddam  Hussein's  WMD 
arsenal  differed  markedly  from  what  was  found  i.mniediately  after  the  war    The  Department  of  Homeland  Security,  despite  its  new 
title,  remains  the  amalgam  of  its  diverse  constituent  bureaucracies  rather  than  an  engine  of  innovative  policy.    Its  focus  has  been 
airline  security  and  border  control,  nol  WMD    The  preoccupation  with  preemption  in  Iraq  has  left  Ihe  agenda  of  international 
cooperation  against  WMD  -  export  controls  and  arrrts  control  -  in  Ihe  imperfeci  state  in  which  il  was  found  before  9/11. 

As  if  to  highlight  the  feebleness  of  this  response.  North  Korea  and  Iran  are  boldly  moving  forward  with  large-scale  nuclear 
weapons  programs,  next  to  which  Iraq's  chemical  and  biological  weapons  ambitions  pale  in  significance.  The  plulonium  and  highly 
enriched  uranium  made  by  these  governments  in  coming  years  will  be  a  threat  to  humanity  not  only  in  Iheir  hands,  but  for  generations 
to  come  (the  half  life  of  plutonium  239  is  24,000  years;  that  of  uranium  235,  317  million  years)    It  is  impossible  to  know  whose  hands 
these  materials  will  fall  into  in  future  turns  of  the  wheel  of  history    Proliferation  to  states  and  non-states  arc  linked  in  the  post-9/1 1 
world-  A  proliferation  and  couniertcrrorism  disaster  of  enormous  proportions,  and  a  massive  failure  of  US  security  policy,  is  in  the 
making. 

Had  the  world  taken  the  direct  path  from  9/1 1  to  President  Bush's  imperative,  what  would  the  overhaul  of  countcr-WMD 
policies  have  been?  What  should  we  do  now  to  gel  back  on  the  direct  path'' 

No  Single  Tool  Will  Suffice 

The  most  conspicuous  step  the  US  government  look  after  9'1 1  to  fulfill  President  Bush's  commitment  to  keeping  the 
worst  weapons  out  of  the  hands  of  die  worst  people  was  to  conduct  a  preemptive  war  on  Iraq's  chemical  and  biological  weapons 
programs.  This  was  necessary  to  prevent  a  reversion  over  time  to  their  previous  level  of  malignant  activity,  since  fatigue  would 
inevitably  have  set  in  to  the  international  community's  efforts  at  inspections  and  sanctions,  even  assuming  these  could  have  been 
effective  at  containing  Iraq's  programs    But  however  justified,  the  war  in  Iraq  involved  ihe  application  of  one  tool  -  the  last  resort  of 
preemptive  military  force  -  in  one  place.  Iraq    This  tool,  while  a  necessary  option  of  last  resort,  is  hardly  a  general  solution  or 
"doctrine"  since  it  fits  so  few  of  Ihe  relevant  cases 

Proliferation  of  weapons  of  mass  destruction  to  states  ai«)  sut>-staie  terrorists  is  a  complex  and  varied  phenomenon.  It 
therefore  calls  for  a  policy  approach  that  is  multi-faceted    The  stakes  are  great  enough  that  no  tool  can  be  ignored 
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For  one  [hmg,  the  "worst  weapons"  come  in  degrees.  Chemical  weapons  are  not  much  worse,  pound-for-pound  or  gallon- 
for-gallon,  than  ordinary  explosives  and  deserve  only  the  adjective  "bad."  not  "worst  "  Biological  weapons  are  fearsome  and 
becoming  more  so  advances  m  technology  make  the  "old"  types  of  bioweapons  like  anthrax  prone  to  small-scale  coUage  industry 
fabrication  tliat  small  groups  of  deviants  -  even  individuals  -  can  muster,  while  advanced  bioscience  will  create  new  germs  resistant  to 
vaccines  and  antibiotics    The  key  to  security  agains!  this  type  of  "worst"  weapon  is  public  health  detection  and  quick  response,  since 
bioaccnts  take  time  to  spread  and  kill. 

Time  and  iiiedicine  won't  work,  however,  against  a  nuclear  detonation    It  has  a  deadly  finality  that  puts  a  premium  on 
prevention  before  the  fact,  not  response  after  the  fact.  Bui  here  Nature  lias  been  kind:  nuclear  weapons  are  made  from  two  metals, 
plutoniimi  and  enriched  uranium,  that  do  not  occur  in  nature    These  materials  must  be  man-made,  and  it  turns  out  that  in  both  cases 
the  process  of  making  them  is  comparatively  expensive  and  difficult  to  conceal    So  far,  accomplishing  it  has  only  been  within  the 
reach  of  coveniments,  not  terrorist  groups.  The  key  to  nuclear  security  is  therefore  to  ensure  that  more  governments  don't  make 
fissile  materials,  and  thai  all  governments  that  do  make  fissile  materials  keep  thein  out  of  the  hands  of  terrorists 

If  you  dissect  the  notion  of  "worst  weapons,"  therefore,  you  find  a  somewhat  more  complex  picture.  Likewise  if  you 
unpack  the  idea  of  "worst  people  " 

Terrorists  are  easy  to  include.  In  this  category  will  figure  not  only  organized  and  well-funded  groups  like  al  Qaeda,  but 
small  splinter  groups  orsupcr-cxtreniisis,  culls,  and  ultimately  individuals  as  the  destructive  power  of  leclinology  foniierly  resented  to 
nations  becomes  available  to  smaller  and  smaller  groups.  (The  perpetrator  of  the  anthrax  mailings  of  October  2001  might  have  been  a 
lone  individual.  The  Aum  Shinnkyo  cult  in  Japan  used  sarin  in  the  Tokyo  subway  and  attempted  release  of  anthrax  spores.) 

But  when  it  comes  to  governments,  complexity  enters    The  most  obvious  category  are  the  so-called  rogue  states  that  seem 
determined  to  get  nuclear  weapons  to  pose  a  direct  threat  to  the  United  Slates  and  its  interests  -  surely  North  Korea  and  Iran  fill  this 
bill  today    They  must  be  the  object  of  intense  U  S  -led  international  pressure  to  prevent  them  from  making  enriched  uranium  or 
Plutonium  and,  failing  that,  military  force  that  preempts  their  ambitions 

But  what  about  Ukraine,  Kazakhstan.  South  Africa,  Argentina,  Brazil.  Taiwan.  South  Korea,  and  a  host  of  other  nations 
that  might  today  be  nuclear  powers -and  thus  potential  sources  of  "loose  nukes"  for  terrorists  as  well  as  a  danger  in  themselves -but 
were  turned  back  through  U  S  -led  efforts  in  the  19805  and  1990s''  These  efforts  included  addressing  then  legitimate  security 
concerns  through  alliances  and  security  agreements,  denying  them  technology  to  make  nuclear  weapons,  and  appl>  ing  the  weight  of 
international  opprobrium  for  further  spread  of  nuclear  weapons  embodied  in  the  Nuclear  Nonprohferation  Treaty.  Without  this  effort 
these  borderline  cases  might  have  ended  up  in  the  "worst"  category 

A  third  category  is  represented  by  all  of  the  other  countries  on  the  globe  -  nearly  two  hundred  of  them  -  that  have  not 
made  and  are  not  seeking  to  make  nuclear  weapons    Powerful  leading  nations  like  Gemiany,  Turkey,  and  Japan  -  far  from  rogues  - 
have  not  gone  nuclear  despite  their  clear  technical  ability  to  do  so    Tins  fact  should  not  be  taken  for  granted    Our  policy  against 
WMD  must  include  continuing  to  dissuade  the  great  hulk  of  nations  from  resoning  to  this  extreme    Doing  so  means  maintaining 
stable  and  reliable  alliances  that  these  nations  can  depend  upon  (not  just  "coalitions  of  the  willing"),  and  using  US  power  lo  create  an 
inteniaiional  climate  of  security  and  justice 

These  examples  illustrate  the  complexity  of  the  problem  of  WMD,  but  also  the  richness  of  the  toolbox  for  combating  them. 
This  toolbox  spans  dissuasion,  prevention,  diplomacy,  arms  conlroi,  denial  of  access  to  critical  technology  and  materials,  defenses, 
deterrence,  and  yes,  preemption    AH  of  these  tools  need  to  be  buttressed  with  solid  intelligence 

What  the  U.S  should  have  done  after  the  wake-up  call  of  9'I  I  is  undertake  a  comprehensive  overhaul  of  the  entire  toolbox 
for  combating  WMD.  We  would  l>e  much  safer  today  if  we  had  moved  outside  the  one-tool,  one-place  tunnel-vision  approach  that 
characterized  preemption  in  Iraq,  however  necessary  that  instance  might  have  been. 

Overhauling  WMD  Intelligence;  The  Specter  of  Policymaking  in  the  Dark  i   ■  .        ■"  .•.    i-       '1 

No  policy  instruments  -  neither  preemption,  nor  arms  control,  nor  missile  defense,  nor  interdiction  --  can  be  effective  if  the 
existence  and  nature  of  WMD  efforts  is  unknown  or  imprecise. 

Secretary  of  Defense  Donald  Rumsfeld  became  convinced  in  the  course  of  his  work  on  ballistic  missile  proliferation  before 
he  took  office  that  adequate  intelligence  on  WMD  programs  is  unlikely  to  be  present  in  most  cases.  Given  the  stakes,  he  concluded, 
the  U.S  must  assume  the  worst  in  formulating  its  policy  responses  This  logic,  encapsulated  in  the  maxim  "absence  of  evidence  [of 
WMD]  15  not  evidence  of  absence."  was  the  mam  intellectual  argument  in  the  influential  Rumsfeld  Commission  report  leading  to  the 
deployment  of  a  National  Missile  Defense.'  According  to  this  maxim,  intelligence  regarding  the  timetable  for  the  development  of  an 
intercontinental  ballistic  missile  threat  originating  m  Iran  or  North  Korea  was  uncertain  enough  that  it  was  deemed  insufficient  for  the 
United  States  to  be  prepared  10  deploy  a  missile  defense  within  a  few  years  (the  Clinton  administration  policy),  but  instead  necessary 
to  undertake  deployment  immediately.  Later,  when  Rumsfeld  became  Secretary  of  Defense,  this  same  logic  led  the  United  States  to 
preemptive  war  in  Iraq:  Better  lo  assume  Saddam  Hussein  was  fulfilling  his  long-demonstrated  quest  for  WMD  than  to  interpret  the 
scanty  evidence  available  as  evidence  of  a  scanty  WMD  program  (especially  in  view  of  Iraq's  persistent  and  obvious  concealment  and 


The  Honorable  Donald  H.  Rumsfeld,  Chairman,  Barry  M.  Blechman,  Lee  Butler,  Richard  L  Garwin,  Williarm  R  Graham,  William 
Schneider,  Jr  ,  L^rry  Welch,  Paul  D  Wolfowitr.  R.  James  Woolsey  Repon  of  the  Commis.':tan  10  Assess  the  Ballistk  Missile  Threat  to 
rAe  (Viiiferf  5to;ej  (Washington,  DC  ,  July  15,  1998),  104*  Congress 
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deccpiion  efforts).  At  the  time  of  this  writing,  evidence  has  not  been  found  of  the  scale  and  scope  of  WMD  activities  that  were  widely 
suspected  lo  be  lakine  place  in  Iraq  before  ilie  war    This  disturbing  circumstance  underscores  the  difficulty  of  obtaining  good 
inlelligence  on  WMD 

WMD  activities  are  inherently  difficult  to  monitor    It  is  comparatively  easy  to  monitor  the  size  and  disposition  of  armies, 
the  numbers  and  types  ot  conventional  weaponiy  like  tanks  and  aircraft,  and  even  the  operational  doctrines  and  plans  of  military 
establishments  (since  these  generally  need  to  be  rehearsed  to  be  effective,  and  exercises  and  training  can  be  momtoicd)    But  by  their 
nature  WMD  concentrate  destructive  power  In  small  packages,  and  tight  groups    The  manufacturing  of  chemical  and  above  all 
biological  weapons  can  take  place  in  small-scale  facilities    The  plutonium  route  to  nuclear  weapons  requires  reactors  and  reprocessing 
facilities  that  are  mherertly  large  and  relatively  conspicuous    But  the  uranium  route  can  be  pursued  in  facilities  that  are  modest  in  size 
and  lack  distinctive  tell-tale  external  features 

A  profound  question  affecting  all  of  the  tools  in  the  countcr-WMD  toolbox  is  therefore  whether  adequate  inlelligence  is 
likely  to  be  ai  ailable  to  make  them  effective,  oi.  alternatively,  whether  WMD  spread  is  inherently  loo  difficult  to  monitor.  If  the  latter 
IS  true,  the  world  is  doomed  to  a  perpetual  situation  reminiscent  of  the  "missile  gap"  of  the  1950s,  where  uncertainties  outweigh 
cenamties  and  policymaking  is  forced  into  worst-case  mode. 

The  uncertainties  of  the  1950s  missile  gap  were  subslanlially  dispelled  by  the  invention  of  satellite  reconnaissance    The 
SoMet  Union  s  missile  silo  construction  and  flight  tests  were  visible  from  space    Less  often  appreciated  is  that  the  Soviet  Union  also 
conducted  these  aciiviucs,  in  the  main,  openly  and  in  slncily  regimented  patterns    Where  the  Soviet  Union  wished  !o  practice 
deception,  as  in  their  biological  weapons  programs,  they  were  largely  successful.  Satellite  reconnaissance  also  depended  on  the  Soviet 
Union's  cooperation  in  an  essential  respect  maintaining  the  openness  of  space  and  the  right  of  uncontested  U.S  overflight  of  its 
territory 

There  are  some  intelligence  technologies  emerging  that  are  going  to  make  a  substantial  contribution  to  the  collection  of 
quality  intelligence  on  W'.VfD    They  are  "closc-in"  in  nature,  rather  than  "from-lhe-oulside-lookjng-in"  like  satellite  photograph)'. 
Many  are  forensic  in  nature    They  involve,  for  example,  taking  material  samples  and  analyzing  them  for  traces  of  suspiciou.s 
chemicals,  biological  material,  or  radionuclides.  The  samples  can  be  taken  from  the  air  by  aircraft  (as  with  krypton  SO  air  sampling 
for  evidence  of  spent  nuclear  fuel  reprocessing)  or  from  the  ground  (plucking  a  leaf  from  a  bush,  wiping  a  handkerchief  across  a 
countenop)  overtly  or  covertly    From  a  distance,  the  spectrum  of  light  transmitted  through  an  effluent  plume  downwind  of  a 
smokestack  or  backscaitered  from  a  laser  might  teveai  something  about  the  composition  of  the  plume  and  thus  the  activities  under\»'ay 
wiihm  the  building 

Unattended  ground  sensor  (UGS)  with  a  variety  of  transducers  (chemical,  acoustic,  seismic,  radio- frequency,  imaging,  etc.) 
can  be  emplaced  by  band  or  dropped  covertly  from  unmanned  aerial  vehicles  (LIAVs)    The  UGS  can  have  enough  onboard  data 
processing  capability  to  require  only  low  -bandwidth  exfillration  of  their  data  back  to  intelligence  agencies    This  low-bandwidih 
communication  can,  in  turn,  be  made  very  difUculi  for  the  nation  being  spied  upon  to  detect    Cellular  telephone  technology  pennits 
clusters  of  UGS  to  be  networked.  By  combining  the  data  from  several  networked  UGS.  it  might  be  possible  to  reduce  the  rate  of  false 
alarms  dramatically.  UGS  can  even  be  made  mobile  by  attaching  them  to  robots,  animals,  or  birds 

Another  lucrative  technique  is  "lagging."  involving  the  coven  placement  of  identifying  features,  transmitters,  or  chemical 
markers  on  objects  destined  for  WMD  laboratories  or  other  facilities,  and  then  monitoring  the  lag  remotely  or  by  close-in  sample 
collection. 

Finally,  ihere  is  a  revolution  underway  in  closc-in  signals  intelligence,  in  which  cell  phones,  laptop  computers,  local  area 
networks,  and  other  mfomiation  infrastnjciure  of  a  WMD  program  are  penetrated  and  exploited 

Miniaturization,  as  with  micro-electro-mechanical  (MEMS)  devices,  is  making  such  close-in  techniques  easier.  Because 
their  u.se  involves  a  covert  dimension,  these  techniques  are  more  highly  classified  than  tlie  techniques  used  for  venfying  superpower 
amis  control  agreements    Information  from  these  specialized  WMD-specific  techniques  can  be  combined  with  the  usual  types  of 
intelligence  from  intercepted  conmiunications,  defectors,  and  the  occasional  spy 

Unfortunately,  no  technology  in  the  offing  appears  to  have  the  promise  of  lifting  ihc  veil  of  WMD  activities  the  way 
satellite  photography  lifted  the  veil  from  the  Soviet  Union's  nuclear  missile  and  bomber  programs.   Accurate  intelligence  on  WMD 
would  therefore  be  enhanced  by  two  additional  ingredients  that  arc  matters  of  policy,  not  tec'nnology. 

One  ingredient  is  active  cooperation  by  the  parties  under  surveillance.  Just  as  the  Soviet  Union  allowed  overflight  of  its 
territory  by  satellites,  governments  around  the  world  will  have  to  allow  greater  access  to  their  territory,  facilities,  and  scientists  if  there 
IS  to  be  any  kind  of  accurate  underpinning  of  counierproliferaiion.  At  a  minimum,  governments  that  wish  lo  avoid  suspicion  (and  thus 
coercion  and  even  preemptive  attack)  will  need  to  allow  the  kind  of  access  promised  to  U  N  inspectors  in  Iraq  before  the  2003  war 
Access  involves  the  ability  lo  inspect  facilities  by  surprise,  lake  material  samples  for  forensic  analysis,  install  monitoring  equipment, 
and  other  physical  means.   It  must  be  complemented  by  re<juired  data  declarations,  document  searches,  and  interviews  of  scientists. 
Tliese  are  tall  orders,  since  they  involve  compromises  with  sovereignty  and  legitimate  military  secrecy  for  the  nations  inspected    But 
they  are  the  only  way  North  Korea's  WMD  ambitions  will  be  verifiably  eliminated,  or  Iran's  nuclear  power  activities  fully 
safeguarded 

Accompanying  the  first  ingredient  must  be  a  second  the  shifting  of  the  burden  of  proof  from  the  international  community 
to  the  party  under  suspicion    To  make  an  inspccuon  system  of  carefully  managed,  if  not  totally  unfettered,  access  based  on  active 
cooperation  succeed,  it  must  be  the  responsibility  of  the  inspected  party  to  dispel  concerns,  and  not  the  responsibility  of  the  United 
States  or  the  international  community  to  "prove"  that  dangerous  WMD  activities  are  underway 
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A  Coalmen  Agaiiisi  WMD  Terrprisin.  Spreading  Nunn-Lugar  Worldwide 

The  U  S  -led  coalition  agams!  lerronsin  fcrnurd  after  9. 1 1  has  been  direcled  ainiost  -smgle-nii:idedly  against  al  Qaeda  and 
other  Islamist  fundamentalist  teiionsts    A  parallel  coalition  ain;ed  at  WMD  tcirorism  should  have  been  spearheaded  by  the  United 
States  after  9/1 1 .  capitalizing  on  the  ^Mdcspread  sympathy  around  the  world  for  the  victims  of  the  attacks  on  the  United  States    The 
United  Slates  missed  a  major  opportunity  to  Iransfonn  countcrproliferation 

Such  a  global  coalition  against  WMD  terrorism  was  in  fact  proposed  by  Senator  Richard  Lugar  and  fonner  Senator  Sam 
Nunn  3$  the  logical  extension  of  the  Niinn-Lugar  program,  which  has  successfully  eliminated  or  safeguarded  much  of  the  former 
Soviet  Union's  WMD    Rather  than  seeking  out  and  neutralizing  cells  of  al  Qaeda  terrorists,  the  coalition  against  WMD  terrorism 
would  aim  to  eliminate  all  unsafeguaided  "cells'  of  the  wherewithal  of  WMD  terrorism,  especially  fissile  materials    It  would  also 
aspire  to  global  membership,  since  all  go\emnients  should  share  a  deep  common  interest  m  preventing  WMD  from  falling  into  non- 
govemmenlal  hands 

Tlie  report  of  a  conference  sponsored  by  the  Nuclear  Threat  Initiative  described  the  activities  of  such  a  coalition  "  For 
nuclear  terrorisii),  the  cooperative  activities  of  the  global  coalition  would  include: 

•  Establishing  common,  "world-class"  standards  for  inventory  control,  safety,  and  secunly  for  weapons  and 
weapons-usable  materials  -  standards  of  the  kind  worked  out  between  Russia  and  the  United  States  m  the  Nunn- 
Lugar  program 

•  Establishing  progressively  stronger  standards  of  transparency,  to  demonstrate  to  others  that  standards  are  being 
met. 

•  Providing  assistance  to  those  who  need  help  meeting  the  Coalition's  standards 

•  Cooperating  to  provide  effective  border  and  export  controls  regarding  nuclear  materials 

•  Devising  cooperative  procedures  to  find  and  regain  control  of  bombs  or  fissile  materials  if  they  are  lost  or  seized 
by  terroiists    One  possibility  is  a  Coalition  version  of  the  US.  Department  of  Energy's  Nuclear  Emergency  Search 
Team  (NEST)  -  a  "global  NEST  "  Another  possibility  is  to  agree  to  facilitate  deployment  of  national  NEST 
teams,  in  the  way  that  many  nations  deploy  canine  search  teams  to  earthquake  sites  to  search  for  survivors. 

•  Planning  and  researching  cooperative  responses  to  a  nuclear  or  radiological  explosion,  such  as  mapping  the 
contaminated  area,  addressing  mass  casualties,  admhnstering  public  health  measures  like  iodine  pills  and  cleaning 
up  contaminated  soil 

•  Cooperating  on  forensic  radiocheniical  techniques  to  find  the  source  of  a  nuclear  incident  ftxjm  its  residue. 

For  biolerronsm,  Nunn  and  Lugar  envisioned  the  following  Coalition  activities 

•  Establishing  common,  "world-class"  techniques  for  safeguarding  biological  materials  in  preparation,  handling,  and 
scientific  use 

•  Developing  public  health  surveillance  methods  on  a  global  scale  to  delect  an  incident  of  bioterrorism  m  its  early 
stages.  Such  methods  would  also  provide  important  benefits  in  combating  infectious  disease  and  improving  global 
public  health 

•  Shaping  normative  standards  for  the  conduct  of  scientific  practice  in  the  area  of  biotechnology  and  microbiology, 
including  the  possibility  of  making  it  a  universal  crime,  punishable  under  national  laws,  to  make  or  assist  the 
making  of  bioweapons 

•  Cooperating  in  research  on  diagnosis,  prophylaxis  (e.g..  vaccines  against  bioagcnts),  and  treatment  (e.g., 
antibiotics  and  antivirals). 

•  Cooperating  in  developing  protective  techniques  like  inhalation  masks  and  filtered  ventilation  systems. 

•  Cooperating  in  developing  techniques  for  decontaminating  buildings  that  have  been  attacked  (as  was  needed  in  the 
Hart  Senate  Office  Building  after  anthrax-contaminated  mail  was  sent  there). 

•  Cooperating  in  forensic  techniques  for  identifying  the  perpetrators  of  a  bioattack  (as  was  needed  in  the  analysis  of 
the  anthrax  mailings  m  the  United  Slates). 

While  much  of  the  momentum  behind  U.S.  diplomacy  in  the  wake  of  9/1 1  has  dissipated  through  the  passage  of 
time  and  the  war  in  Iraq,  it  is  not  loo  late  for  the  llnited  States  to  attempt  to  create  a  new'  framework  for  inlemaiional  ^-  _ 

cooperative  action  against  WMD  -  a  global  coalition  against  WMD  terrorism. 

WMD  and  Homeland  Security 

Besides  striking  at  Islamist  terrorists  worldwide,  the  other  main  US  response  to  9/1 1  has  been  the  creation  of  a  White 
House  Office  of  Homeland  Security  (OHS)  and  a  new  Department  of  Homeland  Security  (DHS).     In  19.S8,  the  shock  of  the  Soviet 
launch  of  Sputnik  led  to  the  creation  of  the  President's  Science  Advisory  Committee,  the  Defense  Advanced  Research  Projects 
Agency,  the  National  Reconnaissance  Office,  and  the  National  Aeronautics  and  Space  Administration.  These  institutions  in  turn 
spurred  new  technologies,  techniques,  and  policies  to  counter  the  Soviet  strategic  threat    A  comparable  spurt  of  innovative  energy 
docs  not  seem  likely  from  the  OHS  and  DHS,  especially  with  respect  to  the  worst  type  of  terrorism  -  WMD  terrorism 

Little  focus  on  WMD  is  apparent  in  the  fledgling  DHS.  Its  organization  chart  contains  no  overall  office  devoted  to  WMD 
terrorism,  even  though  this  is  the  most  important  kind  of  terrorism    Most  of  its  energy  to  date  has  seemingly  been  devoted  to  merging 


Ashton  B,  Carter,  Trip  Report.  Nufin  Lugar  Sites  in  Russia,  a  memo  to  colleagues  of  the  Preventive  Defense  Project  (3  June  2002); 
and  Ashton  B  Carter.  "Throw  the  Net  Worldwide."  The  Wosliinglon  Post  ( 1 2  June  2002),  A-3 1 .. 
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ilic  differcnl  iraditioiis  and  bureaucracies  of  lis  consritueti!  parts.  In  the  main,  Ihese  constituenis  are  concerned  wih  airline  secuniy, 
border  control,  and  emergency  response,  not  WMD    Some  small  offices  concerned  with  WMD  liave  been  transfeiTed  to  llie  new 
Depanmeni  from  other  agencies,  where  they  reside  in  a  tiny  "Science  and  Technology"  Undersccreianat  that  disposes  of  only  2%  of 
the  DHS  budget.  But  there  is  no  evidence  that  this  new  bureaucracy,  heralded  as  the  most  revolutionary  govemmcnta!  reconfiguration 
since  the  late  1940s,  wil!  revolutionize  counlerprohferation. 

Meanwhile,  ihc  bureaucratic  exertions  associated  w  ith  the  new  Department  have  entirely  eclipsed  the  White  House  OHS. 
OHS  IS  supposed  to  orchestrate  the  investments  of  Hie  major  departments  that  already  have  responsibility  and  technical  capability  in 
WMD   -  DHS.  DOD,  the  Department  of  Energy,  the  Depanmeni  of  Health  and  Human  Services,  the  Intelligence  Community,  and 
others  -  to  create  nevt  capabilities,  new  strategies,  and  new  technologies  for  counterproliferation.'"  But  in  the  absence  of  a  strong 
While  House  hand  as  a  consequence  of  the  withering  of  OHS,  these  deparrmenls  will  revert  to  fitting  countenng  WMD  in  at  the 
margins  of  their  traditional  activities. 

Counlerproliferation  in  the  Pentagon 

One  depanmenr  besides  DHS  that  has  important  capabilities  and  responsibilities  for  countenng  WMD,  and  especially  for 
the  development  of  new  technology,  is  the  Depanmeni  of  Defense    The  term  "counterproliferation"  was  coined  by  former  Secretary 
of  Defense  Lcs  Aspin  to  signify  that  contending  with  WMD  was  an  important  DOD  mission  in  the  post-Cold  War  world.'  In  the 
1990s,  a  number  of  counterproliferation  programs  were  created  within  DOD  to  try  to  focus  research,  development,  and  acquisition  on 
producing  non-nuclear  counters  to  W.MD  on  the  baitiefield    0\er  time  tiie  programs  expanded  to  protecting  rear  areas  -  ports  and 
airfields  in  the  theater  of  war  -  against  chemical  and  biological  weapons  attack    Next,  the  technologies  for  protecting  allied  rear  areas 
were  recognized  to  be  applicable  to  protection  of  the  US  homeland  from  WMD  attack    Thus,  by  9.''1 !  DOD  was  recognized  as  a  lead 
agency  in  the  U  S.  for  developing  and  fielding  technology  for  countenng  WMD  wielded  by  both  slate  and  non-state  actors,  both  on 
foreign  battlefields  and  on  U  S.  territory    Yet  DOD's  counterproliferation  programs  remained  small  and  fragmented.  The  great  bulk 
of  DODs  post-Cold  war  investments  in  new  technology  ignored  WMD.  Under  the  1990s  slogan  "revolution  in  military  affairs,"  most 
of  the  innovative  thinking  and  spending  in  DOD  was  directed  at  perfecting  conventional  joint  military  operations 

Surprisingly  little  changed  in  DOD  after  9.'1 1    Secretary  of  Defense  Donald  Rumsfeld  has  proclaimed  "transformation"  to 
be  the  successor  to  "revolution  in  military  affairs  "  But  the  core  of  the  effort  is  long-range  precision  anack.  close  integration  of 
intelligence  information  with  operations,  and  closer  working  of  Army,  Navy,  and  An  Force  together  m  "joint"  operations    These 
worthy  transformation  goals  have  not  been  matched  by  any  comparable  counter-WMD  emphasis.  DOD's  counterproliferation 
programs  remain  small  and  scattered     Excluding  missile  defense,  these  programs  amount  to  only  a  few  billion  out  of  the  $400  billion 
defense  budget,  far  too  small  a  fraction  given  the  imponanceof  the  mission. 

US  Nuclear  Weapons  Programs 

An  important  question  for  counterproliferation  is  whether  U.S.  deployments  and  docirinc  for  its  own  nuclear  arsenal 
influence  the  spread  of  WMD  elsewhere  in  the  world    In  the  main,  the  influence  is  marginal 

It  is  unlikely  thai  Pyongyang's  or  Teheran's  calculations,  let  alone  al  Qaeda's,  are  significantly  dependent  on  whether  the 
United  Slates  has  6000.  3500,  or  2200  deployed  strategic  weapons  {these  are  the  numbers  permitted  under  the  last  three  rounds  of 
U  S. -Russian  nuclear  arms  control),  retains  tactical  nuclear  weapons  deployed  in  Europe,  researches  or  develops  earth-pcnetrating  or 
othei  new  types  of  nuclear  weapons,  or  has  a  doctrine  that  either  threatens  or  foreswears  nuclear  retaliation  if  chemical  or  biological 
wxapons  are  used  against  the  US  or  its  allies.  The  fear  that  the  United  Slates  would  or  could  use  nuclear  weapons  against  them  if 
they  used  WMD  is  a  useful  component  of  deterrence  against  proliferating  governments.  But  the  United  Slates  has  another  tool  of 
deterrence  besides  nuclear  weapons  —  its  unmatched  conventional  military  power.  Terrorists,  for  their  pan,  are  likely  not  deterred  by 
threats  of  punishment  at  all 

On  the  other  hand,  countering  North  Korean  and  Iranian  WMD  ambitions  can  be  assisted  with  the  support  of  the 
international  community    Defeating  al  Qaeda  positively  depends  upon  cooperation  by  foreign  govemmenis  in  intelligence  and  law 
enforcement,  in  this  area  a  unilateral  option  is  not  available    International  support  for  these  U  S.-led  efforts  against  WMD  is 
influenced,  again  perhaps  only  at  the  margin,  by  U  S  nuclear  policy.  To  the  extent  tliat  the  United  States  suggests  a  growing  reliance 
of  its  own  on  nuclear  weapons  for  secunty.  it  makes  tlie  job  of  marshaling  international  cooperation  m  a  coalition  against  WMD 
terrorism  or  an  overhaul  of  WMD  arms  control  more  difficult 

These  marginal  co.sts  of  emphasizing  the  role  of  US.  nuclear  weapons  in  its  own  security  should  therefore  be  weighed 
against  the  marginal  benefits  of  changes  m  the  U  S  nuclear  posture.  Recently  the  United  Slates  has  embarked  on  three  changes  that 
do  not  meet  this  test 

One  change  is  to  t;ombine  nuclear  weapons,  missile  defenses,  and  long-range  conventional  weapons  into  a  "new  Triad." 
replacing  the  traditional  nuclear  "Triad"  of  land-ba.sed  missiles,  submarine-based  missiles,  and  strategic  bombers.  This  construct 
accomplishes  little,  but  it  has  the  deirimenlal  and  misleading  effect  of  suggesting  to  the  world  that  US  presidents  will  regard  use  of 
nuclear  weapons  and  use  of  conventional  weapons  as  differing  in  degree  rather  than  in  kind. 


Asliton  B.  Carter,  "Roles  for  the  White  House  and  the  New  Department."  Testhnony  on  the  Relationship  between  a  Department  of 
Homeland  Security  and  the  Intelligence  Community  before  the  Governmental  Affairs  Committee,  U.S.  Senate,  26  June  2002.Foomote 
to  ABC  Senate  Gov  Affairs  Testimony 
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International  Security  and  Arms  Control.  December  7.  1993,  speech 


Another  cliange  wiih  li'.ile  benefit  is  to  accelerate  the  schedule  for  the  resumption  of  underground  nuclear  tesimg   The  new 
schedule  alJows  weapons  scieniisis  lo  lesi  ai  Ihe  earliest  nme  Ihey  can  be  ready  lo  lake  useful  data  from  ihe  deionatioii    Bui  given  llie 
slakes  involved,  the  schedule  for  resuming  underground  testing  should  instead  be  driven  by  considerations  of  mihiary  necessity,  and 
here  llie  case  for  the  change  has  not  been  made 

The  third  change  is  to  embark  on  research  and  development  of  a  ne\^'  type  of  eanh-penetranng  nuclear  warhead,  osiensibly 
10  destroy  deepl>'  buried  WMD  facilities    Once  again,  the  military  rationale  for  this  move  is  not  strong,  since  the  United  States  alreadv 
has  eanh-penclraling  nuclear  weapons  and  the  focus  on  munitions  begs  the  larger  question  problem  of  finding  such  targets  in  the  first 
place.  The  political  enormity  (and  much  of  the  fallout  comaminaiion)  of  a  decision  lo  cross  the  nuclear  divide  would  not  be  much 
reduced  by  changing  the  design  of  the  nuclear  weapon.  Once  again,  the  benefit  of  the  proposed  innovation  in  U.S  nuclear  programs  is 
marginal. 

Th.e  better  U.S.  military'  strategy  would  be  lo  seek  lo  widen  and  prolong  the  huge  gap  between  U.S.  conventional  military 
capabilities  and  (hose  of  any  other  nation,  and  to  use  Iransfomialional  technology  lo  narrow,  not  widen,  the  range  of  circumstances  in 
which  this  nation  would  resort  to  use  of  nuclear  weapons. 

Strengthening  the  Role  of  Arms  Control 

Another  tool  is  arms  control  regimes  like  the  Nuclear  Nonproliferation  Treaty  (NPTl  the  Chemical  Weapons  Convention 
(CWC),  and  the  Biological  Weapons  Convention  (BWC)    These  are  sometime  disparaged  as  useless  tools,  since,  Ihe  argument  goes, 
the  "'rogues"  ignore  them  wiih  impunity  (since  Ihey  have  inadequate  verification  and  enforcemeni  provisions)  and  the  rest  of  the 
"good"  counlnes  are  unaffected  by  them.   But  this  argument  is  wrong  for  Iwo  reasons. 

First  the  world  does  not  consist  of  "rogue"  and  "good"  states  as  regards  proliferation  behavior  there  is  an  important  "in- 
between"  category.  This  category  has  been  represented  over  time  by  Ukraine,  Kazakhstan,  and  Belarus  (which  chose  to  forsake  the 
nuclear  weapons  they  inherited  from  the  Soviet  Union),  Argentina  and  Brazil  (which  mutually  agreed  to  give  up  nuclear  their  nuclear 
programs);  Taiwan  and  South  Korea  (which  chose  U  S  protection  over  nuclear  weapons),  and  Soulh  Africa  (which  changed  regimes 
and  thus  sense  of  external  threat).   In  all  these  cases,  Ihe  allure  of  greater  inlemationai  acceptance  if  ihey  abandoned  Iheir  nuclear 
ambitions  was  one  important  factor  in  their  decision. 

The  second  reason  those  who  disparage  counlerproliferation  arms  control  are  wrong  is  that  Ihe  agreements  are.  m  fact, 
useful  even  in  dealing  with  the  "rogues".  When  it  comes  time  for  the  United  States  lo  lead  action  against  the  rogues,  the  intemalional 
consensus  against  WMD  embodied  in  the  K'PT,  CWC,  and  BWC  helps  Ihe  L'nued  Slates  to  marshal  the  support  of  other  nations  in 
confroniing  the  rogue. 

Therefore  the  arms  control  regimes  have  some  value  even  if  their  provisions  are  far  from  perfect    But  these  provisions  can 
be  strengthened,  and  the  U  S.  should  be  leading  the  way  lo  strengthen  them  rather  than  disparaging  them.  One  problem  affecting  the 
NPT  IS  dual  use  of  nuclear  technology.  The  "peaceful  atom,"  dating  to  the  1 960s  when  the  NPT  was  negotiaied,  constitutes  a  huge 
loophole  m  the  regime  that  musl  be  closed    Non-nuclear  states  are  today  permuted  by  llie  NPT  lo  have  closed  nuclear  fuel  cycles. 
They  may  enrich  uranium  lo  make  leactor  fuel,  and  they  may  reprocess  spent  reactor  fuel  lo  extract  plutonium  -  provided  Ihey  declare 
their  activities  to  the  IAEA  and  allow  the  1  AE.A  to  confirm  the  declaration    Bui  possession  of  enrichment  and  reprocessing  facilities 
positions  a  country  dangerously  close  to  achieving  nuclear  weapons  capability    Iran  is  an  important  case  In  point    !n  ihe  future,  non- 
nuclear  weapons  states  should  be  obliged  to  import  enriched  fuel  from  supplier  slates  and  ship  spent  fuel  back  to  the  suppliers, 
foregoing  both  enrichment  and  reprocessing    In  return,  ihe  supplying  nations  would  be  obliged  to  provide  fuel  services  on  an 
economically  fair  basis,  which  will  invanably  be  cheaper  for  the  importer  than  building  their  own  facilities. 

Verification  and  enforcement  provisions  of  the  anus  control  agreements  should  also  be  strengthened.  Tins,  like  improving 
intelligence,  will  not  be  an  easy  task  given  the  inlierenl  ease  of  concealment  of  WMD  programs.  But  inspections  called  for  by  arms 
control  agreements,  and  the  international  pressure  shifting  the  burden  of  proof  to  potential  proliferators,  can  strengthen  intelligence,  as 
noied  above.   And  accurate  intelligence  is  as  necessary  lo  all  the  olhet  ujols  of  counlerproliferation  as  it  is  to  anus  control    Arms 
control  plays  a  limited  role  in  the  toolbox    Bui  in  this  it  is  not  different  from  all  ihe  other  tools,  each  of  which  has  ils  limuations,  but 
each  Its  place 

Conclusion:  Overhaul  Counlerproliferation  Before  It's  Too  Late 

In  Slating  that  keeping  the  worst  weapons  out  of  the  hands  of  ihe  worst  people  is  the  highest  security  imperative  for  the 
world  in  this  era.  President  Bush  has  made  the  appropriate  call  to  action    Bui  to  date  Ihe  action  itself  has  been  lacking  when  it  comes 
to  policies  specifically  designed  to  keep  WMD  out  of  hostile  hands,  either  nation-states  or  terrorists    After  9/1 1  the  United  Slates 
regretted  that  it  had  noi  taken  steps  lo  overhaul  iis  couiiterlerrorism  capabilities  years  earlier,  steps  that  seemed  tragically  obvious  after 
the  World  Trade  Center  towers  were  gone    An  overhaul  of  counlerproliferation  is  needed  now.  It  will  be  unfortunate  if  the  overhaul 
IS  undertaken  only  after  the  need  for  it  is  made  tragically  obvious  by  an  incident  of  mass  dcslruction. 
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I  am  pleased  to  appear  today  to  discuss  export  controls  and  their  impact  on  the  spread  of 
mass  destruction  weapons.  Before  getting  into  the  substance  of  my  testimony,  I  would  like  to 
offer  a  recent  publication  by  my  organization  for  inclusion  in  the  hearing  record.  It  is  an  article 
listing  transshipments  of  dangerous  items  through  Dubai  in  the  United  Arab  Emirates.  The 
article  appeared  in  the  New  York  Times  on  March  4,  2004. 

The  committee  has  asked  me  to  give  a  status  report  on  worldwide  export  controls  and  to 
comment  on  the  proposals  that  President  Bush  made  during  his  speech  on  February  1 1  at  the 
National  Defense  University.  The  committee  has  also  asked  me  to  describe  an  effort  that  my 
organization  is  making  to  improve  export  controls  in  the  countries  of  Eastern  Europe  and  the 
former  Soviet  Union. 

One  of  the  best  ways  to  appreciate  the  strengths  and  weaknesses  of  today's  export  control 
system  is  to  consider  the  amazing  nuclear  smuggling  network  that  we  have  been  reading  about  in 
the  newspapers.  In  his  speech  on  February  1 1,  the  president  described  what  one  Pakistani 
scientist,  plus  a  handful  of  his  henchmen,  have  been  able  to  achieve  during  the  past  decade.  To 
Libya,  Iran  and  North  Korea,  they  supplied  components  for  high-speed  gas  centrifuges,  machines 
that  convert  natural  uranium  to  nuclear  weapon  grade  and  are  very  hard  to  manufacture  on  one's 
own.  To  Libya,  they  even  sold  the  design  for  an  actual  nuclear  weapon  -  one  that  is  known  to 
work.  Iran  and  North  Korea  also  may  have  received  the  same  bomb  design;  we  still  don't  know. 

The  most  important  fact  about  this  network  is  its  success.  The  failure  of  the  United  States 
to  detect  or  to  close  down  this  nuclear  arms  bazaar  must  rank  as  one  of  the  great  national  security 
disasters  of  our  time.  It  allowed  threats  to  develop  that  dwarf  anything  Saddam  Hussein  was  able 
to  do  after  the  1991  Gulf  War.  Three  of  America's  most  resolute  foes  got  much  of  what  they 
needed  to  make  nuclear  weapon  material,  and  we  either  didn't  know  about  it  or  didn't  do  anything 
sufficient  to  stop  it.  Two  of  those  foes,  Iran  and  Libya,  are  long-time  supporters  of  terrorist 
organizations. 

To  make  matters  worse,  this  nuclear  spider's  web  was  not  spun  by  some  shadowy  figure. 
It  was  set  up  by  the  well-known  Abdul  Qadeer  Khan,  a  Pakistani  scientist  notorious  since  the 
1970's  as  a  nuclear  smuggler.  While  employed  in  the  Netherlands,  he  stole  the  designs  for 
European  centrifiiges,  brought  them  home  to  Pakistan,  and  became  the  "father"  of  the  Pakistani 
bomb.  Then,  traveling  from  his  nuclear  weapon  laboratory  in  Pakistan,  he  made  dozens  of  trips 
to  Libya,  Iran  and  North  Korea  to  sell  his  wares  and  keep  his  customers  happy. 

Iran  was  outfitted  in  the  late  1980's  and  early  1990's.  North  Korea  got  what  it  needed  in 
the  mid  and  late  1990's.  Libya  was  still  getting  things  last  fall.  Thousands  of  centrifuge  parts 
were  sent  to  Libya  from  a  factory  in  Malaysia,  and  other  parts  and  machinery  also  came  from 
Europe.  We  should  ask  the  question:  What  can  we  learn  from  this  frightening  experience? 
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The  first  lesson  is  that  these  smuggling  networks  must  be  stopped  before  they  succeed. 
This  one  wasn't.  It  defeated  our  export  control  system  like  the  Gernian  army  defeated  the 
Maginot  line  -  by  simply  going  around  it. 

President  Bush  claimed  in  his  speech  that  the  Khan  network  was  "gradually  uncovered" 
over  "several  years"  by  U.S.  and  British  intelligence  agents.  But  that  seems  to  be  a  great 
exaggeration.  Pakistani  President  Pervez  Musharraf  says  that  our  government  didn't  tell  him 
about  the  network  in  any  detail  until  last  October.  When  asked  about  Musharrafs  statement, 
U.S.  officials  have  not  refuted  it.  They  say  only  that  Musharraf  was  given  more  general  warnings 
earlier.  As  for  North  Korea,  U.S.  diplomats  only  confronted  Pyongyang  over  its  centrifuge 
imports  in  2002,  several  years  after  tliey  happened.  And  Iran's  centrifuge  factory  didn't  become  a 
public  issue  until  it  was  publicized  by  the  Iranian  resistance  in  August  2002.  Concerning  Libya, 
our  intelligence  agencies  take  credit  for  the  seizure  last  October  of  centrifuge  parts  bound  for  that 
country,  but  according  to  a  recent  report  in  the  New  Yorker  magazine,  it  was  the  Libyans 
themselves  who  revealed  the  shipment  as  part  of  their  peace  offering  to  the  West. 

Even  if  we  look  at  these  cases  in  the  rosiest  possible  light,  the  United  States  was  about  a 
decade  late  in  confronting  the  Pakistani  government;  it  was  more  than  a  decade  late  responding 
to  fran's  progress;  it  was  tardy  by  several  years  in  the  case  of  North  Korea.  What  this  shows  is 
that  the  United  States  was  essentially  defenseless  against  a  burgeoning  nuclear  black  market 
across  the  span  of  three  U.S.  administrations. 

The  question  is:  what  was  the  U.S.  government  doing  all  this  time?  Apparently,  nothing 
effective.  I  suggest  that  Congress  could  provide  a  great  public  service  by  demanding  a  clear 
explanation  of  why  our  government  failed  for  so  long  to  stop  this  network. 

The  second  thing  we  should  realize  about  this  network  is  that  most  of  the  persons  and 
countries  that  participated  in  it  were  outside  the  worldwide  system  for  controlling  exports.  In 
fact,  the  network  seems  to  have  been  set  up  for  the  express  purpose  of  defeating  export  controls. 
The  network  was  overseen  by  a  Pakistani;  it  was  operated  by  companies  in  Dubai  in  the  United 
Arab  Emirates;  it  carried  out  manufacturing  in  Malaysia.  None  of  these  countries  takes  part  in 
the  existing  regimes  to  control  nuclear  exports. 

Malaysia  and  the  Emirates  do  adhere  to  the  Nuclear  Nonproliferation  Treaty.  But  under 
that  treaty,  it  is  legal  for  a  member  to  ship  centrifuge  parts  to  other  treaty  members  such  as  Libya 
or  Iran  without  imposing  any  restrictions.  This  is  so  because  of  the  assumption  that  any  fissile 
material  that  exists  inside  a  treaty  member's  borders  will  be  inspected  by  the  International  Atomic 
Energy  Agency.  Of  course,  both  Libya  and  fran  made  fissile  material  with  imported  equipment 
without  telling  the  Agency.  The  lack  of  control  on  exports  among  treaty  members  is  a  large 
loophole  that  needs  to  be  closed. 

The  third  thing  we  should  realize  is  that  persons  and  companies  from  countries  inside  the 
worldwide  export  control  system  also  were  involved.  Germany  and  Switzerland  are  both 
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implicated.  The  authorities  there  are  no  doubt  looking  into  what  their  companies  did.  hi 
addition,  it  has  just  been  revealed  that  Japan  sold  Libya  an  entire  uranium  conversion  plant  in  the 
mid  1980's.  Such  a  plant  is  specifically  designed  to  help  its  user  enrich  uranium,  which  in  Libya 
could  only  have  been  intended  for  atomic  bombs.  It  is  hard  to  understand  how  the  Japanese 
government  could  have  allowed  such  a  reckless  export  to  happen.  These  lapses  show  that 
existing  laws  need  to  be  more  vigorously  enforced. 

Despite  these  setbacks,  it  is  important  to  understand  that  export  controls  still  perform  a 
vital  function.  They  slow  down  countries  that  want  to  make  mass  destruction  weapons,  they 
make  their  weapon  programs  more  expensive,  and  they  give  diplomacy  time  to  work,  hi  effect, 
they  force  buyers  to  use  a  smuggling  network.  And  because  things  like  centnfuge  components 
cannot  be  bought  openly  from  reputable  suppliers,  Iran  has  taken  more  than  a  decade  to  develop 
Its  existing  centrifuge  capability,  which,  as  far  as  we  know,  is  based  on  old  and  less  efficient 
designs.  Libya  had  made  little  progress  when  it  decided  to  give  up  its  program.  It  was  entirely 
dependent  on  continued  help  from  outside.  If  these  countries  could  have  purchased  turn-key 
centrifuge  plants  on  the  open  market  with  engineering  support,  their  bomb  programs  would 
probably  have  succeeded  long  ago.  As  for  North  Korea,  the  status  of  its  centrifuges  is  still  a 
mystery,  like  most  things  about  its  nuclear  programs. 

The  committee  has  also  asked  me  to  comment  on  the  proposals  in  President  Bush's 
speech.  Some  of  the  proposals  are  aimed  at  tightening  the  rules  applied  by  the  Nuclear  Suppliers 
Group,  which  now  includes  forty  countries.  These  suppliers  could  no  longer  sell  the  means  to 
make  plutonium  and  ennched  uranium,  the  two  nuclear  weapon  fuels,  to  any  country  that  was  not 
already  capable  of  making  these  materials.  Unfortunately,  this  proposal  is  not  too  clear.  It  does 
not  seem  to  affect  Israel,  India,  Pakistan  and  North  Korea  -  the  newest  nuclear  weapon  builders  - 
because  they  can  already  make  such  bomb  fuel.  It  might  not  even  affect  Iran,  which  can  already 
enrich  uranium.  When  we  consider  that  Iraq  and  Libya  have  now  moved  out  of  the  bomb 
business,  it  is  hard  to  see  who  might  be  the  target  of  this  proposal,  other  than  perhaps  Syria.  In 
addition,  the  proposal  does  not  apply  to  sellers  in  countries  that  do  not  belong  to  the  Nuclear 
Suppliers  Group,  such  as  Malaysia,  Pakistan  and  the  U.A.E.,  not  to  mention  some  150  other  non- 
participating  states. 

The  president's  plan  also  appears  to  prohibit  the  nuclear  suppliers  from  selling  nuclear- 
related  exports  to  any  country  that  has  not  yet  agreed  to  the  "Additional  Protocol"  sponsored  by 
the  International  Atomic  Energy  Agency.  This  is  a  good  idea,  so  long  as  many  more  countries, 
including  the  United  States,  agree  to  the  heightened  inspections  that  the  protocol  requires. 

The  president  further  recommended  that  a  new  committee  be  created  at  the  International 
Atomic  Energy  Agency,  the  purpose  of  which  would  be  to  enforce  the  Agency's  inspection 
agreements.  In  addition,  he  recommended  excluding  from  this  committee  and  from  the  Agency's 
Board  of  Governors  any  state  that  is  under  investigation  for  violating  its  non-proliferation 
obligations.  This  latter  measure  is  aimed  at  Iran. 
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These  are  all  good  proposals,  but  they  don't  go  far  enough.  They  are  not  aimed  at  the 
main  target  -  which  is  the  nuclear  black  market.  Tinkering  with  what  law-abiding  countries  do 
won't  make  much  difference  to  rogue  networks  like  A.  Q.  Khan's.  The  only  way  to  combat  these 
networks  is  to  find  out  about  them  early,  and  to  shut  them  down  before  they  achieve  their  goals. 
So  far,  we  have  not  been  able  to  do  that. 

The  president  did  recommend  strengthenmg  the  new  Proliferation  Security  Initiative, 
which  is  a  positive  development.  But  seizing  a  cargo  here  and  there  is  not  going  to  be  enough  to 
stop  proliferation.  We  must  see  to  it  that  smugglers  are  deprived  of  their  legal  havens.  That 
means  getting  more  countries  to  adopt  and  enforce  adequate  export  controls.  In  neither  Dubai, 
Pakistan  nor  Malaysia  is  there  any  legal  restriction  on  selling  centrifuge  parts  to  Libya  or  Iran. 
That  is  also  true  of  many  other  potential  manufacturing  sites  in  the  world.  Unless  we  do 
something  to  remove  the  possibility  of  using  such  sites  as  smugglers'  havens,  v/e  will  continue  to 
face  the  danger  of  nuclear  black  markets. 

One  step  toward  closing  this  loophole  would  be  to  get  all  nations  to  adopt  the  export 
controls  that  are  contained  in  the  "Additional  Protocol"  mentioned  above.  These  controls 
provide  that  if  a  country  exports,  say,  centrifuge  components,  it  must  notify  the  International 
Atomic  Energy  Agency  that  the  export  is  going  out.  It  must  also  tell  the  Agency  where  the 
export  is  going.  The  importing  country  must  then  allow  the  Agency  to  inspect  the  components. 

Once  the  United  States  ratifies  the  protocol,  it  should  try  to  get  all  countries  to  adopt  it. 
The  United  States  could,  for  example,  introduce  a  U.N.  Security  Council  resolution  requiring  all 
nations  to  adopt  at  least  the  export  control  provisions  of  the  protocol.  Such  a  measure  could  be 
added  to  the  resolution  to  outlaw  proliferation  that  the  White  House  is  now  drafting.  Pakistan, 
the  United  Arab  Emirates  and  Malaysia  would  then  be  under  pressure  to  control  what  crosses 
their  borders. 

A  second  step  would  be  for  the  United  States  to  crack  down  on  retransfer  points  such  as 
the  Emirates.  President  Bush  has  mentioned  interrogations  in  Pakistan  and  actions  against  the 
factory  in  Malaysia,  but  has  given  no  indication  that  Dubai  will  suffer  any  adverse  consequences. 
We  caimot  worry  only  about  rogue  regimes  without  also  shutting  down  the  places  that  allow 
them  to  buy  what  they  want.  We  have  to  put  pressure  on  the  countries  that  allow  dangerous  trade 
to  flourish,  even  if  it  means,  in  the  case  of  the  Emirates,  withholding  aid  and  refusing  arms  sales. 

A  third  way  to  strengthen  export  controls  is  to  work  directly  with  other  countries  to  help 
them  improve  their  performance.  That  is  what  my  organization  has  been  doing  for  the  past  four 
years.  In  January  2000  we  started  a  program  to  help  the  countries  of  Eastern  Europe  and  the 
former  Soviet  Union.  Since  then  we  have  visited  eighteen  of  these  countries  and  trained  more 
than  250  officials. 

All  of  these  countries  are  trying  to  build  successful  export  controls  over  the  remains  of 
the  administrative  systems  they  inherited  from  their  days  in  the  East  Bloc.  Most  of  them  must 


contend  with  goods  coming  across  their  borders  from  Russia  or  elsewhere  that  are  mislabeled. 
Whether  we  like  it  or  not,  these  countries  are  now  the  first  line  of  defense  against  arms 
proliferation.  It  is  their  export  control  officers,  customs  officials  and  border  guards  who  must 
stop  dangerous  exports  before  those  exports  threaten  us  in  our  homes.  In  the  most  literal  sense, 
homeland  security  now  begins  abroad. 

To  help  these  officials  do  their  jobs  better,  we  are  supplying  them  with  our  database, 
which  is  called  the  Risk  Report,  and  showing  them  how  to  use  it.  The  database  was  launched 
with  support  from  private  foundations,  and  is  now  being  sustained  with  subscription  revenues 
and  support  from  the  Defense  and  State  Departments. 

The  Risk  Report  lists  the  names  and  activities  of  over  3,700  entities  around  the  world  that 
are  linked  to  nuclear,  chemical,  biological,  and  missile  proliferation  or  to  terrorism.  It  also 
describes  the  sensitive  products  that  are  controlled  for  export,  and  has  pictures  of  these  products 
and  explains  why  they  are  controlled.  The  Risk  Report  is  now  being  used  by  some  30  countries, 
for  both  export  licensing  and  export  enforcement.  We  know  that  the  information  in  the  database 
has  been  used  to  block  dangerous  exports  to  both  India  and  Iran.  In  the  years  ahead,  we  hope  to 
bring  the  database  to  even  more  countries. 
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The  Heritage  Foundation  is  a  public  policy,  research,  and  educational 
organization  operating  under  Section  501(C)  (3).  It  is  privately  supported,  and  receives 
no  funds  from  any  government  at  any  level,  nor  does  it  perform  any  government  or  other 
contract  work. 

The  Heritage  Foundation  is  the  most  broadly  supported  think  tank  in  the  United 
States.  During  2003,  it  had  more  than  200,000  individual,  foundation,  and  corporate 
supporters  representing  every  state  in  the  U.S.  Its  2003  income  came  from  the  following 
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Individuals 
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Foundations 
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Corporations 
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Investment  Income 
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Publication  Sales  and  Other 

3% 

The  top  five  corporate  givers  provided  The  Heritage  Foundation  with  5%  of  its 
2003  income.  The  Heritage  Foundation's  books  are  audited  annually  by  the  national 
accounting  firm  of  Deloitfe  &  Touche.  A  list  of  major  donors  is  available  from  The 
Heritage  Foundation  upon  request. 

Members  of  The  Heritage  Foundation  staff  testify  as  individuals  discussing  their 
own  independent  research.  The  views  expressed  are  their  own,  and  do  not  reflect  an 
institutional  position  for  The  Heritage  Foundation  or  its  board  of  trustees. 
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Mr.  Chairman  and  distinguished  members  of  the  Committee,  thank  you  for 
inviting  me  to  address  the  threats  posed  by  the  proliferation  of  nuclear,  biological, 
chemical,  and  radiological  weapons  and  the  means  to  deliver  them. 

The  dangers  posed  to  the  American  people  and  our  allies  by  such  weapons  have 
multiplied  significantly  in  the  past  few  years.  Military  measures  such  as  deterrence  and 
political  means  like  arms  control,  which  proved  reasonably  effective  during  the  Cold 
War,  are  more  difficult  in  a  world  with  multiple  actors  that  have,  seek,  and  may  use  such 
weapons.  The  existence  of  non-state  actors  that  fimction  on  a  global  scale,  such  as  al- 
Qaeda,  that  may  gain  access  to  weapons  of  mass  destruction  significantly  changes  the 
habitual  calculus  of  deterrence  and  arms  control,  particularly  because  for  the  terrorists 
neither  regime  survival  nor  the  survival  of  a  state  is  involved  in  their  decision  calculus. 
Indeed,  even  personal  survival  is  often  not  a  consideration. 

In  today's  threat  environment  a  successful  policy  for  combating  weapons  of  mass 
destruction  addresses  the  most  serious  danger  to  the  peace  of  the  world  and  the  security 
of  the  United  States.  As  President  Bush  pointed  out  in  a  White  House  fact  sheet  on 
February  1 1,  2004,  chemical,  biological,  or  nuclear  weapons  in  the  hands  of  terrorists  or 
rogue  regimes  could  bring  catastrophic  harm  to  America  and  to  the  international 
community. 

Diplomatic  measures  and  nonproliferation  regimes  alone  will  never  be  sufficient 
to  curb  these  dangerous  threats;  they  lack  the  threat  of  force.  The  approach  taken  by  the 
President  in  the  Proliferation  Security  Initiative  adds  another  tool  to  the  toolbox  as  a 
means  between  holding  meetings  and  declaring  war.  A  successful  policy  for  combating 
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the  spread  of  weapons  of  mass  destruction,  however,  depends  on  using  the  following  four 
tools  in  a  balanced  and  concerted  way:  deterrence,  defense,  offensive  operations,  and 
arms  control  (including  export  controls).  ..;.,, 

Proliferation  Security  Initiative 

The  Proliferation  Security  Initiative,  despite  the  fact  that  it  was  launched  less  than 
a  year  ago,  has  been  quite  successful  in  encouraging  international  cooperation  on 
interdicting  illicit  trafficking  of  weapons.  It  is  a  creative  approach  that  works  to  develop 
cooperation  among  like-minded  states  in  a  manner  that  allows  each  to  enforce  its  customs 
and  security  programs  within  its  own  sovereign  territory.  Moreover,  the  PSI  has  the 
attraction  of  being  a  new  international  regime  into  which  nations  opt  of  their  own 
volition,  without  some  attempt  to  create  a  new  external  bureaucracy  that  limits  national 
sovereignty  or  subordinates  it  to  a  supra-national  organization.  As  the  Bush 
Administration  works  to  maintain  momentum,  the  PSI  should  be  driven  by  the  following 
four  principles:  , 

•  The  PSI  should  seek  a  healthy  competition  with  the  treaty-based  (NPT,  BWC, 
CWC)  non-proliferation  regimes.  ' ''        -  ^'i- 

•  It  should  avoid  creating  an  international  bureaucracy. 

•  It  should  seek  to  harness  the  power  of  sovereign  states,  not  create  an 
internationally  based  alternative  power  center.     ,  .    .  .; 
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•     It  should  avoid  quid  pro  quo  deals  in  which  non-proliferation  obligations  are 
obtained  at  the  expense  of  accepting  technology  and  trade  obligations  that 
undermine  the  non-proliferation  goal. 

As  attractive  as  this  new  approach  may  be,  it  has  limitations.  Ships  or  aircraft  that  attempt 

to  transport  weapons  of  mass  destruction,  delivery  means,  or  the  technologies  to 

manufacture  such  deadly  weapons  must  pass  through  or  stop  at  the  customs  territories  of 

the  cooperating  nations.  Any  nation  of  terrorist  group  that  attempts  to  move  such  things 

could  simply  operate  through  the  territory  of  a  non-cooperating  state.  Still,  other  means 

of  arms  control  are  necessary  to  complement  this  important  initiative. 

:>'.  > 
Deterrence  ^  ""'"" 

Deterrence  through  conventional  military  strength  and  a  strong  nuclear  force  has 
been  the  principal  means  of  dissuading  a  potential  adversary  from  attacking  the  United 
States.  The  strategy  of  mutually  assured  destruction,  as  frightening  as  it  might  be,  was  an 
effective  way  to  deter  the  Soviet  Union  during  the  Cold  War,  and  it  continues  to  be  a 
necessary  tool  to  deter  potential  adversaries.  China  too,  with  its  "minimum  deterrent 
strategy"  understands  that  a  nuclear  strike  against  U.S.  forces  and  bases  in  East  Asia, 
American  allies,  or  the  United  States  will  invite  swift,  decisive  retaliation.  China's 
minimum  deterrent  strategy  was  designed  to  have  the  ability  to  inflict  damage  on  an 
aggressor  able  to  wage  a  nuclear  war.  Beijing  is  shifting  its  strategy  to  one  of  limited 
deterrence  based  on  what  Alistair  I.  Johnston,  of  Harvard  University,  has  identified  as  a 
new  war-fighting  doctrine  that  includes  both  counterforce  target  and  countervalue  targets 
(missiles  and  the  general  population)  in  an  adversary's  homeland. 
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Deterrence  works  in  cases  in  which  leaders  value  the  survival  of  their  nation,  its 
population,  and  its  institutions,  if  not  their  own  survival.  Officials  who  accompanied 
then-Secretary  of  State  Madeline  Albright  to  North  Korea  report  that  even  Kim 
Chong-il — who  may  not  value  his  people  very  much  but  certainly  values  his  own  survival 
and  that  of  his  regime — understands  that  a  nuclear  attack  on  the  United  States  would 
invite  certain  destruction.  Indeed,  North  Korea  has  been  effectively  deterred  since  the 
Korean  Armistice  was  signed  in  1953,  which  is  why  President  Bush  is  able  to  address  the 
threat  from  Pyongyang  in  a  patient  manner  with  the  cooperation  of  the  other  four  nations 
with  an  interest  in  peace  and  security  in  Northeast  Asia. 

Defense 

It  is  imperative  that  the  United  States  develop  effective  ballistic  missile  defenses 
and  deploy  them  as  quickly  as  possible.  Defenses  minimize  the  effects  of  the  potential 
use  of  weapons  of  mass  destruction  and  make  the  threat  of  their  delivery  by  missile  by 
rogue  states  or  enemies  with  minimal  delivery  means  less  credible.  Such  defenses  would 
be  more  effective  if  combined  with  a  broad  architecture  involving  allies  and  friends. 
Thus,  cooperation  with  Israel  and  NATO  nations  on  ballistic  missile  defense  programs  is 
important,  as  are  Britain's  intent  to  upgrade  the  Fylingdales  radar  and  the  declarations  by 
Australia  and  Canada  of  their  willingness  to  cooperate.  The  December  17,  2003,  decision 
by  the  Diet  of  Japan  to  move  forward  to  develop  ballistic  missile  defenses  with  the 
United  States  is  also  a  welcome  policy. 

Effective  missile  defenses  may  even  help  dissuade  potential  adversaries  from 
developing  a  long-range  ballistic  missile  capability  to  begin  with.  The  fact  is  that  the 


81 
United  States  adhered  to  a  policy  of  purposeful  vulnerability  toward  ballistic  missiles 
until  recently.  This  provided  an  attractive  incentive  for  nations  to  develop  a  missile 
capability  to  exploit  this  obvious  hole  in  the  nation's  defense.  A  10,000  kilometer  missile 
will  be  far  less  valuable  to  North  Korea  or  Iran  if  the  United  States  can  effectively  defend 
against  it.  This  should  translate  into  those  nations  being  far  less  concerned  about 
investing  their  scarce  resources  into  those  capabilities. 

Of  course,  weapons  of  mass  destruction  can  be  delivered  by  many  other  means 
than  just  ballistic  missile.  Effective  means  of  cruise  missile  defense  are  already  available, 
and  the  Coast  Guard  and  Navy  are  putting  into  place  a  maritime  surveillance  and  security 
program  to  lessen  the  likelihood  of  such  an  attack.  The  other  measures  that  the 
Department  of  Homeland  Security  is  putting  in  place  to  protect  the  American  people  are 
equally  important  means  of  defense.  Border  protection,  ensuring  that  we  know  what 
foreign  persons  are  in  our  country  and  why,  and  the  Container  Security  Initiative  to 
prevent  use  of  a  shipping  container  to  transport  a  weapon  of  mass  destruction,  are  all 

defensive  measures  that  make  America  safer. 

..I 

Consequence  management  and  the  ability  to  minimize  the  effects  of  any  weapons 
of  mass  destruction  that  may  be  used  against  the  American  people  or  our  forces  abroad 
are  also  important  defensive  measures.  The  old  emphasis  on  civil  defense  in  case  of 
nuclear  attack  during  the  Cold  War  has  shifted  to  a  broad  system  of  consequence 
management  as  part  of  a  homeland  security  system.  Thoughtful  study  has  taught  us  that 
local  responders  are  the  most  likely  to  have  to  handle  any  use  of  nuclear,  radiological, 
biological,  or  chemical  weapons  against  the  American  people.  A  systematic  way  of 
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ensuring  that  local  first  responders  are  prepared  for  such  an  eventuality  is  one  of  the  most 
serious  responsibilities  of  the  Department  of  Homeland  Security.  -       -     .       ».    .   ■■  .- 

Offense 

Preemption  has  always  been  an  option  for  addressing  a  circumstance  where  the 
risk  of  attack  is  growing.  As  early  as  April  2002,  The  Heritage  Foundation  suggested  in 
its  publication  Issues  2002  that  the  Bush  Administration  adopt  a  policy  of  preempting 
imminent  attacks  by  terrorists  or  states  when  there  is  certain  knowledge  that  weapons  of 
mass  destruction  may  be  used  or  that  an  attack  is  imminent.  The  right  to  do  so  is  not  a 
new  principle  in  international  law.  It  has  been  an  inherent  right  for  centuries  that  nations 
need  not  suffer  an  attack  before  they  can  lawfully  defend  themselves  against  imminent 
danger  of  attack.  Making  this  an  explicit  strategy  and  policy  highlights  this  option 
because  of  the  unique  threats  posed  by  rogue  states  or  terrorists  who  may  be  armed  with 
weapons  of  mass  destruction.  A  policy  of  preemption  requires  "certain  knowledge." 
Imagine  if  you  will  that  it  is  December  6,  1941 ,  and  United  States  ships  and  aircraft 
observe  the  assembled  Japanese  fleet  launching  armed  aircraft  off  the  shores  of  Hawaii. 
No  rational  person  would  argue  that  attacking  those  Japanese  aircraft  and  ships  before 
they  reached  American  shores  would  have  violated  international  law. 

The  failure  of  the  American  intelligence  community  to  accurately  portray  the 
scope,  nature  and  location  of  Iraq's  weapons  of  mass  destruction  program  is  a  serious 
matter  that  Congress  is  investigating.  Because  a  policy  of  preemption  is  so  dependent  on 
accurate  intelligence,  the  international  comumunity  will  question  the  legitimacy  of  any 
future  preemptive  action  by  the  United  States  (or  any  other  nation),  but  the  explicit 
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statement  of  such  a  policy  serves  as  a  notice  to  terrorists  and  rogue  states  that  they  cannot 
prepare  an  attack  against  America  with  impunity.  Given  the  potential  scope  of  such  an 
attack,  preemption  becomes  a  more  important  tool. 

The  President  is  justified  in  applying  preemptive  military  force  to  fight  the  war  on 
terrorism.  Failure  to  do  so  in  spite  of  a  threat  of  imminent  attack  would  be  to  ignore  the 
lessons  learned  from  September  1 1  regarding  the  nature  of  the  threats  against  America  in 
the  21st  century.  .:.  _,       j        •■  ,       ■ 

•  Deterrence  alone  is  not  sufficient  to  suppress  aggression.  Both  Osama  bin  Laden 
and  the  Taliban  could  have  predicted  that  the  United  States  would  respond  to  their 
attacks;  yet,  they  acted  anyway. 

•  Attacks  can  occur  with  little  or  no  warning.  The  emergence  of  global 
communications,  advances  in  technology,  and  the  globalization  of  terrorism  have 
significantly  decreased  the  time  it  takes  not  only  for  a  potential  threat  to  be 
identified,  but  also  for  that  threat  to  emerge  as  an  act  of  aggression. 

•  The  use  of  a  weapon  of  mass  destruction  is  reasonably  likely.  On  September  1 1 , 
Americans  were  killed  on  a  massive  scale.  Hostile  entities  increasingly  view 
weapons  of  mass  destruction  (WMD)  as  political  assets. 

•  A  deadly  synergy  is  created  when  hostile  state  and  non-state  agents  conspire. 
While  hostile  states  continue  to  threaten  America  and  its  interests,  the  threat  of 
non-state  actors,  such  as  al-Qaeda,  is  growing.  The  danger  increases  when  states 
and  non-state  actors  work  together.  States  have  resources — including  territory, 
finances,  an  international  diplomatic  presence,  and  trade — that  non-state  actors  do 
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not  have.  On  the  other  hand,  non-state  actors  are  able  to  operate  globally  and  can 
act  largely  undetected. 

•     •  The  future  envisioned  by  America's  enemies  is  incompatible  with  U.S.  security. 
Prior  to  September  11,  "soft  diplomacy" — including  multilateral  arms  control,  aid 
incentives,  and  appeals  to  reason — was  the  preferred  approach  in  dealing  with 
hostile  regimes.  On  September  11,  however,  the  idea  that  such  hostile  regimes 
and  the  United  States  could  simultaneously  pursue  their  respective  interests  lost 
all  credibility.  It  was  clear  that  America's  enemies  were  willing  to  use 
unprovoked  violence  to  achieve  their  objectives. 

Other  offensive  measures  include  the  development  of  new  warheads  that  will 
penetrate  hardened  facilities  and  special  warheads  that  may  be  effective  in  wiping  out 
stocks  of  biological  agents.  Although  it  would  be  ideal  to  develop  such  new  weapons 
without  nuclear  testing,  most  experts  do  not  believe  it  is  possible  to  build  a  totally  new 
nuclear  weapon  otherwise.  If  testing  is  required  at  some  future  time  to  ensure  the  security 
of  the  American  people,  then  the  President  should  not  hesitate  to  do  so. 

Arms  Control 

Arms  control  is  only  one  of  the  four  essential  non-proliferation  (counter- 
proliferation)  tools,  but  it  has  been  a  principal  tool  for  years.  Its  strength  is  that  it  shrinks 
the  universe  of  threats,  allowing  the  U.S.  to  concentrate  its  efforts  with  its  military  tools. 
International  arms  control  treaties  obtain  their  legitimacy  (or  should)  from  a  proven  track 
record  of  contributing  to  the  realization  of  non-proliferation  or  disarmament  goals. 
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The  United  States  has  responsibilities  that  are  established  in  a  number  of  anns 
control  treaties  dealing  with  WMD,  as  well  as  other  treaties  and  agreements,  some 
examples  of  which  are:  Nuclear  Suppliers  Group;  Australia  Group,  Strategic  Arms 
Reduction  Treaty,  Intermediate  Range  Nuclear  Forces  Treaty,  Chemical  Weapons 
Convention,  Threshold  Test  Ban  Treaty,  Plutonium  Production  Reactor  Agreement, 
Conventional  Armed  Forces  in  Europe  Treaty,  and  Vienna  Document  1999  of  the 
Negotiations  on  Confidence  and  Security  Building  Measures.  Arms  control  is  an 
important  pillar  in  the  control  of  WMD,  but  its  success  depends  on  the  cooperation  of  all 
parties  to  agreements  and  treaties. 

The  weakness  of  depending  too  heavily  on  arms  control  alone  is  that  an 
unbalanced  policy  will  weaken  the  other  tools  for  combating  the  spread  of  weapons.  Still, 
the  International  Atomic  Energy  Agency  has  been  helpful  in  the  case  of  Iran,  as  has 
diplomacy  from  the  European  Union  that  patiently  withheld  economic  assistance  and 
expanded  trade  from  Iran  without  cooperation  with  the  IAEA.  The  G-8  agreement  to 
commit  up  to  $20  billion  in  a  global  partnership  against  proliferation  is  also  an  important 
step  in  arms  control. 

Export  controls  for  technologies  with  application  for  weapons  of  mass  destruction 
and  delivery  means  are  also  important  arms  control  measures.  The  United  States  should 
pursue  such  controls  with  friends  and  allies. 

Cooperative  Threat  Reduction  is  also  an  important  component  of  arms  control. 
The  Cooperative  Threat  Reduction  Program  is  a  congressionally  mandated  program  to 
assist  the  former  Soviet  republics  in  securing  and  eliminating  their  WMD  stockpiles.  It 


also  works  to  strengthen  security  at  Russian  nuclear  weapons  transportation  and  storage 
facilities;  controls  or  eliminates  strategic  bombers,  submarines,  and  missiles;  and 
provides  employment  for  Russian  WMD  scientists;  including  those  from  former 
biological  weapons  research  facilities.  It  is  a  reasonably  successful  set  of  measures  that 
are  effective  in  eliminating  threats  at  a  reasonable  cost  to  the  American  people.  In  the 
end,  however,  arms  control  measures  must  be  verifiable.  And  verifiability  cannot  be  part 
of  a  guessing  game  where  the  United  States,  or  the  United  Nations,  try  to  pick  a  spot 
where  a  WMD  program  is  located  while  the  nation  maintaining  that  program  plays  "hide 
and  seek."  ,  j-jo 

The  success  of  the  programs  with  the  former  Soviet  states  is  built  on  the 
foundation  of  years  of  arms  control  cooperation  and  mutual  security  building.  Even  in  an 
era  of  mistrust,  such  as  the  Cold  War,  there  were  programs  to  build  confidence  and 
security,  and  these  helped  cooperation  later.  .         .     >; 

The  lessons  of  this  cooperation  should  not  be  lost  on  North  Korea.  Pyongyang 
faces  some  serious  choices.  It  can  continue  to  be  a  failed  state  with  a  criminal  economy 
working  on  weapons  of  mass  destruction,  or  it  can  integrate  itself  into  the  international 
system  economically  and  politically.  The  multilateral  approach  to  North  Korea  taken  by 
President  Bush,  coupled  with  patient  diplomacy  and  the  withholding  of  fuel  and  financial 
aid  until  North  Korea  agrees  to  a  complete,  verifiable,  irreversible  dismantlement  of  its 
nuclear  programs  is  the  correct  approach.  Some  are  skeptical  of  the  word  "irreversible"  in 
this  formula,  arguing  that  so  long  as  technology  is  available  and  scientists  retain  the 
knowledge  to  restart  a  program,  it  cannot  be  irreversible.  But  the  verifiability  of  the 
program  makes  it  far  more  difficult  to  reverse.  I  believe  that  the  United  States  is  prepared 
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to  respond  to  a  serious  decision  by  North  Korea  to  end  its  nuclear  program  and  that 
Congress  would  fund  certain  forms  of  economic  and  technical  assistance  as  a  means  to 
help  North  Korea,  but  the  blackmail  payments  of  previous  attempts  at  threat  reduction 
with  Pyongyang  and  the  games  of  "hide  and  seek"  cannot  start  again.  Verifiability  must 
be  the  standard  against  which  arms  control  is  measured. 

Dictatorial  Regimes  and  Regime  Change 

The  United  States  seeks  to  promote  democracy,  economic  freedom,  and  human 
rights  around  the  world  and  advance  these  ideals  through  a  variety  of  programs.  Seeking 
regime  change  in  dictatorships  or  in  state  sponsors  of  terrorism  is  no  fault.  Regime 
change  may  come  about  in  a  wide  variety  ways  and  through  the  application  of  a  wide 
variety  of  tools  including  popular  action  by  the  citizens  of  a  state,  sanctions,  covert 
actions,  public  diplomacy,  and  moral  suasion.  This  does  not  mean  that  regime  change 
must  be  imminent  or  immediate,  or  that  it  is  a  hostile  policy.  Nor  does  it  have  to  be  a 
policy  effected  through  military  means.  But  the  mere  threat  of  regime  change  may  lead  to 
positive  outcomes  in  the  non-proliferation  area.  Libya  is  now  divesting  itself  of  its 
weapons  of  mass  destruction,  which  is  likely  the  result  of  that  regime's  fear  of  being 
removed  from  power. 

The  U.S.  cannot  depend  solely  on  arms  control  negotiations  to  "solve"  the 
problem  because  the  regimes  most  likely  to  seek  WMD  £ire  the  ones  least  likely  to  abide 
by  legal  commitments.  Iraq,  Iran,  and  North  Korea  immediately  come  to  mind  as  such 
nations.  Inspectors  cannot  inspect  what  they  cannot  find,  and  unless  a  nation  is  willing  to 
turn  its  programs  over  to  outside  inspectors  to  investigate,  as  Libya  apparently  has,  the 
threat  of  regime  change  is  still  useftil  leverage. 
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Conclusion  .v.^?  oi 

Mr.  Chairman  and  distinguished  members  of  the  Committee,  thank  you  for 
holding  this  hearing.  The  threat  of  weapons  of  mass  destruction  and  their  proliferation  is 
a  complicated  matter  that  cannot  be  addressed  with  one  simple  approach,  whether  that 
approach  is  arms  control  or  deterrence.  The  United  States  has  a  number  of  tools  available 
in  the  form  of  verifiable  cooperative  threat  reduction,  multilateral  export  controls,  arms 
control  treaties  and  regimes,  deterrence,  offensive  action  when  attack  is  imminent,  active 
and  passive  defenses,  working  to  change  hostile  regimes,  and  ballistic  missile  defenses. 
Other  arrangements  might  look  at  financial  activity  in  the  banking  systems  of  cooperating 
nations  to  address  another  aspect  of  the  proliferation  of  weapons  of  mass  destruction.  It  is 
important  that  the  defensive  programs  and  incident  mitigation  programs  of  the 
Department  of  Homeland  Security  and  the  Department  of  Defense  continue.  Your 
attention  to  the  subject,  support  for  such  approaches,  and  active  oversight  of  these  matters 
makes  America  a  safer  place. 
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Memorandum  August  3 ,  ,  993 

TO  :    Rep.  Curt  Weldon 

House      Select      Committee      on      U.S.      National      Security      and 
Military/Commercial  Concerns  with  the  People's  Republic  of  China 

FROM  :    Shirley  A.  Kan  (ext.  7-7606) 

Specialist  in  National  Secunty  Policy  .  _ 

Foreign  Affairs  and  National  Defense  Division 

SUBJECT  :    Chronology  of  Chinese  Weapon-related  Transfers 


In  response  to  your  request  at  my  briefing  on  Loral  for  the  House  Select  Committee 
on  China  on  August  17,  1998,  I  am  forwarding  this  updated  memo  which  provides  a 
chronology  of  instances  or  periods  of  reported  sensitive  weapon-related  transfers  by 
China.  The  table  also  shows  the  international  regime  and  U.S.  laws  that  call  for  controls 
on  such  transfers  and  the  Administration's  response  (since  the  beginmng  of  the  Clinton 
Administration  in  1993)  The  memo  was  originally  prepared  in  September  1997  for  the 
House  National  Secunty  Committee  and  was  updated  for  you  in  May.  The  following 
transfers  were  alleged  by  news  media  and/or  reported  by  the  Administration,  including 
unclassified  reports  by  the  Director  of  Central  Intelligence  (DCI).  Some  transfers  were 
confirmed  by  the  Administration.  Attempted  sales  as  reported  in  the  media  were 
excluded.  Specific  sources  can  be  produced  on  request.  For  details,  see  attached  CRS 
Issue  Brief  92056,  Chinese  Proliferation  of  Weapons  of  Mass  Destruction:  Current 
Policy  Issues. 

A  separate  memo  on  reported  Russian  transfers  is  being  updated  by  Robert  Shuey.  If 
you  have  further  questions,  please  call  at  7-7606 


Abbreviatioos  Used  Tor  iDleroational  Regimes  to  Whicb  China  Committed 

BWC  Biological  Weapons  Convention 
CWC  Chemical  Weapons  Convention 
MTCR     Missile  Technology  Control  Regime  (China  not  an  adherent  but  pledged  to 

abide) 
NPT         Nuclear  Nonproliferation  Treaty 


(91) 


92 


r^  &  "^    C 

<  I  ^  5 


3  m  < 


<  a-  -^ 


1*^ 

o  ^ 
a.  o 


Z  w  < 


B 

■^ 

s 

B 

0- 

■o 

U 

— 

o 

>i 

Yi 

*:; 

E 


a** 
OC   o 

©  ,2 


w  <  'c 


x:  •—   w    D 


E   « 


r^  X>  .-   U, 


4) 

,o  .i2 

1/1      M 

2.2 


c    2 


Jo    E 


S£ 


D  B 


m 


§  b 

e 

C 

n 

c 

B 

B 

•a  ■? 

t 

o 

_o 

o 

2 

O 

2 

Q.1^    a.  CO 

< 

o 

u 

o 

o 

o 

u 

c 
o 

i 

c 

IS 

1 

i 

T3 

T3 

1 

-S   CT\    LU     <J 

n 

-o 

T3 

■o 

•T3 

ions  1 
21,1 

rol  A. 

a> 

O 

u 

<a 

U 

1> 

V 

■c 

c 

C 

C 

t 

t 

t:  !§ 

o 

n. 

o 

Q. 

o 

D. 

o 

O 

a 

?  ^       c 

a  E 

(L> 

O 

J> 

u 

u 

£   "2   t>   o 

5  S  :S  U 

U  < 

o 

c 

i 

§ 

o 

n 

g 

o 

E 

u 

o 

o 

< 

< 

< 

< 

B 

c 

c 

B 

.2 

o 

o 

2 

'^ 

n 

« 

c 

rt 

^  ts 

O 

O 

<! 

—    o 

5J 

4-    5 

.fc-    o 

<1 

-   o 

2< 

< 

< 

< 

c 

"o 

<^ 

l< 

<^ 

S  <  p 

■5.2 

§•£ 

o 

■g 

2 

e 

g.2 

c 
o 

^2 

S-2 

g-sB 

w       CTJ 

o   r: 

« 

CTJ 

o 

*i    rt 

*-       CO 

5  p  2 

o  'K 

z  § 

c 
o 

Z 

§^ 

s 

«    c 
CD    O 

O     w 

OS 

«  u 

'c 

CJ 

E 

w 

Uc 

?= 

cO 

O'E 

„ui 

?i 

E 

c 
o 

i 

J 

iE 

g.? 

iE 

JiE 

Q.-^ 

^     D. 

•t3 

n. 

•a 

■^ 

CL-g 

,§  g- 

0.-0 

<     Q.-^ 

X    < 

J'uj 

< 

X 

< 

a- 

X  < 

X   < 

o-   X   < 

'^  t: 

c 

«  w 

c 

"^  ^ 

(0 

2  Z 

r.^ 

a:'"  C 

c^  e  w  c 

^    o 

1     12 

o 

U    S 

o 

"P,  o 

o    ^ 
OJ  < 

U    ^    o 

U  "   !2   o 

E   P. 
h    X 

<  U 

C    E 

2| 

a. 

w 

^    % 
S  2 

H     X 

<    U 

H    P    P    Q 

C  p»  5  X 
2  Ja  <  w 

*-*    c 

CO   -o 

w 

11 

o 

C            to 

2         u 

_W 

E  o 

■a  "« 
o    tj  a. 

i|.E 
III 

1     g..« 

1  gsl 

& 

3     ^ 

g  s  - 

use  chemical 
rsors  and  equi 
n's  chemical  v. 
am 

E 

V 

x: 
o 

o 

c 
o 

3  i 

1  ° 
is 

E  .^ 
o   E 

5 
n 

a. 
c 

c 
u 
c 
o 

T3 
C 
n 

jo' 

O     4> 

g  « 

E   S 

.5  5, 

If 
.E  i: 
«-2P 

r  ^  »■ 

O 
D. 

E 
o 

a,  -      «o    p 
u    >N-c    3 

dual-i 
precu 
to  Ira 
progr 

ii 

o. 

E 
o 
o 

C     1) 

oo  « 

g"5 

III 

~  •?  -c    feJ 

y  S  «  £ 

\o 

2 

>o 

>o 

\o 

ON 

2' 

ON 

Os 

ji 

OS 

VO 

so 

vO 

•" 

—' 

E 

ON 

Cs 

ON 

iJ 

g 

a 

~ 

~ 

*" 

Q 

Q 

E 

3 

< 

00 

3 
< 

D. 

>N 

3 

>N 

3 

E  o 


5   c 

s  a 


94 


<  < 


**- 

i> 

^ 

o 

tu 

to 

ex 

c 

c 
o 

m 

C 

o 
2 

« 

■a 

Ji 

V. 

< 

b 

"-:: 

o 

t- 

ZW 


il  s- 

Ja  Z  W 


i  -  «'  :5 

:       O     «     1- 


Is   §  ^ 
Q  u>  V  B 


s-^ 


1— •    &>  -^ 

Q   o   c 


■=    «     P     rt 

x;  i:   5    o 


S  °  — 
"o  -^  o 
Cue 

C  T3     o 
O     W 


OO 

o 

7i     O     ^ 

'5    c  '5 
g'.S   o 


o    t 


■^•S-o  «  2-  ^  °"  5 

.S22Sg;§^E 


—   c 
U   o 


5    o 


<0    ^ 

•52 


II  ^^  I  =  12 
u  o  "2  I-  S  t>  « 
js   t   c   o    >    c   c 


^   E       c2 
=:   o   =   c  -5 

J  §■■=  "S)  > 


■§■•5 

^     00 

ca  n 
n  •- 
i    C    «> 

•S  S   « 


■S  S  » 

•S  ^    « 

^  G  E 


<« 

« 

c 

c 

c 

o 

0 

0 

o 

0 

0 

c 

c 

c 

t<S 

« 

« 

T3 

TS 

T3 

D 

U 

U 

C 

■c 

e 

o 

0 

0 

o. 

0. 

0. 

u 

u 

^ 

t-4 

Q 

0 

0 

= 

c 

c 

0 

0 

< 

< 

c 

c 

0 

0 

2 

2 

^ 

u 

^ 

0  <£ 

jU    ^ 

0 

< 

< 

c 

< 

-  0 

< 

c 

1 

o 

1 

0  0. 

i-'e 

0 

« 

CO     0 

0   t; 

w 

c 
o 

to 

c 
0 

1  ^ 

Z    0 

k^ 

U 

■5 

u 

'c     c 

«  u 

c 

C 
o 

CI. 

E 

•0 

•c 

0 
0. 

T3    < 

1  c 

<  a 

E 
■0 

X 

< 

a-  X 

<: 

ttjUJ 

t: 

Oi  w 

2  ^ 

t:  ,  > 

U    S 

0 

S  < 

0  T 

i  i 

0  u 

H  E 

S-5 

0. 

X 

g-^ 

tj 

w  i) 

Ja  < 

OJ  U 

«-  gs 

l«    T3 

0 

o    g* 

i2   « 

- 

*« 

C   o 

■^ 

t 

■c 

<Sl 

Iran's 
e  ballis 

B   3 

2^ 

S   a 

—    T3 

■g.E 

E 
1 

■SI 

■SI 

2   g^fe 

^1 

i-S 

§ 

°l 

chnology 
edium-ra 
issilepro 

°1 

"S 

1 
a. 

8"  i 

U  -2 

8-.S 

»   a. 
U   0. 

c 
0 
a. 

s  g 

Q    E 

0 

Q   E 

USE 

Q   3 

?  ^ 

r~ 

i-~ 

r- 

a\ 

Ov 

Ov 

OS 

Ov 

o> 

—^ 

■~ 

•"■ 

96 


Memorandum  Date:  April  22, 2004 


TO:  RqjresentativWpurt  Weldon 

Attention:  Gi^tealhoun 


FROM:  Shirley  As»9^SSe57<©^/%«^«8ft»na/ 

Service 

Sharon  Squassoni 

Specialist  in  National  Defense 

Foreign  Affairs,  Defense,  and  Trade  Division 

SUBJECT:       Reported  Cases  of  Weapons  Proliferation  by  Entities  in  China  and  Russia 


This  memorandum  responds  to  your  request  for  updated  information  on  technology 
transfers  since  1998  by  entities  in  the  People's  Republic  of  China  (PRC)  and  Russia  related 
to  the  proliferation  of  weapons  of  mass  destruction  (WMD)  and  missiles.  Transfers  related  to 
conventional  weapons  are  not  covered.  The  two  tables  in  this  memo  summarize  cases  of 
such  transfers  by  PRC  and  Russian  entities  that  the  press  or  the  Administration  have  reported 
publicly.  CRS  has  no  independent  confirmation  of  those  reported  cases.  The  tables  are  not 
intended  as  exhaustive  lists  of  the  transfers  that  have  taken  place,  since  there  are  probably 
transfers  with  classified  information  known  to  the  intelligence  community  but  not  publicly 
reported.  The  Director  of  Central  Intelligence  (DCI)  has  provided  reports  to  Congress 
(originally  required  as  semi-annual  reports,  now  required  as  annual  reports)  under  Section 
721  of  the  FY  1997  Intelligence  Authorization  Act,  P.L.  104-293,  entitled  "Unclassified 
Report  to  Congress  on  the  Acquisition  of  Technology  Relating  to  Weapons  of  Mass 
Destruction  and  Advanced  Conventional  Munitions."  These  unclassified  reports  have  named 
China,  Russia,  and  North  Korea  as  "key  suppliers"  of  sensitive  technology,  but  have  not 
provided  details  about  their  transfers.  Moreover,  Administrations  have  not  provided  full 
public  justifications  when  imposing  sanctions  on  named  PRC  or  Russian  entities,  and  have 
imposed  sanctions  in  numerous  cases  without  naming  the  targets  of  sanctions,  which  might  or 
might  not  have  included  PRC  or  Russian  entities  in  those  cases.  The  State  Department 
publishes  announcements  on  sanctions  in  the  Federal  Register.  There  might  also  be  other 
applicable  laws,  treaties,  or  multilateral  control  regimes  not  specifically  named  in  the  tables. 


Congressional  Research  Service  Washington,  DC.  20540-7000 
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such  as  laws  targeting  sponsors  of  terrorism.  On  U.S.  sanctions  in  general,  see  enclosed  CRS 
Report  RL31502,  Nuclear,  Biological,  Chemical,  and  Missile  Proliferation  Sanctions: 
Selected  Current  Law,  by  Dianne  Rennack.  On  international  nonproliferation  regimes,  see 
CRS  Report  RL31559,  Proliferation  Control  Regimes:  Background  and  Status,  by  Sharon 
Squassoni,  Steven  Bowman,  and  Carl  Behrens. 


Abbreviations 

SRBM      Short-range  ballistic  missile  .  •; 

MRBM  Medium-range  ballistic  missile 

AG  Australia  Group  (on  chemical  and  biological  weapons) 

MTCR     Missile  Technology  Control  Regime 
NPT  Nuclear  Nonproliferation  Treaty 


AECA  Arms  Export  Control  Act  ' 

EAA  Export  Administration  Act  of  1 979 

ELBA  Export-Import  Bank  Act  of  1 945 

FAA  Foreign  Assistance  Act  of  1 96 1 

DANA     Iraq-Iran  Arms  Nonproliferation  Act  of  1 992 

IN  A  Iran  Nonproliferation  Act  of  2000 

NPPA  Nuclear  Proliferation  Prevention  Act  of  1 994 
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On  January  16,  2002,  the 
State  Department  imposed 
sanctions  under  the  INA  on 
the  three  named  PRC 
entities/persons. 

g 

3 
O. 

o 

Z 

On  May  9,  2002,  the  Slate 
Department  imposed 
sanctions  under  the  INA  on 
eight  PRC  entities/persons 
for  transferring 
AG-controlled  items  and 
technology  related  to 
conventional  weapons. 
NORINCO  was  not  named. 

1 
o 

3 
O. 

o 

Z 

Not  publicly  known. 

AG 

AECA 

EAA 

IIANA 

INA 

MTCR 
AECA 
EAA 

AG 

AECA 

EAA 

IIANA 

DMA 

AECA 
EIBA 
NPPA 

NPT 

IL\NA 

INA 

NPPA 

EIBA 

AECA 

Liyang  Chemical  Equipment 
Company,  China  Machinery  and 
Electric  Equipment  Import  and  Export 
Company,  and  a  PRC  citizen  (Chen 
Qingchang)  transferred  to  Iran 
chemical  and/or  biological 
weapons-related  items. 

PRC  entity  or  entities  transferred  to 
Libya  navigational  and  guidance 
systems. 

PRC  entities  transferred  to  Iran 
ami-corrosive  glass-lined  equipment 
to  make  chemical  weapons,  and 
NORINCO  was  among  the  entities 
involved.    President  Bush  reported  to 
Congress  in  June  2002  that  five  of  the 
eight  PRC  entities  were  sanctioned  for 
transferring  AG-controlled  items. 

A  PRC  entity  in  Dalian,  China,  sold  to 
North  Korea  20  tons  of  tributyl 
phosphate  (TBP),  a  dual-use  chemical 
that  U.S.  intelligence  reportedly 
believed  would  be  used  in  nuclear 
weapon  programs. 

Iranian  front  companies  procured 
materials  from  China  (and  other 
countries)  for  secret  nuclear  weapons 
facilities,  and  experts  from  China 
worked  at  a  uranium  mine  at  Saghand 
and  a  centrifuge  facility  near  Isfahan. 
The  DCI  testified  to  Congress  on 
Febrtiary  1 1 ,  2003,  and  said  that  PRC 
"firms"  may  be  backing  away  from  the 
PRC's  1997  promise  to  forego  new 
nuclear  cooperation  with  tan 

— 

if 

i  i 

February  13,2002 
report  in  Jane 's 
Defense  Weekly 

c  3 
Si 

December  9  and  1 7, 
2002  reports  in 
Washington  Times 

Reports  in 
Washington  Post  on 
December  19,2002 
and  February  20, 
2003. 
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Nukes  'R'  Us 

■-  By  Gary  Milhollin  and  Kelly  Motz 

-  The  New  York  Times  "i  , 

;      --.  March4, 2004,  p.  A31  :      ' 

WASHINGTON  -  America's  relations  with  Pakistan  and  several  other  Asian  countries  have  been 
rocked  by  the  discovery  of  the  vast  smuggling  network  run  by  the  Pakistani  nuclear  scientist 
Abdul  Qadeer  Khan.  Unfortunately,  one  Amencan  ally  at  the  heart  of  the  scandal,  Dubai  in  the 
United  Arab  Emirates,  seems  to  be  escaping  punishment  despite  its  role  as  the  key  transfer  point 
in  Dr.  Khan's  atomic  bazaar. 

Dubai's  involvement  is  no  surprise  to  those  who  follow  the  murky  world  of  nuclear  technology 
sales.  For  the  last  two  decades  it,  along  with  other  points  in  the  emirates,  has  been  the  main  hub 
through  which  traffickers  have  routed  their  illegal  commerce  to  hide  their  trails.  Yet  the  United 
States,  which  has  depended  on  the  emirates  as  a  pillar  of  relative  stability  in  the  Middle  East  and, 
since  1991,  as  a  host  to  American  troops,  has  done  little  to  pressure  it  to  crack  down  on  illicit 
arms  trade. 

In  the  wake  of  the  Khaii  scandal,  Washington  has  at  least  acknowledged  the  problem.  President 
Bush  singled  out  SMB  Computers,  a  Dubai  company  run  by  B.  S.  A.  Tahir,  a  Sri  Lankan 
businessman  living  in  Malaysia,  as  a  "front  for  the  proliferation  activities  of  the  A.  Q.  Khan 
network."  According  to  the  White  House,  Mr.  Tahir  arranged  for  components  of  high-speed  gas 
centrifuges,  which  are  used  to  enrich  uranium  so  it  can  be  used  in  nuclear  weapons,  to  be 
manufactured  in  Malaysia,  shipped  to  Dubai  and  then  sent  on  to  Libya.  (In  its  investigation,  the 
Malaysian  government  implicated  another  Dubai  company.  Gulf  Technical  Industries.) 

American  authorities  say  that  Mr.  Tahir  also  bought  centrifuge  parts  in  Europe  that  were  sent  to 
Libya  via  Dubai.  In  return  for  millions  of  dollars  paid  to  Dr.  Khan,  Libya's  leader.  Col. 
Muammar  Qaddafi,  was  to  get  enough  centrifuges  to  make  about  10  nuclear  weapons  a  year. 

Why  ship  through  Dubai?  Because  it  may  be  the  easiest  place  in  the  world  to  mask  the  real 
destination  of  cargo.  Consider  how  the  Malaysian  government  is  making  the  case  for  the 
innocence  of  its  manufacturing  company.  "No  document  was  traced  that  proved"  the  company 
"delivered  or  exported  the  said  components  to  Libya,"  according  to  the  country's  inspector 
general  of  police.  The  real  destination,  he  said,  "was  outside  the  knowledge"  of  the  producer. 
One  can  be  certain  that  if  the  Khan  ring's  European  suppliers  are  ever  tracked  down,  they  will 
offer  a  similar  explanation. 

Dubai  provides  companies  and  governments  a  vital  asset:  automatic  deniability.  Its  customs 
agency  even  brags  that  its  policy  on  re-exporting  "enables  traders  to  transit  their  shipments 
through  Dubai  without  any  hassles."  Next  to  Dubai's  main  port  is  the  Jebel  Ali  free  trade  zone,  a 
haven  for  freewheeling  international  companies.  Our  organization  has  documented  264  firms 
from  Iran  and  44  from  rogue  regimes  like  Syria  and  North  Korea. 
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With  the  laxity  of  the  emirates'  laws,  there  is  simply  no  way  to  know  how  many  weapon 
components  have  passed  through.  But  consider  some  incidents  that  our  organization  has  tallied  - 
based  on  shipping  records,  government  investigations,  court  documents,  intelligence  reports  and 
other  sources  -  over  the  last  20  years.  ,,     . 

.  In  1982,  a  German  exporter  and  former  Nazi,  Alfred  Hempel,  sent  70  tons  of  heavy  water,  a 
component  for  nuclear  reactors,  from  Sinochem  in  China  to  Dubai.  The  shipping  labels  were 
then  changed  to  mask  the  transaction,  and  60  tons  of  the  heavy  water  were  forwarded  to  India, 
where  it  enabled  the  government  to  use  its  energy-producing  reactors  to  create  plutonium  for  its 
atomic  weapons  program.  The  other  10  tons  went  to  Argentina,  which  was  interested  in  atomic 
weapons  at  the  time. 

.  In  1983,  Mr.  Hempel  sent  15  tons  of  heavy  water  from  Norway's  Norsk  Hydro,  and  6.7  tons 
from  Techsnabexport  in  the  Soviet  Union,  through  the  emirates  to  India. 

.  In  1985  and  1986,  Mr.  Hempel  sent  1 2  more  tons  of  Soviet  heavy  water  to  India  that  were  used 
to  start  the  Dhruva  reactor,  devoted  to  making  plutonium  for  atomic  bombs.  (The  details  of  these 
transactions  come  from  German  and  Norwegian  government  audits,  but  Mr.  Hempel,  who  died 
in  1989,  was  never  convicted  of  a  crime.) 

.  In  1990,  a  Greek  intermediary  offered  Iraq  an  atomic-bomb  design  (probably  of  Chinese  origin) 
from  Dr.  Khan  in  Pakistan,  with  a  guarantee  that  "any  requirements  or  materials"  could  be 
bought  from  Western  countnes  and  routed  through  Dubai.  Iraq  has  said  it  rejected  the  offer  and 
suspected  it  of  being  part  of  a  sting  operation,  although  a  more  likely  explanation  is  that  the 
impending  1991  Persian  Gulf  war  precluded  the  deal. 

.  In  1994  and  1995,  two  containers  of  gas  centrifuge  parts  from  Dr.  Khan's  labs  were  shipped 
through  Dubai  to  Iran  for  about  S3  million  worth  of  U.A.E.  currency. 

.  In  1996,  Guide  Oil  of  Dubai  ordered  Amencan-made  impregnated  alumina,  which  can  be  used 
for  making  nerve  gas  ingredients,  and  tried  to  pass  it  along  to  an  Iranian  purchasing  agent,  Drush 
Jamshidnezhad,  in  violation  of  American  export  control  laws.  A  sample  was  delivered  before  the 
deal  foundered  when  middlemen  were  caught  by  Amencan  officials  in  a  sting  operation. 

.  Also  in  1996,  the  German  government  listed  six  firms  in  Dubai  as  front  companies  for  Iranian 
efforts  to  import  arms  and  nuclear  technology. 

.  From  1998  to  2001,  several  consignments  of  rocket  fuel  ingredients  shipped  to  Dubai  by  an 
Indian  company,  NEC  Engineers,  were  sent  to  Iraq,  in  violation  of  Indian  law  and  llie  United 
Nations  embargo  on  Saddam  Hussein's  regime. 

.  In  2003,  over  Washington's  protests,  emirates  customs  officials  allowed  66  American  high- 
speed electncal  switches,  which  are  ideal  for  detonatmg  nuclear  weapons,  to  be  sent  to  a 
Pakistani  businessman  with  longstanding  ties  to  the  Pakistani  military.  American  prosecutors 
have  indicted  an  Israeli,  Asher  Kami,  for  allegedly  exporting  the  switches  through  Giza 
Technologies  in  New  Jersey  to  South  Africa  and  then  to  Dubai. 
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The  pattern  is  terrifying,  and  those  examples  are  most  likely  a  small  part  of  the  overall  picture. 
So,  will  the  Bush  administration,  with  its  focus  on  fighting  terrorism  and  the  spread  of  weapons 
of  mass  destruction,  start  cracking  down  on  the  emirates?  The  first  signs  are  not  promising. 
President  Bush  has  warned  of  interrogations  in  Pakistan  and  actions  against  the  factory  in 
Malaysia  that  supplied  Dr  Khan,  but  has  given  no  hint  of  any  penalties  against  Dubai  Lockheed 
Martin  is  about  to  send  80  F-16  fighters  to  the  emirates,  and  a  missile-defense  deal  may  be  in  the 
offing. 

The  lesson  of  the  Khan  affair  is  that  instead  of  focusing  solely  on  "rogue  regimes,"  we  have  to 
shut  down  the  companies  and  individuals  that  supply  them  with  illicit  arms  and  technology.  The 
United  States  and  its  allies  have  to  put  pressure  on  (he  countries  that  allow  the  trade  to  flourish  - 
even  if  it  means  withholding  aid  and  refusing  amis  sales.  Unless  Dubai  cleans  up  its  act,  it 
should  be  treated  like  the  smugglers  it  harbors 

Gary  Milhollin  is  director  of  the  Wisconsin  Project  on  Nuclear  Arms  Control  Kelly  Motz  is 
associate  director 
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